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Additional Praises for
Expert Fraud Investigation: A Step-by-Step Guide

“Crime is inherently dramatic. And since fraud is a crime, writing about the subject
of fraud should not be mundane nor monotonous but rather riveting, exciting and
informative. Tracy Coenen, in her new book Expert Fraud Investigation: A Step by
Step Guide, may be the first to actually capture why the topic of fraud is not only
exciting but also informative, thought provoking and most importantly a subject that
no one can afford to not thoroughly understand. In an environment of fraud on Wall
Street and on Main Street, this book literally levels the playing field by equipping
everyone who wants to avoid becoming a future fraud victim. In times like these,
this is a must read.”

—Barry Minkow, Co-Founder Fraud Discovery Institute

“This book should be required reading for anyone who is thinking about or is about
to start on their fraud examiners career. She doesn’t talk down to the reader but lays
out in clear concise points that must be considered before starting ones own firm
as well as a fraud investigation. This is where Tracy’s experience and knowledge
about fraud shine through.

She continuously establishes credibility with the season fraud examiner by being
subtle yet informative with her own opinion which is based on years of practical
experience. It is evident this book is not written by a college professor looking for
tenure at a University. Instead it appears to be written by a seasoned professional
with years of experience. I would strongly recommend it to the experienced fraud
professional as well as it contains information needed throughout ones career.”

—David Bleser, President, Bleser & Associates, LLC

“Ms. Coenen’s book should be on every accounting and financial manager’s book-
shelf. When you suspect fraud, call an expert. But this book explains the who, what,
where, and why of financial frauds and the techniques professionals like Ms. Coenen
use to help you investigate and prosecute it.”

—Francine McKenna, President,
McKenna Partners LLC and Author of the blog,
re: The Auditors

“Through an examination of common types of frauds and discussion of ‘best practice’
methods to identify fraud, this book provides excellent practical guidance on how
to conduct a fraud examination. Such guidance is a valuable resource to auditors
and security professionals involved in fraud examinations. I highly recommend this
book to auditors, security professionals, management and board of directors who
desire a practical, not theoretical, understanding of fraud examinations.”

—Michael D. Akers, PhD, CFE, CPA, Professor and Chair,
Department of Accounting-Marquette University,
Charles T. Horngren Professor of Accounting
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Preface

Fraud investigation is a field that has gotten plenty of publicity since

the big public company frauds uncovered in the early 2000s. Despite

the media coverage and overall greater awareness of the issue, there

are few books to date that have led readers through the process of

conducting a fraud investigation. Expert Fraud Investigation: A Step-by-

Step Guide changes all of that. It is the first book to really make the leap

from theoretical discussion of fraud investigations to the actual nuts and

bolts of performing an investigation.

This book is no substitute for real-world experience under the direc-

tion of a highly qualified forensic accountant or fraud investigator, but it

is a tool to help professionals learn about fraud investigations. This guide

takes the professional through the process of opening an investigation,

selecting a team, gathering data, and the entire investigation.

It discusses the most common types of fraud cases, and points out

some of the best methods for analyzing the books and records to search

for proof of fraud. Business executives, auditors, and security profes-

sionals will benefit from this book, and companies should find this a

useful tool for fighting fraud within their own organizations.

The basis for this book is more than a decade of fraud investiga-

tion experience, with cases ranging from those at small family-owned

companies to large publicly traded corporations. Formal and informal

training have helped refine my fraud investigation skills and add to my

repertoire of techniques to ferret out fraud.
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CHAPTER 1
Finding Fraud

There are two different ways that a reactive fraud investigation starts.

One type of investigation begins when an actual fraud has been

identified, and maybe one or more perpetrators are identified, too. The

other type of investigation starts with a strong suspicion of fraud, but no

real proof of theft.

Both types of investigations are important to any organization that

takes fraud prevention and control seriously. Companies with good fraud

prevention controls actively monitor their systems and follow up on

questionable data and unusual relationships between numbers. The in-

vestigation that starts this way should not be viewed as any less impor-

tant than the one that begins with a definitive instance of fraud.

Signs of Fraud

Numerous signs can point to the possibility of fraud. Literally hundreds

of different types of fraud schemes exist, so the number of possible red

flags of fraud is huge. It would be impossible to cover them all in their

entirety here, but some general signs of fraud can apply across all types

of businesses and fraud schemes.

It is important to educate management and employees on these

warning signs of fraud. Study after study indicates that tips from em-

ployees are one of the most common ways that corporate fraud is

1
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2 Finding Fraud

detected. Therefore, it makes sense to educate employees about symp-

toms of fraud so they can report red flags when they see them.

Accounting Irregularities

Irregularities that point to the possibility of fraud can range from simple

things like unreconciled accounts and unusual account balances to more

complex problems like “on-top entries,” which are made after the books

are closed in order to manipulate the numbers ultimately reported on

the financial statements.

An auto dealership had a controller who had not reconciled the

bank accounts for nearly a year, despite management’s insistence that it

be done. Management did not insist enough, and the problem persisted;

the accounts remained unreconciled month after month. Unreconciled

bank accounts usually signal one of two problems: The accounting staff

is incompetent or understaffed, or there is a fraud-in-progress that will

likely be exposed through a bank reconciliation. Both of these problems

need to be corrected quickly.

In this case, it turned out that the controller simply couldn’t handle

all of the responsibilities of her job. She was out of her league and was

not doing the reconciliations because she did not have time and was

likely afraid that the reconciliations would expose her incompetence.

The reconciliations would have shown that she didn’t have a good

handle on the company’s finances.

The auto dealership was lucky in this case. They simply dismissed

the controller and hired someone more experienced and more compe-

tent. But there was a period of time during which management was

afraid a fraud had occurred. They should have recognized early on that

the unreconciled accounts were a sign of a big problem.

Cynthia Cooper, head of internal audit at WorldCom, recounts the

on-top entries problem that she and her team discovered was part of a

massive fraud scheme at the company. Executives were directing em-

ployees to make journal entries on top of the regular general ledger

activity to make the financial statements conform to a predetermined

template. Lower-level employees did not see these entries, because they
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occurred outside the regular system of recording accounting details, so

the practice went on for a long time before it was discovered.

To further confuse anyone who might look at the on-top entries, ex-

ecutives directed a web of confusing entries to be made. They were not

a handful of simple debits and credits. There were hundreds of entries,

with figures divided and bounced between many different accounts, ap-

parently in an attempt to confuse and discourage anyone who might try

to dig into these entries. The existence of these entries was discovered

because of some irregular numbers and account names by the internal

audit team. This demonstrates the importance of being on the lookout

for unusual accounts, numbers, and descriptions within the accounting

system.

It’s not always easy to spot accounting irregularities. After all, an em-

ployee or executive who engages in fraud is often aware of what others

are expecting their work or their numbers to look like. In many com-

panies, management knows that revenue and expenses are expected to

fall within certain parameters. Numbers outside of those expectations

might raise suspicions. So a good fraudster will ensure that the num-

bers do not appear unusual in that regard. It’s only when someone digs

deeper that the irregularities start to surface. An examination of a pub-

lic company’s Securities and Exchange Commission (SEC) filings might

reveal some notes or disclosures that do not make sense in light of the

numbers reported. Small clues like these will be necessary to point to

irregularities.

For example, suppose a company reports in the notes to the year-

end financial statements that the raw materials used to make its prod-

ucts have become significantly more expensive. An examination of the

company’s gross profit margin, however, shows that the percentage is

stable. The only legitimate way for the gross profit percentage to remain

unchanged during a period in which raw material prices increase sig-

nificantly is for the sales price of the goods to rise proportionately. The

sales prices at this company did not change, however, so that imme-

diately raises a red flag about that unchanged gross profit margin. The

numbers reported don’t make sense in light of the information provided

in the notes. This should definitely be examined further.
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It is clear that the accounting irregularities giving rise to a fraud

investigation may not be easily identifiable. Those committing financial

statement fraud are often adept at covering their tracks, so the red flags

are not always obvious. The investigator often relies on intuition when

examining the numbers and explanations for possible irregularities.

Apparent Control Weaknesses

When readily apparent major deficiencies in a company’s control proce-

dures are identified, they should be considered warning signs that fraud

could be occurring. All companies have some things that are not as se-

cure as they should be. However, when the controls over a company’s

assets and data are severely deficient, that is cause for alarm.

Some of the most common characteristics that might be considered

severe deficiencies include:

� Complete lack of segregation of critical duties, giving one or more per-

sons almost complete control over a financial area of a company and

offering many opportunities to commit fraud and easily conceal it.

For example, if the same person receives customer payments, records

the payments to the customer’s accounts, makes the bank deposits,

and reconciles the bank statement, there are many opportunities to

commit and conceal fraud. The employee could steal a customer pay-

ment, record the payment on the customer’s account so the customer

doesn’t know the funds have been stolen, and later adjust the account-

ing records while doing the bank reconciliation in order to cover the

theft. If these duties are segregated among two or three employees,

the risk of theft of a customer payment and subsequent acts to cover

the theft are much less likely.
� Ability to override controls and limits of authority easily, either with no

oversight of the process or with lax enforcement of it. For example, an

area supervisor regularly exceeds his authority for vendor payments.

His approval limit is capped at $20,000. He commonly requests that

vendors issue multiple invoices for work, so that no individual invoice

exceeds the $20,000 threshold. Upper management is aware of this

situation, but does not enforce the policy or regularly monitor this
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supervisor’s activities. By failing to enforce the policy, management

may be effectively encouraging the employee to continue to break

rules, which could create opportunities for fraud.
� Failure to reconcile accounts regularly. Account reconciliation is im-

portant for accurate record keeping, even in the absence of fraud. Ob-

viously, without reconciliations, management cannot know whether

the books and records are accurate. Failure to reconcile also can en-

courage theft by employees who are aware that reconciliations are not

done, and a theft could go unnoticed for a long time. In the example

cited earlier in this chapter, management did not enforce its policy re-

quiring monthly reconciliation of accounts, which led to a significant

problem in the accounting function.
� Poor accounting records in general. This problem is often faced by

smaller companies, but can also affect large companies, particularly

ones that have done many acquisitions and have failed to integrate.

Disjointed accounting systems make things difficult to monitor and

reconcile, and offer opportunities for duplicate accounting entries to

go unnoticed. Poor records also make it difficult for management

to get an accurate financial picture of the company, and that could

contribute to a fraud going unnoticed for a period of time.

It makes sense that the existence of major deficiencies in preventing

fraud might be the precursor to fraud actually occurring at a company.

If a company is lucky, it will catch the weaknesses before something

happens. But many companies are not so lucky, and the identification

of these types of problems should lead to further examination of the

company to determine whether, in fact, fraud may have occurred under

these serious circumstances.

If a company is not diligent about implementing good control proce-

dures over its accounting function, it’s also likely that management will

not be interested in looking for the fraud that might result from the poor

controls. Hopefully, internal or external fraud experts can encourage

management to identify and examine the weaknesses and their results.

Another problem is that, when serious problems are found, a com-

pany often either ignores the problems or fixes them without looking
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into whether a defalcation is associated with the control weaknesses. As

difficult as it may be for management to admit that weaknesses like this

may have led to fraud, it is important to find out for sure what the fraud

status is.

Lack of Information

When information and documentation is unavailable, it can raise ques-

tions about honesty or dishonesty. In the regular course of business,

documents are sometimes lost or things cannot be explained. However,

there comes a time when too many items are missing or the missing

information is too suspicious to ignore.

For example, the bookkeeper of a nonprofit organization frequently

had difficulty locating canceled checks that were requested by the au-

ditors as part of their annual financial statement audits. The auditors

instead relied on the information on the carbon copies in conjunction

with the general ledger detail. Unfortunately, the payees noted on the

carbon copies were not accurate, and the checks in question were actu-

ally issued to the bookkeeper. She destroyed these canceled checks as

soon as the bank statement arrived, and hoped that the auditors wouldn’t

request copies of those specific checks.

When an occasional document is missing, it is usually not cause for

alarm. But if a pattern of missing documentation emerges, it can be a

warning sign of fraud. Look for missing information of a grouped or

patterned nature: blocks of time, for a particular customer or vendor, for

a certain type of transaction, or relating to a certain employee. A missing

document or two is not all that disturbing, but ten missing documents, all

related to one vendor—and all being questioned by management—are

bothersome.

Apparent Deception

When people seem to be going out of their way to conceal information,

alter documentation, or otherwise engage in behavior designed to de-

ceive those looking for facts (auditors, superiors, investigators, etc.), it

raises suspicions about fraud.
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For example, a disability insurance claimant fills out all paperwork,

but does not mention her ownership interest in a business that is closely

related to the job that she is currently unable to perform. A fraud inves-

tigator discovers the business ownership independently and becomes

suspicious that the claimant may actually be working in this business,

even though she claims she cannot work at her regular job due to dis-

ability. This ownership interest merits additional scrutiny. People often

don’t hide things like this without good reason. It is possible that the

claimant wanted to hide this ownership interest because it might lead

to the investigator finding out she was working there. If she was not

working there, and there was truly nothing to hide, why conceal it?

The same goes for deceptions in any type of fraud investigation or

audit. It is presumed that if people are not honest about their involve-

ment in situations, ownership of assets, professional licensing, or other

material facts, they may have something to hide. Investigators should

take clues like this very seriously. Lying is usually not compartmental-

ized. A deception in one area of life or a business is not usually an

isolated incident. Take deception—either with outright lies or through

the deliberate omission of critical information—as a likely sign of other

problems.

Tips about Fraud

Companies rely heavily on reports about questionable behavior from

employees, customers, vendors, or other outside parties. Tips are one

of the most common ways that fraud is detected by companies, so any

credible tip should be taken very seriously.

How does a company evaluate the credibility of a tip? It does not

generally matter whether the tipster is anonymous, although it’s reason-

able to believe that those willing to put their names behind information

do bring some measure of credibility to the information they are pro-

viding. Reliable tips usually have a sufficient amount of detail as to be

believable. The more vague the tip is, the less reliable it is likely to be.

The information provided by the tipster should also make sense in light

of known circumstances surrounding the company’s operation and the

accused.
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For example, a tip that merely states that Joe in the shipping de-

partment is acting like something unusual is going on is probably not

very credible. In contrast, a report that Joe in shipping was seen in the

shipping area several hours after his shift was over is a more specific

tip that may be more reliable. If Joe was reported to be in the shipping

and receiving area at a time when he is normally not working, and the

door of the loading dock is open, this level of detail adds credibility to

the report.

People do sometimes report false information in order to cause trou-

ble for an enemy, an ex-spouse, or a disliked coworker, however. It is

important to assess the potential motivation of a tipster when evaluating

the information.

Change in Behavior or Lifestyle

When an employee exhibits significant changes in behavior, this is a

potential sign of fraud. Drug and alcohol problems could be precursors

to fraud because of the expense of addiction, or they could be the result

of fraud as a person tries to hide a guilty conscience.

Behavioral changes, such as becoming uncooperative, argumenta-

tive, or defensive, can be signs of problems as well. These behaviors

may be signs of dissatisfaction at work, which could be a reason for

an employee to commit fraud. Or they could be an outward sign of an

employee’s stress as she or he engages in on-the-job fraud.

Newfound wealth is often difficult for a person to hide. Despite

an employee’s best efforts to keep a fraud under wraps, buying a new

car or fancy jewelry may be too much to resist. Spending beyond one’s

apparent means should be a warning sign that a fraud may be occurring.

Management at a small company was surprised when the book-

keeper arrived at work one day on a brand-new Harley-Davidson motor-

cycle. Employees knew this was an expensive bike, and there was a gen-

eral feeling that the bookkeeper and her husband weren’t in a position

to afford this luxury item. No one voiced their concerns to anyone else,

because they did not want to seem judgmental about the bookkeeper’s

financial choices. They thought they ought to mind their own business.
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Less than a year later, management discovered that the bookkeeper

had been engaged in a long-term scheme to defraud the company.

This fraud scheme was apparently the source of funds used to buy the

Harley-Davidson. Had management investigated this unusual situation

immediately, the company might have saved tens of thousands of dollars

lost to theft after that luxury purchase.

None of these lifestyle changes alone is a definite indicator that

fraud is occurring. Even several of these characteristics identified in

one employee may not mean that a fraud is in progress. However, these

signs are small pieces of a puzzle, and they should be watched carefully,

because they are sometimes related to an occupational fraud.

Investigative Intuition

The least scientific of all the signs that fraud could be occurring may be

the gut feeling that something is not right. Seasoned fraud investigators

often refer to a “sixth sense” they get when examining situations and

documents. This intuition is important in identifying instances of fraud

and in looking for avenues to investigate in a suspected fraud scheme.

Look for facts and relationships that don’t make sense. Analyze relation-

ships between people and between facts that seem unusual or counter-

intuitive. Find behavior that seems suspicious or out-of-the-ordinary.

A hunch, suspicion, feeling, or intuition requires further information

and examination of data. When an investigator has developed her or

his intuition related to fraud investigations, she or he cannot ignore the

signs and fail to gather further information. Investigative intuition is a

skill that can be developed over time and can be invaluable in fraud

investigations.

Looking for Suspects

Those aware of fraud risks might think they should be on the lookout

for likely fraud suspects. That is not a bad idea, and there are many

potential personal red flags of fraud, but it is difficult to put those who

commit fraud into one little box. Many different types of people commit
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fraud; it is difficult to pinpoint a few types who are more likely to steal

from their employers.

It’s important to recognize that there are inherently bad people who

look for situations in which to take advantage of others. Companies try to

avoid hiring these people but do not always weed them out because they

may be good actors who are able to cover their evil intent. More likely,

a company is a victim of a situational fraudster—someone who has a

particular reason to commit a fraud at a certain time. This person would

not normally be considered a bad or unethical person, but circumstances

at home or work may motivate the employee to commit fraud.

A wide range of factors could cause a person to turn to fraud,

including a legitimate financial need, a plan to get revenge on someone,

a house going into foreclosure, a child support or alimony burden, an

expensive addiction to drugs, a desire to engage in risky behavior for a

thrill, or a feeling of power desired by the employee.

The motivators don’t necessarily have to be evil-sounding. They can

be everyday stresses and burdens that people find themselves suscep-

tible to. Whatever the reasons or personal characteristics of a person

who commits fraud, management will often be surprised by the identity

of the dishonest employee. It is most often someone who was trusted

and widely regarded as a good employee. It is only logical that the

trusted employees would have access and opportunity to commit fraud.

Managers typically do not provide access to information and assets for

employees they don’t trust. Only the trusted employees can access the

bank accounts and look at confidential information—exactly the type of

access that is needed to commit fraud.

When a doctor finds that her longtime bookkeeper has been stealing

from her medical practice, she is often shocked. This was the woman

she trusted for years to make the bank deposits, send out the bills, and

generally handle the finances. How and why did fraud happen? Most

often, that trust created between a business owner and an employee is

exploited for financial gain. The bookkeeper knows the doctor is not

looking at the bank statements, and therefore will not identify improper

payments. The doctor does not have a good feel for the volume that is

billed each month, and will not notice if the bookkeeper steals some cash
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payments from patients. The doctor trusted the bookkeeper to handle

the money, and the employee was probably loyal and worthy of trust for

years. But the combination of little oversight by the doctor and a personal

financial need could cause an honest bookkeeper to turn to fraud.

A situation like this illustrates just how easy it is for an owner or

executive to be defrauded by the least likely suspect. It is important

to be aware of red flags that fraud may be occurring, and it is even

more important to implement controls and oversights to prevent even

the most seemingly honest employees from committing fraud.

Evaluating Fraud Tips

One of the most common ways that an internal fraud is detected is

through a tip, from either an employee, a customer, a vendor, or an out-

side party. Anonymous hotlines are excellent tools for reporting fraud,

but management must have a plan for evaluating these tips.

Some tipsters are okay with revealing their identities from the start.

Others fear retribution or damage to their own reputations, so they prefer

anonymous reporting. Just because a tip is anonymous, that does not

mean it is any less credible than an allegation made by someone who is

open about her or his identity. However, if someone is willing to reveal

her or his identity when providing a tip, it may lend additional credibility

to the information. Employees are sometimes worried that a hotline or

other anonymous reporting mechanism might lead people to make false

reports about others. While this does happen sometimes, those reports

usually appear suspicious and are quickly identified as meritless.

Legitimate tips usually have specific (rather than general) allegations,

sufficient information as to be believable, and a fact pattern that seems

to fit with known variables in the workplace (the facts make sense). For

example, a tip that indicates Janet in accounting is stealing customer

payments would seem unreliable if Janet’s job duties are such that she

never comes into contact with customer payments. Management may

want to verify that Janet does not have unintended access to those

funds. If it can be verified that she does not have any access (authorized

or unauthorized), the tip can likely be ruled out as bogus.
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In contrast, if a report comes in that William in accounting is issuing

payments to a fake company, and he is the employee who regularly

generates accounts payable checks, that tip seems to make sense. The

details will have to be investigated, but it is immediately clear that this

fraud is possible given William’s job duties.

How does management handle a tip? It is not wise to immediately

dismiss the allegations, even if they seem completely baseless or are

likely a hoax. In those cases, management should do some preliminary

verification of facts. If this initial work completely debunks what was re-

ported, it is probably okay to not investigate further. If the fact-checking

finds that some or all of the representations in the tip are true, however,

then further investigation is definitely warranted. The more facts that

check out and the more serious the allegations, the more management

should consider a formal investigation.

Suppose that a tip comes in about Amy, a commissioned salesper-

son, creating bogus sales at the end of the month to increase her monthly

commissions. Management has noticed that commission payouts have

been a bit higher than normal, and that the number of canceled orders

has been unusually high. If Amy was causing false orders to be en-

tered into the system, that would cause the commission payouts to be

higher than they should. Higher-than-normal order cancellations could

be related to Amy canceling orders after the month is closed and the

commissions are calculated.

Management could then take the additional step of querying the

accounting system to see whose customer orders are being canceled. If

Amy’s cancellations seem unusually high compared to everyone else’s,

this is another indicator that the tip may be credible. There is enough in-

formation backing up the allegations from the tipster, such that manage-

ment should continue to look into the potential that a fraud is occurring.

Should You Investigate?

When an internal fraud occurs at a company, the natural reaction is to

assume that an investigation must be started immediately. After all, it is

important to determine who was involved, exactly how the fraud was

committed and covered, and what evidence exists to prove the fraud.
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Intuitively, that makes sense. In reality, it’s not always the way things

go. Whether a fraud is fully investigated often depends on the estimated

size of the fraud and the size of the company in question. It does not

always make sense for a company to investigate a fraud because of the

cost involved.
For a public company, an internal fraud is probably always going to

be investigated to some degree, and the larger the fraud, the larger the

investigation. Many regulations must be followed, and it’s imperative that

financial statements be restated if necessary. To determine the amount

of the fraud, the effect on the financial statements, and whether the

financial statements need to be restated, an in-depth investigation is

usually required.

But for private companies, it is not so certain that an investigation

must be done. There are a variety of reasons why. It is important to

first understand that the recovery of the proceeds of fraud is typically

very small. The Association of Certified Fraud Examiners (ACFE) reports

that in more than 65% of cases, 25% or less of the amount stolen is

recovered.1 So to undertake an investigation with the intention of recov-

ering significant money from the thief is probably misguided. If a victim

company is fortunate enough to have insurance coverage for the fraud,

an investigation must be initiated to help compile a proper insurance

claim with supporting documentation.

Yet there are times when an investigation should be done, even

if money is unlikely to be recovered. Management may conduct an

investigation because they are not sure who was involved in the fraud

and need to identify all responsible parties. They may also be unsure

of the exact methods used in the commission of the fraud, and an

investigation will help nail down this aspect. Fraud investigations play

an important part in fraud prevention efforts; finding out exactly how a

fraud was perpetrated and who was involved can go a long way toward

preventing future frauds.

Confronting Suspects

When management suspects a fraud has occurred, it is often difficult

to decide whether to confront the suspect. Those who decide in favor
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of confrontation immediately start questioning the suspect. They usually

have good intentions, but the situation can go wrong very quickly.

Usually the goal is to gather information about the suspected fraud, and

it is believed that confronting the suspect will accomplish this goal. That

is the thinking of someone who is not experienced in fraud investigation.

Often there is only one chance to speak with a suspect about the

situation, so it must be done carefully. Once management reveals its

suspicions, the suspect often will not agree to future meetings, so no

more information will be gathered from her or him. There is an art to

interviewing suspects, as will be discussed in Chapter 6. It is best to leave

these tenuous situations to the experts, or at the very least to someone

who has some training in the field of interviewing.

Interviews with suspects are usually best done after the bulk of

available information and evidence has been gathered and examined.

Although human nature may cause us to want to start asking questions

immediately, the better practice in most cases is to wait.

Skills of a Fraud Investigator

The educational background of a good fraud investigator can fall into a

wide range of disciplines. Fraud investigators have degrees in account-

ing, finance, police science, law, or criminal justice. There is no widely

accepted course of study for fraud investigators, although those degree

programs that offer a strong foundation in accounting and finance seem

to prepare students well for the numerical component of fraud investi-

gations.

Many excellent fraud examiners have a work history that is far more

important than their educational background. On-the-job experience as

a police detective, federal agent, insurance claims analyst, financial state-

ment auditor, or financial analyst can lend itself well to a career in fraud

investigations. It’s not unusual for practical experience in the field to

play a much bigger part in the fraud investigator’s skills than any type

of classroom training. The field of fraud examinations has an extremely

varied range of educational and work experience. Other careers often

have a few well-defined career paths, but the road to success as a fraud

investigator can lead in many directions.
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A strong financial background includes a working knowledge of

financial statements and possibly a good grasp of the accounting pro-

cess. Many successful investigators come from a background that did

not necessarily focus on the process of accounting, so it is obviously

still possible to be a great investigator without these skills, but any ac-

counting knowledge will enhance a fraud investigation.

A highly regarded forensic accountant or fraud investigator is able

to go beyond the investigation and excels in presenting the findings

both in writing and orally. The investigator obviously has to be able

to communicate the findings in a way that laypeople will be able to

understand. Most cases have a possibility of going to court, so the ability

to testify well is important.

How does a fraud investigator know whether she or he will do

well testifying in a deposition or trial? It is difficult to say until she or

he has actually done it. However, if a person is afraid of speaking in

public, it is probably not a good fit. Think of testifying as speaking in

public with members of the audience heckling you. It is the opposing

attorney’s job to poke holes in your work and opinions, and it can often

get contentious. If you fluster easily or have a hard time making yourself

understood, you will likely have a hard time testifying.

In anticipation of testifying as an expert witness, a fraud investigator

must be willing to build a strong curriculum vitae (CV). The CV is often

the first thing by which an expert will be judged, so making a good

impression here is helpful. That good impression is made by offering up

proof of your expertise, including degrees, certifications, employment

history, continuing professional education, memberships in professional

organizations, and articles and books written. Each piece of information

on the CV should be aimed at proving that you are a well-qualified

expert in your field.

Good fraud investigators are able to combine technical expertise

with creativity and a knack for finding key pieces of evidence. The cre-

ativity component becomes crucial when you are trying to devise ways

of verifying information or finding new evidence. The fraud investigator

has to have multiple ways to find information, and the information is not

always found where ordinary people would expect it. A good fraud in-

vestigator can locate a publicly available database or government agency
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that might be able to verify a fact. She or he might find a new witness

to a situation by carefully examining some unusual documents.

Authoritative accounting and auditing literature often refers to the

“professional skepticism” required of financial statement auditors. It’s

important that auditors be critical when examining the numbers and

evaluating information provided by management. The auditor should

constantly be asking whether the information makes intuitive sense,

whether the explanations are reasonable, whether other explanations

are possible, and whether the information presented is in fact true.

A fraud investigator takes this professional skepticism to a higher

level. Some investigators are even accused of being too suspicious or of

being negative in general. More likely, fraud investigators are so used

to looking for what is wrong or inappropriate, that they are more prone

to be skeptical of explanations, alleged evidence, and the facts as they

have been presented.

Differences between Audits and Investigations

Many forensic accountants and fraud investigators come from a tradi-

tional auditing background. It makes sense for an auditor to use her or

his accounting and financial expertise in this way, because that founda-

tion is absolutely critical for a high-quality financial investigation. It can

be a natural fit for the person who is comfortable with numbers to move

into a financial investigator position.

As already discussed, additional skills go into a fraud examination,

including investigative techniques, interviewing techniques, financial

data reconstruction, and much more. But a position as an outside auditor

can be one of the best foundations for success in forensic accounting,

because it offers the professional an opportunity to see financial state-

ments and accounting departments in action.

Audits have never been designed to find fraud, and they likely will

never be. They are designed to find errors and improper applications

of accounting rules. Fraud, by its nature, is difficult to find during an

audit, because steps have been taken by the actors in the fraud to con-

ceal it. Fraudsters try to conceal a fraud from not only the company’s
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management and owners but also the auditors. Familiarity with the com-

pany’s operations and the auditing procedures will help an employee

successfully conceal the fraud.

There are a handful of obvious differences between an audit and

a fraud investigation. The process of performing an audit versus an

investigation is quite different. Audits are often very standard, with the

examination of certain financial statement items done on a routine basis.

Certain procedures, such as inventory test counts and accounts receiv-

able confirmation, are standard and do not vary a lot from engagement

to engagement. The auditors are essentially looking for documentation

that supports the accounting entries, but are not usually trying to verify

the authenticity of the documentation or determine whether the trans-

actions under examination are suspicious.

In contrast, fraud examinations are anything but routine, and this

materially affects the planning and execution of the engagement. The

most obvious difference between an audit and a fraud investigation is

the lack of standard work programs for fraud investigations.

Audits are done largely based on standard work programs that out-

line areas of testing and examination. There are some differences in

these work programs from audit to audit, based on client circumstances.

Work is done on a test basis, with auditors selecting a sample of trans-

actions within their predetermined scope. If those transactions pass the

auditors’ tests, it is essentially assumed that other transactions would

pass the tests as well.

There is no such standardized process during a fraud examination.

Checklists and investigation guides can help to some extent, but the

investigative procedures are often determined based on the results of

work just completed. Work is usually not done on a test basis. An area

of suspicion is isolated, and the fraud investigator will usually examine

all transactions within that area.

Audits rely heavily on the concept of materiality. Auditors regularly

consider whether an item or transaction would make a difference in

the eyes of the user of financial statements. Materiality is often defined

largely in terms of dollars, but also involves circumstantial considerations

that a financial statement user might consider important.



P1: OTA/XYZ P2: ABC
c01 JWBT031-Coenen November 23, 2008 13:30 Printer Name: Yet to Come

18 Finding Fraud

The SEC defines materiality as:

The omission or misstatement of an item in a financial report is material

if, in the light of surrounding circumstances, the magnitude of the item

is such that it is probable that the judgment of a reasonable person

relying upon the report would have been changed or influenced by the

inclusion or correction of the item.2

For example, in a company with annual sales of $10 billion, an im-

properly recorded sale of $25,000 likely would not make a difference to

someone looking at the financial statements. It is just too small of a dol-

lar amount to even matter when compared to total sales of $10 billion. In

contrast, a theft of $25,000 at the same company committed by the CFO

might be considered material, even though the dollar amount is equally

as small as the first situation. In this case, the relative amount is small,

but the theft could very well be considered material because it was per-

petrated by the top finance official in the company. That executive is

essentially in charge of the money at the company, and if he is stealing,

that circumstance may be material.

Materiality is not relied on in fraud investigations to dismiss irregu-

larities. Any size fraud may be important to the organization regardless

of the dollar figure. Small thefts can easily be significant, because they

might indicate larger problems within the company. They may also tip

investigators off to other larger frauds. It is not as simple to dismiss small

items in a fraud investigation as it is in a financial statement audit.

The other major difference between audits and investigations relates

to the opinions expressed. Audits are aimed at giving negative assurance:

The auditors are not aware of anything that would make the financial

statements incorrect. Fraud examinations give positive assurance: We

found X, Y, and Z during our examination, and here is the evidence.

Fraud investigations are regularly referred to as fraud audits,

although that term really should be avoided because of the confusion it

can cause. An audit is a specific type of service offered by accountants,

and a fraud investigation is quite different from an audit. It is more appro-

priate to refer to the project as a fraud investigation, fraud examination,
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or forensic accounting project. While the terms used to describe this

type of engagement seem like an insignificant matter, the most precise

language possible should be used to describe your work.

Conducting a Fraud Investigation

The focus of this book is the actual performance of a fraud investigation.

The challenge in educating the reader about investigations is the wide

variety of cases that can be handled by fraud investigators. This book at-

tempts to instruct readers on some of the most common fraud schemes,

controls that can help prevent them, and techniques for detecting

them.

We will talk at length about the many signs of financial fraud and

techniques that fraud investigators can use to further examine a com-

pany’s finances to determine whether a fraud has occurred. Remember

that because there are so many different types of fraud schemes and

continuously evolving technology, which creates new opportunities for

fraud, no book could ever cover all possible situations. This book covers

some of the most common schemes and investigative techniques.

The information in this book is for general and educational purposes

only, and should not be construed as legal or accounting advice or opin-

ion. The material in this book may or may not be applicable or suitable

for your specific circumstances or needs. Fraud investigations should be

conducted by professionals with sufficient competence and experience

in the field. The information in this book should not be considered a

substitute for work experience or supervision by management. Please

consult with a qualified fraud investigation professional before taking

any action based on the information in this book.

Notes

1. 2006 Report to the Nation on Occupational Fraud and Abuse, Association
of Certified Fraud Examiners, Austin, TX.

2. SEC Staff Accounting Bulletin: No. 99—Materiality; www.sec.gov/interps/
account/sab99.htm.
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CHAPTER 2
Beginning the Investigation

After someone in charge decides that a fraud investigation is neces-

sary, the process of creating a team, mapping the investigation plan,

and requesting information begins. Obviously, a successful investigation

is impossible without completing this part of the process competently.

An organized approach is the best way to ensure that all facets of the in-

vestigation flow smoothly, that staff is properly assigned and supervised,

and that all critical evidence is analyzed.

Many of the administrative parts of a forensic accounting or fraud

investigation project are similar to those in a traditional auditing assign-

ment. For those who have played an active role in managing audit en-

gagements, some of this information will be familiar. Yet when it comes

to the actual performance of the engagement, distinct differences must

be highlighted. Probably the biggest difference between a fraud inves-

tigation and a traditional audit is that each investigation is so strikingly

different from the last. There is not a standard roadmap for a fraud inves-

tigation, and each engagement will have many unique characteristics.

Traditional financial statement audits, however, are relatively similar

from year to year unless a company has had a significant change in

operations. Typically, the auditors rely heavily on the audit plan and

audit workpapers from the prior year to guide their current-year work.

That is a distinct advantage in the field, because the staff has these items

to direct their work and help ensure that the audit is thorough.

21
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Experience with traditional auditing and accounting engagements

is a big plus when preparing for a fraud investigation. The key is not

to rely too heavily on what you’ve done in the past. Rather, use that

experience managing engagements as a foundation to create new ways

of mapping out the work and supervising the staff. Try to develop a new

investigative technique or become proficient with a method of analysis

with each fraud investigation to enhance your skills as an investigator.

Assessing the Engagement

Even though different types of investigations will require different de-

tailed steps and procedures, the mechanics of budgeting, planning, and

assembling a team will be the same. A large investigation requires a

greater deal of organization, but a smaller investigation still requires

good process management and staff supervision, too. It would be a

mistake to take planning lightly just because a case is small. It is still

important to be sure that all critical items are investigated, and that

investigation results are documented, no matter the size of the case.

Probably the most critical part of planning the engagement is de-

termining exactly what needs to be investigated and what information

and resources are available to the team. Without a clear definition of

the problem and the expected outcomes, a fraud examination team can-

not possibly meet a client’s objectives. You have to know what those

objectives are first.

Don’t make the mistake of thinking that the client wants to accom-

plish what you want to accomplish. Most clients will not have experi-

enced an internal fraud before, and they won’t know where to start with

an investigation. They will not know how little or how much investigat-

ing you can do, what the cost might be, what results they can expect,

and what their legal rights are. It’s up to the fraud examiner to present

the options and educate the client about them.

Understanding the tasks to be completed involves a lot of listening,

as the client will want to tell you what has led up to the need for an

investigation, what information has been gathered to date, and what is

at your disposal for your investigation. A fraud investigator might feel
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like she or he is also playing the part of counselor during an initial

meeting. Especially in cases in which the suspected thief was a highly

valued and trusted employee, management and owners of the company

may be very upset. They are likely looking for reassurance from the

investigator, a validation that fraud happens in many companies, and

confidence that the investigation will help the company move forward.

In order to properly plan the investigation, the fraud investigator

needs to be able to ask good questions that extract valuable information

about what needs to be done. The specific questions vary with each

investigation, but the following are some basic areas that an investigator

will definitely want to touch on.

What happened?
� How did this situation come to light?
� Who was involved with the discovery?
� Who is aware that a potential fraud occurred?

Evidence
� What evidence has already been found?
� How conclusive is it?
� Are there multiple pieces of evidence?
� Might there be other easily discoverable pieces of evidence?
� How much does the evidence tell us about the methods of fraud and

the parties involved?

Who is suspected?
� Who is the primary suspect?
� At what level is this person employed?
� Is she or he still employed with the company?
� Has the employee been suspended or terminated?
� Will the results of our investigation impact the employee’s future with

the organization?
� Who else do you think might be involved?
� Who else could be involved simply based on their access and oppor-

tunity to commit fraud?
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� Do you think any employees were intimidated into participating in or

facilitating the fraud?
� Is anyone suspected of helping to cover up the fraud?

Are outside parties involved?
� Does this fraud involve a vendor, a customer, or other outside party

with which the company does business?
� What do we know about their involvement?
� Is their involvement limited to a single person, or does it extend to

multiple parties or the company as a whole?
� Will they cooperate with our investigation?
� Do they have documentation that we might need?

Key players
� Who can explain the processes in the affected department or

division?
� How are roles assigned in the department or division?
� Who is supervising?
� Who has critical information for us?
� Who can help gather information and documentation?
� Whom will we report to?
� Who else needs to be apprised of our progress?

Who knows?
� Who is aware that a potential fraud has taken place?
� Who needs to be informed (e.g., upper management, insurance car-

rier, board of directors, investors, bank, other interested parties)?

Secrecy
� Should we keep the fact that an investigation is being started quiet?
� Should only certain people know?
� Should work be performed off-site to minimize our impact on the

organization?
� Is it necessary to be on-site for access to computers, documents, or

key people?
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� Will we be widely known as fraud investigators, or will we use a less

threatening title such as auditors?

Data and documentation
� When can we begin to receive documentation?
� What is available to us?
� What format is it in (digital versus hardcopy)?
� What organizations have information that we may need (e.g., banks,

investment firms, vendors)?
� How will we go about getting the information?
� Can an employee help gather documentation?
� Will we need to get signed authorizations to get information from

outside parties?
� Do your employees need help identifying what we will need for the

investigation?

What has already happened?
� Has management already tried to start its own investigation?
� What have they examined?
� Is the integrity of any evidence compromised?

Investigation goals
� What is our scope of work?
� What questions do you want answered?
� What level of certainty and precision do you want?
� Who will receive our report?
� What will our report be used for (e.g., civil litigation, criminal prose-

cution, insurance recovery)?
� Are you interested in remediation after the investigation ends?
� Would you like our recommendations for techniques and controls to

prevent fraud in the future?

Clients may not necessarily be overflowing with information on these

questions. Remember that they have probably never encountered fraud

before, and this is new territory for them. Also, they may not volunteer

this information and may need to be asked the specific questions.
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It is important for the fraud investigator to guide this portion of the

initial meeting and keep the conversation on topic. It is easy for the

client to get distracted or to start drowning in the minutia of the situa-

tion. Details can be discussed later. This information-gathering session

should be as broad as possible and allow the fraud investigator to gather

answers to these introductory questions relatively easily.

When necessary, tell the client that you’re going to make a note of

some specifics that you will discuss with them later. This is a good way

of acknowledging the client’s concerns and affirming that you want their

information, but it helps you keep the conversation moving in order that

you may get through all of these questions.

Making Recommendations

Because of their lack of experience with fraud investigations, the client

will rely on the fraud investigator’s expertise to help guide the engage-

ment. They are relying on the expert to tell them how the investigation

happens and how the scope of work should be determined. Clients ap-

preciate being informed, so it is a good idea to walk them through what

will happen and then make regular updates during your work.

The lead investigator should not be afraid to make recommenda-

tions to the client. They often appreciate the guidance in terms of the

scope and objectives of the investigation. One way to offer guidance is

to propose three or four courses of action, with the depth of the inves-

tigation ranging from less extensive to more extensive. Help the client

understand the expected outcome of each of those choices and the use-

fulness of the information developed throughout such investigations.

Then make a recommendation based on the information you have gath-

ered from exploring the aforementioned items. A client is almost always

receptive to the recommendation and the reasons why that alternative

is preferable.

For example, a case involving expense report fraud by the president

of a company is often a time-intensive activity with little financial bene-

fit. There are often hundreds or thousands of receipts and statements to

sift through, and investigating several years of expense reports is often
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a costly process. There is a great chance that money stolen via expense

reports will not be recovered, but the investigation is still important,

because the proof of fraud is necessary to take action against the em-

ployee. If this is the case, it probably makes the most sense to examine

only one year of expense reports. That should be enough to find proof

of fraud (or not).

Examining three or five years’ worth of expense reports is far more

expensive, with little additional benefit. Either fraud occurred or it did

not, and an examination of a shorter period can provide proof of that.

Additional time periods can always be investigated if it is later deemed

important. Walk the client through the logic behind this kind of situation.

Most clients will appreciate the guidance and your willingness to help

keep investigation costs down.

A fraud investigator’s job is not to do as much work as possible,

generate the highest possible fees, and keep the project going as long

as possible. The investigator’s job is to help the client get the most useful

results from an investigation and make the most sensible investment of

time and money. An experienced fraud investigator can almost always

make a good recommendation in light of this scenario, offering advice

on the most cost-effective and worthwhile course of action.

Sometimes a cost-benefit analysis shows that a complete, detailed

investigation is not worth the price tag. Particularly when a client has

little hope of recovering money, it may not make sense to conduct an

extensive investigation. In this case, a limited-scope engagement with

a few broad objectives may be better, such as correcting the financial

statements, quantifying some obvious instances of theft, and doing a

high-level examination of a few at-risk areas in the finance function.

There are other times when it does make sense to investigate in

a very detailed fashion. A public company might be more likely to

want a larger scope of work, or a company with a private share-

holder group may want the accountability brought by a more detailed

investigation.

More times than not, a middle-of-the-road approach works well. If

too little work is done, too many vulnerabilities could go unnoticed. If

too much work is done, there could be great expense without much
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return. A more moderate work plan ensures that the most egregious

acts of fraud or the most risky areas of the company are examined. It

allows management and owners to get a good understanding of what

happened and who was involved, while controlling costs. More work

can always be done if the situation warrants it, and it is advisable to

include potential areas to be investigated in the future when creating

your work plan for the investigation.

Budgeting and Cost Control

Planning the work to be performed during a fraud investigation requires

that the project manager get an accurate assessment of the goal of the

work and the documentation and resources available. It’s important that

the lead investigator not try to plan the work and the budget before

gathering adequate information, because inevitably the budget will be

inadequate and the work plan incomplete.

This is one area in which less experienced investigators make many

mistakes. They are eager to secure a project and begin work, but are

prone to overlook critical information in their haste. A good rule of

thumb is to err on the side of asking too many questions and gath-

ering too much preliminary information. That error is far less painful

than making major decisions about the investigation based on too little

information.

The initial meeting with a client is almost never the time to quote a

fee, or even a range of fees for the project. The engagement manager

runs the risk of quoting too high, which may cause the investigation

team to lose the engagement before making a thorough assessment and

proposal. If the quote is too low, the team will be in a difficult position

later when a higher level of fees is quoted in the proposal. Clients are

often quick to ask for a range of fees without giving the expert ample

time and information to make a realistic determination. It is not out of

line for the client to ask, because budgeting for a fraud investigation is

almost always a big issue.

Resist the urge to answer this question prematurely. One way to

handle a client who is interested in fees from the beginning is to tell the
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client that it would be unfair both to him and to the investigation team

to make an estimate without the opportunity to really think through the

work that needs to be performed. Explain that you need time to develop

an approach to the investigation and to analyze the documents available

to the investigators, and that you cannot possibly suggest an accurate

fee range until after you’ve done that.

If that does not satisfy the client, it is possible to quote a wide range

of fees based on other engagements of the same type that you have

handled. There is the risk, however, that the client is paying attention

only to the lower end of the range. The investigator is setting herself up

for a challenge later if the actual fee comes in at the higher end of the

range. Quoting a range early on is not the best approach, and should

be done only if the client simply will not take no for an answer in the

initial meeting.

It is important to find out whether the client has a budget (either

preliminary or final) for the investigation. It is not the fraud investiga-

tor’s job to spend the entire budget, so that is not why it is important

to ask. It is important to inquire about the budget because it might be

readily apparent that the client has unrealistic expectations or cannot

afford the type of investigation the situation needs. By asking about the

budget, the fraud investigator can address these expectations immedi-

ately and explain why a higher budget is necessary in order for a proper

investigation to be done.

As with any engagement, the process of budgeting will require an

assignment of staff and an estimate of the time required to complete the

investigation. Of course, this is much easier on smaller engagements for

which the work can be more easily defined. An experienced lead in-

vestigator will usually have no trouble estimating time requirements and

assigning staff accordingly, and allowing some extra time for unexpected

issues that may arise during the investigation.

Creating an accurate budget and controlling the costs accordingly

will require close supervision of staff. Often, less experienced investiga-

tors are not adept at determining how much time to allocate to various

tasks. They are not as comfortable deciding which things need close

inspection versus those that need only a high-level examination. It is
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important to guide them in this regard so that work can stay within the

budget.

The budget will probably be based largely on the volume of doc-

umentation to examine and the level of detail required. There is not a

standard or a rule of thumb for estimating this, which is why experience

in fraud investigations is so important when trying to budget. You will

find that more experienced investigators are good at quickly getting a

feel for the time commitment involved, but only because they have done

so many investigations.

When creating a budget, do not overlook the potential that staff

may have to reexamine documentation. It’s not uncommon for a staff

member to do a detailed examination of a set of documents, which

is then reviewed by a supervisor. The supervisor finds that additional

information needs to be extracted from the set of documents. A second

detailed examination of the documents is needed, and there should be

room in the budget for these things.

Experienced fraud investigators often have their own methods for

budgeting and estimating time commitments. One critical part of budget-

ing for forensic accounting or fraud investigation projects is contingency

planning. Experienced investigators may add 10% to 30% to their esti-

mates based on their experience with time and cost overruns for the

engagements they normally perform. Establishing this type of standard

for your own firm or practice may take some time and experience, so it

is not always as easy as it sounds.

Fees

Fraud investigators most often opt to bill their work on an hourly basis.

Hourly fees are the norm for lawyers and accountants, so fraud examin-

ers find that it is easiest to use this standard practice. There is not a whole

lot to discuss in terms of hourly fees, because their use is so widespread,

and it’s a rather simple method of getting paid for your investigation. It

is important to give careful consideration to your hourly fees.

Hourly fees have a huge range depending on the firm performing

the work, the type of engagement, the experience level of the staff,
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and the geographic location of the client. It is not uncommon to see

fees range from $100 per hour to several hundred dollars per hour.

Some practitioners eagerly inquire with colleagues about their rates in

order to assess their own billing norms. Gather information on rates of

competitors if you can, and decide where you want to be positioned.

Smaller firms are often interested in being low-cost leaders. They assume

that clients are looking for the best bargain they can find, and because

overhead is generally lower at small firms than at big firms, it might

seem logical to pass the savings along to the client.

Even though this may be common, I do not recommend it be im-

plemented in your practice. Do you really want to be seen as a low-cost

leader? Do you want to be the “budget” forensic accountant that clients

are looking for? Or would you rather offer fair fees that compensate you

and your staff for the skills and expertise that you bring to the table?

Fees that offer a good value are better for the firm in many ways.

Remember that part of the buying decision is a client’s assessment of

quality. Like it or not, the price paid goes a long way toward convincing

customers that they are getting a high-quality product or service. Most

clients are not looking for bargain-basement fraud investigators. They

are looking for the best ones who charge fair fees.

One other consideration when determining hourly fees is whether

the fraud investigation practice will have a single fee structure for all

engagements, or whether there will be different fee levels depending on

the types of clients, the specifics of a case, and the expertise involved.

Some forensic accountants and fraud investigators are strongly opposed

to having different fees for different types of projects. Others recognize

that discounted rates may be the norm in certain industries, but they do

not want to offer those same low rates to all other clients. It is really a

matter of finding what works for your firm and your potential clients.

One variation on the hourly fee is a daily or weekly rate for con-

sulting services. Typically, these rates are based on some sort of hourly

rate and an estimate of the number of hours per day or week that will

be devoted to the project. There does not seem to be much benefit to

this rate structure versus hourly rates, but if a firm is more comfortable

using this billing method, there does not seem to be any harm in it.
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Hourly fees are easy to understand and commonplace among pro-

fessionals, but that does not mean this is the best way to approach a

fraud investigation. Is a forensic accountant or fraud investigator selling

her or his time? Or is she or he instead selling expertise? The major argu-

ment against using hourly rates is the desire to sell expertise rather than

time. When it comes down to it, clients are really buying the expertise of

a fraud examiner. Hourly fees are easily manipulated, and hourly rates

mean little in a world in which the range of rates can be huge. If you are

someone who hates tracking time (especially in tenths of hours), you

have another reason to shy away from hourly fees.

Fixed fees are not widely used by accountants, attorneys, and fraud

investigators, but they are one way for the professional to charge for

the expertise brought to the table. A fixed fee works best when the

investigator has done enough upfront work to be able to accurately

assess the scope of work to be done and the documentation and re-

sources available. Fixed fees can be tricky to determine unless you

have substantial experience investigating fraud. Until the engagement

manager has enough experience, it might be better to go the hourly

fee route, because with a flat fee there is always a risk that much

more time and effort will be involved than the client has paid for.

Hourly fees ensure that the investigation team gets compensated for

all of its time, and that may be an important goal, especially for a new

practice.

A fixed fee should take into account not only the time the investiga-

tion team will devote to the project, but also special expertise brought

to the engagement, availability of other professionals to do the same

work, and details regarding the complexity of the project. Are there

things about the engagement that make the investigator’s results more

valuable? If so, the investigator should charge more for the work.

For example, there may not be a lot of forensic accountants with

expertise and experience in securities fraud matters. Therefore, an inves-

tigator with such expertise can and should get paid more for this special-

ized offering. A case may require certain international connections, and

that, too, might merit a higher fee. A specialty in criminal tax fraud or cer-

tain white-collar crimes like money laundering might mean a greater fee
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as well. An extremely tight deadline requiring some round-the-clock

work should also merit greater compensation.

The objective is not to charge clients as much as possible. But it is

fair for a forensic accountant or fraud investigator who brings something

special to the table to be well compensated for that. If you have special

expertise or there is high demand with little supply of skills like yours,

you deserve to be paid for it. If a client is demanding an accelerated

work schedule and asking the firm to set aside other projects in favor of

their project, that should be compensated, too.

So how does an engagement manager go about developing the fixed

fee for a project? One method is to start with a time budget, just as you

would on any traditional engagement. Figure out the time commitment,

offering your team some room for error on estimating the time, as well

as including some time for unexpected work. Factor into the fee the

specialized experience discussed previously, as well as your assessment

of the value of your work to the business or legal matter. For example,

if $25 million is on the line, do you think that your investigation and

expert report are worth a certain amount to the case?

Those who have used fixed fees in the past will tell you “yes.” A

newer fraud investigator might not have a sense of what that value is.

More experienced professionals likely have a better handle on the value

that their work brings to the case. Here is an excellent example: A

longtime client needed a particular calculation done with a one-page

summary of the results of that calculation, and he needed it that after-

noon. He and I both knew that it would take me only about an hour

to put it together. We also both knew that the case could not proceed

without this document.

The work could be done in an hour because of my past experience

with the issue and familiarity with the case. Was that work worth only

one hour of fees? Or was there a higher value because my experience

allowed me to do it so quickly, I was willing to drop everything for this

client, and the results were critical to the case proceeding? The client

and I agreed that the work was worth far more than one billed hour, and

we agreed upon a fair fixed fee that reflected the value of that one-page

summary to his case.
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The obvious objection to the use of fixed fees is the concern that

work may be far more extensive than planned, and the fraud investiga-

tion team will not be compensated for all of the time they devote to the

project. That is a legitimate concern, especially for a firm and project

manager who have always billed by the hour. It’s especially of concern

on larger engagements, which could go on for months or years. The best

way to manage a case in this instance is to use phases. An experienced

lead investigator should be able to break the engagement into pieces,

which makes it easier to determine fees.

For example, in a typical embezzlement by an accounting manager,

the phases might include:

1. Analysis of financial statements to determine at-risk accounts and

departments

2. Detailed examination of at-risk accounts identified in phase

one, including analysis of bank statements and supporting

documentation

3. Reconstruction of financial statements based upon evidence un-

covered and confirmation of actual revenues and expenses

4. Issuance of a report and supporting documentation

This is a rudimentary example, but it is necessary to show how an

engagement can be broken into logical pieces in order to aid in the

determination of fixed fees.

There are two ways to approach the fixed fee once an engagement

is broken into phases. The first is to assign fees to each phase of the

engagement immediately. The second is to assign a fee to the first one

or two phases, and wait to determine fees for later phases. This would

be preferable if the amount of work for the later phases is uncertain,

especially if the scope of that work will vary based on findings in earlier

phases. The phases are often presented to a client with a recommen-

dation to start on the first few phases and wait to decide on the later

phases. Often it’s unclear whether those phases will make economic

sense until we know more (and we will not know more until we get

into the work of the earlier phases).
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The key is allowing the client enough flexibility under the fee ar-

rangement so that they feel they are getting the best value. I do not

mind waiting to see whether later phases make sense. My job is not to

take as much money as possible from the client, especially when later

work might not be beneficial to the client. I would rather wait and see

and let them make a financial decision once we know more.

Contingency fees are not usually the best way to go when investi-

gating fraud. One of the keys to being an effective fraud investigator is

being objective and independent. It is difficult to be independent when

the investigator’s fees depend on how much fraud is found. It is easy

to see how an attorney on the other side of the issue could suggest

that the fraud investigator had a financial incentive to inflate the fraud

findings.

Billing Practices

Collecting fees is another area of engagement administration that can be

tenuous. No professional likes to work for free, so collecting fees is an

important part of the process. Many fraud investigators require a deposit

or retainer up front. In cases that are billed hourly, the future bills are

typically offset with that retainer. Once the deposit or retainer has been

earned by the firm, there are two options:

1. Bill the client for fees incurred, and wait for payment from the

client

2. Request another deposit from the client, with future invoices to

be offset against that deposit

The advantage to collecting a deposit before completing more work

is that the firm is assured of being paid for all work. The downside is

that work may have to be suspended until a deposit is received, and

that can disrupt the flow of the investigation.

If a firm is willing to bill a client for fraud investigation services and

wait for payment, the payment terms should be very carefully outlined

before the start of work. The client should also be made aware that
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nonpayment of invoices could be cause for the investigation to stop,

and this could impact the completion of further work.

Collection of fees in fixed-fee engagements is often a bit easier. If

the fee for the engagement (or the current phase of the engagement)

is known before work starts, it is easy to make a payment schedule.

Some fraud examiners require 25% or 50% of the fees up front, with the

remainder to be paid on a certain schedule. In some cases, it might even

be appropriate to collect 100% of the fees up front, especially if there is

reasonable danger of not being paid in the future.

Criminal defense cases are a good example of the type of case

that may warrant 100% of the fees to be paid before work is started.

What happens if the fraud investigator performs all of the work, and the

findings are not helpful to the defendant? What are the chances that all

fees will not be paid? Up front payment will help avoid a situation like

this from occurring.

Many forensic accountants and fraud investigators seem to be reluc-

tant to be aggressive about collecting fees, especially when the practice

is new and the professionals are trying to establish themselves. There

is no good reason, however, to work for free. The fraud investiga-

tor provides a valuable service that should be compensated, and there

is nothing wrong with taking precautions to ensure that payment is

received.

One good way to ensure payment is to specify in the engagement

letter that the final report will not be released to the client until all fees

have been paid in full. This may sound unusual, but it can be very

effective at ensuring payment.

Engagement Letters

An engagement letter is an important document that protects both the

client and the fraud investigator. At a minimum, the engagement letter

should outline the following:

� Work to be done. The amount of detail here will vary depending on

the needs of the parties. Sometimes there are very specific parameters
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and documentation, and in that case it may be easy to be specific

about the work being done. Other times, the parties may not be sure

what documentation will be available or even how in-depth the work

will get. In that case, it is more appropriate to have a loosely worded

description of the work.
� Changes to scope of work. It should be clear that if the client decides

to change the scope of work to be done, the engagement will be

suspended until a revised engagement agreement can be made. It’s

important that the fraud investigator be protected from the client who

wants to expand the scope of work without sufficient time or payment

of fees. This also helps protect the fraud investigator if the client is

trying to lead the investigation in an objectionable direction.
� Responsibilities of parties. If the work of the fraud investigator depends

on the client to complete certain tasks or provide documentation, this

should be clearly stated. For example, it might be a good idea to state

that the client is responsible for contacting any outside parties to ob-

tain documentation related to the matter. If the investigation requires

copies of invoices from vendors, it is probably much easier for the

client to get those than for the investigator to attempt to prove to the

vendor that the client has agreed to have the documents released.

There is not just one right way to handle the collection of documenta-

tion, but it is important that the responsibilities be carefully outlined.
� Important deadlines. If there are firm deadlines for the completion

of work, these should be laid out in the engagement letter. There

might also be contingencies attached to these deadlines. For example,

the investigator might state that work is expected to be completed

within 90 days, but that depends on timely production of documents

by the client. It might even be wise to set dates by which the client

must produce documents or complete tasks in order for the ultimate

deadline to be met. This is especially important if deadlines are related

to court activity. If the court has specified a date by which an expert

report must be filed, but the client has not cooperated in a way that

will allow the expert to finish the report, what happens? Obviously,

the client’s case will be in jeopardy, so it is necessary that the fraud

investigator protect herself or himself from such problems.
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� Fees and payment terms. Whether fees are being billed on an hourly

or fixed basis, it is important to outline that in the engagement letter. If

there are budgets or limits in place, those should be defined. Deposits

or retainers should be made clear, and in the event that an engagement

is terminated midway through the investigation, it should be clear how

fees and deposits will be reconciled.
� Termination of the engagement. If the fraud investigator intends to

terminate an engagement for nonpayment of fees, deception by the

client, conflict of interest, noncooperation by the client, or any other

potential problems, it should be clear how that will be handled and

what the rights and responsibilities of all parties are.
� Start of work. State what must happen before you will start work. Does

the client need to sign the engagement agreement? Does a deposit

signify a client’s agreement with the terms of the engagement and

authorize you to start work? Is a verbal agreement sufficient for you

to move forward with your investigation?

The ideal engagement agreement is often developed over a period

of years and after experience with clients. Unfortunately, negative expe-

riences with clients usually cause the fraud investigator to add clauses

to the engagement letter. The professional realizes that she or he has

not addressed a particular problem or concern in an engagement letter

and adds appropriate verbiage to future letters.

It is not a bad idea to have your attorney look over your standard

engagement agreement to ask for input. Some professionals purposely

strive to avoid a lot of legalese in their engagement letters. However, the

advice of an attorney can still be helpful to ensure that the provisions

in your letter are legally enforceable and that you have not missed any

key details.
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Managing the Case

Fraud investigations may require closer supervision and management

than traditional auditing and accounting engagements. A fraud in-

vestigation is often time sensitive and dependent on a detailed analysis

of a large volume of information. There is usually one chance to get the

investigation right. If a case ends up in court, the fraud investigator is

relied on to provide a rock-solid expert opinion that can stand up to

intense scrutiny.

It should come as no surprise that small investigations and large

investigations should be handled differently. Smaller investigations can

often easily be handled very informally, especially if only one or two

investigators are involved in the project. In contrast, large projects with

10, 20, or more investigators require much more organization, because

everyone needs to stay apprised of the status of the case.

Realize that no book on fraud investigations could ever cover all

sizes of investigations or types of cases. Instead, I acknowledge that

there can be many variations and attempt to address some of the most

common issues and solutions. When a fraud investigator encounters a

situation that does not fit the parameters of some of the most common

circumstances, it is best to consult a highly experienced professional

who can help create a strategy.

The focus of this book is on the reactive fraud investigation, which

is initiated only after some suspicions of fraud are raised. Proactive

39
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investigations (often referred to as ongoing audits of data) are not dis-

cussed much, because they are primarily undertaken on a routine basis

to search for red flags of fraud, but are not the same thing as fraud

investigation started after some sort of evidence of fraud has been un-

covered.

Assembling the Team: Where to Start

When a fraud is suspected at a company, the first phone call often goes

to an attorney or to a company’s auditing or accounting firm. That’s

the right call to make, but it is important that good decisions be made

very quickly about who will ultimately investigate the fraud. Ideally, the

lawyer will have experience with fraud and will be able to recommend

a qualified fraud investigator for the project.

Management often thinks that the company’s accounting or auditing

firm should investigate the situation. That makes intuitive sense at first

glance, but it is probably not the right decision once management thinks

through the consequences. The regular outside auditors or accountants

would have a small advantage in a fraud investigation, in that they

are already familiar with the company’s operations and management.

They are probably already aware of some weaknesses in the company’s

internal controls that might make it easier for an employee to commit

fraud. Their familiarity with the company’s operations and controls offers

an advantage.

But even though the accountants have valuable background infor-

mation, it does not necessarily mean that they are the right people to

investigate allegations of fraud. One issue that can arise is independence.

Does the firm have too much of a personal connection with some em-

ployees to be neutral during an investigation? Could prior knowledge

about employees and the company make them less than objective? Might

the firm be too close to the suspect to do a thorough investigation?

How would a project like this impact the firm’s ability to continue as

the independent auditors in the future? It is also possible that the ac-

counting firm’s knowledge of the company may cause them to overlook
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things during an investigation. A separate firm represents a fresh set

of eyes, and that can be beneficial when looking for small clues and

subtleties.

Management should also inquire about the accounting firm’s experi-

ence with fraud investigations. Many small firms do not have competent

fraud investigators on staff but are willing to engage in this type of work

anyway. That is not fair to the client, who deserves to have highly skilled

investigators examining allegations of fraud. Management should care-

fully evaluate the qualifications and credentials of any firm engaged to

investigate an internal fraud.

In addition to technical fraud investigation skills, there is also a

need for an expert with experience in the court system. Many fraud

investigations have the potential to lead to a civil or criminal case. The

client should have a fraud examiner who is well versed in expert wit-

ness work and has successfully testified in several court cases in the

past.

Imagine if a client hired a firm to perform a fraud investigation, and

an audit staff member with no real fraud investigation experience was

sent to complete the project. Is that fair to the client? What happens if

the staff person has no real idea where to start? What if the case ends

up in court, and the client finds out the staff member has never testified

before? The best firms will never put a client in such a position, and

will send inexperienced staff into the field only if they’re being closely

supervised by a highly qualified fraud investigator.

Assembling the Team: Company Insiders

One common question is whether company insiders should be on the

investigation team. If they are on the team, how deeply should they be

involved? This question is an excellent one, because one of the chief

concerns in a fraud investigation is the objective analysis of facts and

evidence. Company insiders sometimes have a hard time looking at a

case objectively. The smaller the company, the more likely it is that

an employee involved in the investigation would have some personal
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connection with the accused and the witnesses. This might bring with it

some preconceived notions about guilt or innocence. Knowledge about

a company’s policies and procedures, operating weaknesses, and prior

history of disciplining employees (or not) may bias the employee. Even

when people have good intentions and they attempt to be objective,

that’s not always possible.

For small to midsized companies, it is probably best to bring in the

independent fraud investigator, and to limit the participation of company

insiders. In this type of situation, they would be witnesses of sorts.

They should provide information about processes, people, and their

observations relative to the suspected fraud. Those who have direct

knowledge of the suspected fraud should definitely not participate in

the investigation, as they are instead witnesses.

This supportive role of company insiders should not be minimized,

however, as it is still critical to a successful fraud investigation. The team

will need to rely on insiders to walk them through the systems, help

them locate documents and data, and offer their insight about how the

fraud might have happened. Without all of this information, the fraud

investigator cannot do her or his job effectively.

A management representative and a member of the board of direc-

tors should be involved in the investigation as well. They do not have to

actually investigate, but management should be aware of the suspicions

of fraud and the progress of the investigation. They should also have

some input into the direction of the investigation.

Depending on the level of the employee or employees believed to

be actively involved in the suspected fraud, the inclusion of a man-

agement representative could be a difficult choice. When lower-level

employees are suspected of fraud, it is easy to determine that a manager

at a level or two above that employee should be apprised of the investi-

gation. That manager is close enough to the suspect to provide valuable

information to the fraud investigation team, but hopefully not so close

as to compromise the investigation in any way or bring a personal bias

to the situation.

The higher the suspected thief is in the company, however, the

harder it is to involve management in the investigation. What if the
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suspect is the company’s CEO or CFO? Who would be the right person

to be involved with the investigation? A subordinate is probably not

the right choice, but who is left? In this case, there may very well not

be a management employee who can or should be involved in the

investigation. One or more members of the board of directors will have

to be involved. The relationship of the board members to the suspect

or suspects should be examined as well to try to prevent conflicts of

interest or potential biases.

Assembling the Team: Key Participants

A fraud examiner or forensic accountant with experience investigating

and analyzing fraud should be in charge of the investigation. As already

discussed, each fraud investigation is different, and there is not necessar-

ily a work program or outline that can be followed by an inexperienced

investigator. An experienced professional is needed at the helm to en-

sure that evidence is preserved, all necessary procedures are performed,

and that ultimately a thorough investigation is completed.

The right person for this job could have a variety of job titles, pos-

sibly including fraud investigator, forensic accountant, fraud examiner,

forensic auditor, fraud auditor, special investigator, or private investiga-

tor. It is important to look past the title assigned to the professional, and

focus instead on the expertise, credentials, and skills that will be relevant

to the situation at hand. The larger the case, the more likely there will

be several fraud investigators in a role in which they are supervising and

managing staff.

Depending on the size of the case, the lead investigator will be

accompanied by one or more staff members who are likely less expe-

rienced with fraud investigation. Ideally, they will still be able to do

independent work, balancing the need for guidance from the lead in-

vestigator with a desire to do some on-the-job learning.

Internal or external auditors and accountants can support the inves-

tigation with information on company procedures and controls. They

can be a resource, and their value to the investigation should not be

underestimated. They can likely assist with some of the investigative
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procedures, if it is determined that they are competent and do not have

any apparent conflict of interest. Still, the involvement of these profes-

sionals should be limited, particularly as it relates to their investigative

skills and their ability to be independent in their work.

Legal counsel must play an active role in the process, often dictating

the direction of the investigation. The attorney will have in mind the

ultimate conclusion of the situation, and that might include an insurance

claim, an internal disciplinary action, a civil lawsuit, or a referral to law

enforcement. The intent of the attorney will play a big part in how the

investigation is carried out and how much time, effort, and money will

be put into the project.

Assembling the Team: Outside Consultants

Outside professionals with particular areas of expertise should be uti-

lized to supplement the skills and experience of the fraud investigator.

Some professionals think there is nothing wrong with trying to pro-

vide all of the services that a client may need. I would rather pro-

vide a client with access to the best professional in a particular area of

expertise.

One typical example of this is a computer forensics expert. Com-

panies often discipline employees and secure their company-owned

computers. A computer consultant who works with digital evidence for

a living is usually the best person to examine those computers and re-

trieve any evidence. She or he will know how to secure the evidence

to make it admissible in court, and will also know about software that

can aid in the examination of computers to find deleted or hidden

data.

Often, fraud examiners are not private investigators, and it may be

necessary to bring in a private investigator for certain aspects of a case.

They might have special expertise with asset searches, surveillance, or

background checks that could aid the fraud investigator. The key is in

knowing and admitting the limitations of your fraud investigation team.

Do not compromise a client’s investigation by trying to do something

you are not qualified to do. It can ruin your reputation and the client’s
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case. It is so much easier to stick to the work for which you have

expertise and refer out the other tasks.

Importance of Credentials

Alert clients are on the lookout for meaningful credentials to help them

assess the competence of a fraud investigator. Not all credentials are

worth something to the client, as many of them are simply the result of

paying a fee and receiving a piece of paper.

In light of this, an obvious selling point for a fraud investigator is

well-respected credentials. In the field of fraud investigation, the “gold

standard” is the Certified Fraud Examiner (CFE). The credential is earned

through an application process and a lengthy exam, including questions

in the areas of Fraudulent Financial Transactions, Legal Elements of

Fraud, Fraud Investigation, and Criminology and Ethics. Annual con-

tinuing education requirements help ensure that a fraud investigator

is keeping her or his knowledge on fraud detection, prevention, and

deterrence current.

The Certified Public Accountant (CPA) credential can also give the

client a level of confidence about the fraud investigator’s knowledge

of finance and accounting concepts. There are plenty of good fraud

investigators who do not have this credential, but it is yet one more way

to measure the credentials of a professional.

Some fraud investigators are also licensed private investigators. This

is not a necessity for fraud examiners and investigators, but it can be

helpful when contemplating certain investigative techniques that require

licensing. For example, some states require a private investigator’s li-

cense in order to engage in surveillance.

There are many more certifications available to professionals, but

before a client assumes that a credential is evidence of competence,

the client should research what the credential really means. Is it one

that requires holders to demonstrate their expertise? Or is it merely a

credential that can be bought and sold? It is in the client’s best interest

to be skeptical of credentials, especially ones that do not appear to be

mainstream.
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Management and Supervision of Staff

The lead investigator should define areas of responsibility in the inves-

tigation, making it clear to everyone who is supervising them and to

whom they report. There needs to be one central point of contact for all

investigative work, and that should obviously be the lead investigator,

who will devise the investigation plan, assign responsibilities, monitor

work, provide guidance on investigative techniques, gather results, and

oversee the final report.

The fraud investigator in charge of the engagement should be in

close contact with the attorney advising the client on the fraud matter.

It is important that the fraud investigation be conducted in a way that

is consistent with the intended direction of the case from a legal stand-

point. For example, if the attorney intends to file a civil suit against the

perpetrator, the investigation would be much different than if the com-

pany simply wanted to investigate to find out what happened in general

and to close major holes in the company’s internal controls.

The lead investigator will map out what needs to be accomplished

and divide the work into areas of focus. The areas could be divided

by geographic locations, parties implicated in the fraud, or any other

logical division. Depending on the size of the engagement, there may

be mid-level supervisors of staff who will each be responsible for one

or more areas of investigation. Mid-level supervisors are more likely to

be involved in an investigation that has multiple geographic locations

or many lengthy phases to the investigation.

Supervisors will help map out work for each area and instruct subor-

dinates on the work they are going to be completing. They will see that

the work plan is carried out, approve deviations from the plan, and help

solve problems that arise during the engagement. As work is completed,

supervisors should determine whether the conclusions and results of

work are supported by the evidence. Accuracy should be checked, and

staff investigators should be prepared to answer questions about the

work they completed and the conclusions they drew. Supervision of staff

should be aimed at making sure good evidence-handling procedures are

utilized, and that investigation techniques are completed thoroughly.
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The work and the results should be critically evaluated. If you were

on the opposite side of the case, what would you attack? What questions

would arise? What problems or inconsistencies are there? What areas of

the case are weak? Where should more evidence be gathered? Ultimately,

the lead investigator will be relying on the work of subordinates while

testifying in deposition and court. It is imperative that quality control

procedures be in place to verify that the conclusions of the investigators

are supported by evidence.

As discussed in Chapter 1, the lack of standard work programs

in fraud investigations may make closer supervision necessary. Young,

inexperienced auditors can rely on work programs to guide their work

and instruct them on the required procedures. Without such a tool in a

fraud investigation, direct supervision will be more important. There is

no magic way to supervise staff on a fraud investigation engagement.

As with most professional engagements, less experienced staff will need

more guidance in their work. The more experienced your investigators,

the less you have to watch over them, and the more you can count on

them working competently and asking questions when necessary.

Work Programs and Checklists

As discussed in Chapter 1, one advantage traditional auditors have over

fraud investigators is the use of work programs to guide the engagement.

Because audits are fairly standardized, the work programs ensure that all

critical work is completed, all important questions have been answered,

and all key concerns are documented.

Fraud investigators have very little that resembles work programs or

investigation guides. Each investigation is unique, which makes it diffi-

cult to create a one-size-fits-all approach to performing the engagement.

Fraud investigators are more likely to rely on some basic checklists to

guide the engagement in general, with specific investigation procedures

being developed and performed as the engagement progresses.

Because there are fewer guides for fraud investigators, less expe-

rienced staff members probably need closer supervision than regular

auditors. While a young auditor can refer to the prior year’s audit work
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papers and work programs to guide her or him through the process, the

young investigator is not so lucky.

Unless you’ve worked in a traditional auditing role, it may be difficult

to comprehend just how heavily staff relies on the work programs and

the prior year’s work papers. Quite simply, probably 85% to 90% of the

auditor’s work will be done in accordance with them. The remaining

10% to 15% of the work will be based on situations that arise during

the audit, such as new company functions or accounting processes,

problems found during testing of accounts, new accounting or auditing

standards, and new procedures designed to address new risks identified.

Relevant checklists to assist in fraud investigations are developed

over time as a fraud investigator gains more experience in the field. The

checklists will vary depending on whether the firm works on specific

types of cases or in specific industries. There is no one-size-fits-all set

of checklists that will help fraud investigators across the board because

of the varying types of cases. Fraud investigators will usually develop

their own checklists as they gain more experience in the field, but the

Appendix has some sample checklists that may provide guidance on

developing your own.

Document Management

One of the most basic, yet one of the most important, parts of a fraud

investigation is the proper management of documents, both paper and

digital. The larger a case gets, the more critical this aspect becomes.

Imagine testifying in court and being asked whether you saw a particular

document. How would the judge and jury react if you didn’t know

whether you had seen it, much less considered it in your analysis? Then

consider the reaction if you are able to refer to a document inventory

and quickly respond that you had seen it, whom you received it from,

and how it was integrated into your analysis. Clearly, the latter is more

likely to cast the fraud investigator in a positive light.

Certain principles of document management apply equally to small

and large cases. First, it is important to know who gave you a document

and when you received it. If a document is an original, safeguard it and
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preserve the chain of custody (discussed in more detail in the next sec-

tion). Make the most frequently used documents easy to find, so you do

not waste time searching for them each time you need to refer to them.

The choices for logging documents (creating an inventory of the

documents) range from low- to high-tech. In a very small fraud inves-

tigation, there is nothing wrong with keeping a handwritten sheet for

your document log. The larger the case, the more likely that you will

get a little more high-tech with your process.

Those who prefer computerized document logs may use a spread-

sheet or a database to record the receipt of documents. However you

choose to do it, the most important information to log is the date the

document was received, who produced the document, and a short iden-

tifying name for the document. You may also want to log a short de-

scription of the document and to whom or what the document relates.

See the Appendix for a sample document inventory report. For example,

if your investigation includes five business entities, it might be impor-

tant to log which entity this document relates to. Similarly, if you have

multiple suspects or witnesses in a case, you may want to note to which

person the document relates.

The larger the case, the more sophisticated the software you will

probably use to track the documents. Commercially available software

packages can help you track documents, as well as analyze the data and

relationships included in those documents.

Documents that arrive prenumbered can make document manage-

ment a little easier. Lawyers are fond of Bates stamping, so that docu-

ments are easily identifiable during the litigation process. Bates stamping

is a process by which all documents in a case are assigned a number

or a series of letters and numbers to identify them. The assignment of

numbers or letters is not standardized, but typically the attorneys will

decide to stamp the documents with letters that identify the source of the

documents and then sequential numbers. So, for example, documents

produced by defendant Ann Davis might be numbered: AD 0001, AD

0002, AD 0003, and so on.

Make sure you are clear on how the documents in a particular case

have been Bates stamped. You need to know whether the letters or
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numbers have any specific meaning. The Bates-stamped numbers are

helpful during an investigation, especially if the universe of documents

includes several versions of a similar document. It is easy to identify a

document that has a Bates number, so that all parties can be assured

that they are examining exactly the same version of a document that you

have mentioned in your report. Do not forget to log the corresponding

Bates-stamped numbers when creating the document inventory.

Remember that documentation includes computerized documents as

well. You might be provided with a piece of computer media that holds

5,000 scanned documents related to the case. It will be important to

go through those documents and log relevant information about them,

too. If investigators are lucky, they will be provided with an index of

all documents on the media. This is not a substitute for examining the

documents, however. It is still important to look through them and

determine whether they will play a role in your analysis.

A “key documents file” can make it easier to work with documents

in a case, especially if a small number of documents need to be referred

to frequently. This is another low-tech way of organizing things in your

investigation. It is recommended that you leave the original copy of the

document in with all of the other documents, sorted appropriately within

your organization scheme. Take a copy of the document, and keep it in

your key documents file for quick reference. Items that might be good

candidates for the key documents file are real estate closing statements,

key months of bank statements, a chart of accounts, or other pieces of

evidence that you will be referencing frequently.

Preserving Evidence

Part of the document management process is preserving original evi-

dence so that it may someday be used in court. While an investigator

often does not know whether a case will ultimately end up in front of a

judge, the most prudent way to handle evidence is to assume that you

will be in court one day and to handle the evidence carefully.

Digital evidence is relatively easy to preserve if you use the help

of a knowledgeable professional. Your best bet is to bring in an expert
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in computer forensics, preferably someone who has testified in court

several times. That person is most likely to properly preserve digital

evidence for later presentation in court.

At all costs, do not allow anyone to do anything to the comput-

ers used by the suspect(s) in the fraud case. The mere act of looking

through computer files can destroy important data and can compromise

the integrity of the digital evidence. Even turning a computer on or off

makes changes to its hard drive, which could later call into question the

evidence. Allow only a qualified computer forensics expert to touch the

computers in question.

Documentary evidence will need to be preserved, too, and the in-

vestigator will have to demonstrate a proper chain of custody of the

evidence if the matter ends up in court. Chain of custody is a fancy way

of saying that it is important to secure evidence and demonstrate that it

was not tampered with or altered. You will have to show who had access

to the evidence, how it was secured, and how its integrity was preserved.

If you are put in charge of a piece of evidence, it is best for you

to lock it in a cabinet and/or office that has very limited access. You

should know exactly who has keys to the room or storage device. If

you need to move the evidence or give it to someone, you should have

documentation prepared relative to that transfer of evidence, and the

person receiving it should be prepared to keep it secure and document

its whereabouts as well.

Investigators should not write on originals in any way or otherwise

destroy or mark them. Make copies of the originals, and use the copies

as your working documents for the investigation if you need to write

on them or otherwise mark them. Do your best to keep the original

evidence in exactly the same condition in which it was received. If

you receive only copies of evidence, you do not have to worry about

preserving it carefully. After all, it is not the actual evidence.

The process of preserving evidence is especially important in cases

in which the suspect is alleging that evidence has been altered, sig-

natures are not authentic, or documents are forged or fabricated. As a

general rule of thumb, make sure originals of all documents are secured

and their chain of custody is documented.
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Sometimes when a fraud investigator is called in, the integrity of

some evidence has already been compromised. That is not the investiga-

tor’s fault, and the status of the evidence should be carefully documented

so that the investigator doesn’t later get blamed for this situation.

File Maintenance

It is important for all members of the fraud investigation team to under-

stand and apply good file maintenance procedures. Particularly in cases

that may escalate to litigation, rules should be followed by the fraud

investigators (expert witnesses for litigation purposes) to ensure that the

expert’s report and testimony are not tainted.

Anything that was used to help form an opinion in the case should

be kept with the file. The fraud investigator may need to refer back to

that item, and the other side of the case has a right to see it as well. It

is not a good idea to haphazardly throw out documents in a case. It is

more appropriate to keep everything that was produced for you, and

segregate the documents into two sets: items that will be used in your

analysis and items that will not be used.

Why wouldn’t you use something that was produced by a party

to the litigation? Documents are often produced that have no bearing

on the fraud investigation. This might include contracts with unrelated

parties, personnel files of uninvolved employees, details of transactions

that are not relevant to the case, or account statements for customers

that are not included in the investigation.

There is no rule of thumb for including or excluding documents

from your investigation. An experienced fraud investigator should go

through the documents produced and decide which ones need detailed

examination on a case-by-case basis. Do not make the mistake of relying

on the client’s judgment about what you need or do not need. Look at all

available documentation related to the matter, and make an independent

decision about whether items are relevant.

Note-taking is an important part of any professional’s work. There

are varying schools of thought on the issue of taking notes during a
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fraud investigator’s discussions, meetings, field work, interviews, and

document review. On one end of the spectrum is the advocate for

no notes. To this investigator, if there are no notes, there is nothing

for opposing counsel to examine if the case ends up in court. While

that may sound like a clever strategy, it doesn’t seem to make a lot

of practical sense. I haven’t met anyone who is able to remember ev-

erything they ever heard or saw, so notes are a way to refresh one’s

memory during an investigation. No notes also make it difficult for team

members to evaluate what others have done or seen in a case. The ab-

sence of notes imposes limitations on the staff that are not practical or

helpful.

On the other end of the spectrum is the investigator who believes

everything should be written in the notes. Even one tiny detail should

not be lost if proper notes are kept of everything. The problem with that

is that in the case of litigation, all those notes will eventually be discov-

erable by opposing counsel. Your working theories or lines of thinking

will be exposed, and any preliminary conclusions you may have written

about will be open to scrutiny. I prefer a moderate approach, leaning

toward the “less is more” theory. A fraud investigator should take modest

notes on facts only, noting details that might become important to the

investigation. It is appropriate to make notes about who is responsible

for certain functions in a company, how the work flows, dollar figures

in question, and what the procedures are.

Avoid notes that may embarrass you later. You do not need to make

notes about anyone’s appearance or demeanor. If someone was rude,

you will remember that. There is no need to put it in your notes and

potentially give rise to a later claim that you are biased or had a negative

attitude toward someone. Avoid writing about preliminary opinions in

your notes, or about your initial impressions on guilt or innocence.

Take a “just the facts” approach to note-taking, and there will be less

to criticize later. Make sure your notes include dates of meetings and

who was present and providing key information. With this fact-based

approach, you will have the important points on paper in case you need

to refer to them, but you do not have anything that calls your opinions

and independence into question.
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As will be discussed in Chapter 11, it might be necessary to disclose

in your report what documents you relied on in forming your opinion.

Good file maintenance practices will help this process as well.

Investigative Software

Several software packages are available to assist fraud investigators with

tracking documents, analyzing relationships between people and enti-

ties, and identifying vulnerabilities in a company’s controls; however, a

fraud investigator’s skills are ultimately what will make an investigation

successful. Fancy software cannot make up for a lack of technical skills

or investigative intuition. Software might help someone with poor orga-

nizational skills to better track documents and work flow, but there are

inherent limitations to software that require a skilled investigator.

Some great fraud investigations have been completed without the

assistance of investigation software. A thorough and competent investi-

gation can easily be complete without such a tool. Many fraud investi-

gators will even suggest that a low-tech approach to investigating pro-

duces even better results. A software package is probably most helpful

when it comes to analyzing large quantities of data, looking for unusual

relationships between numbers or unexpected changes in account bal-

ances. If software has identified questionable transactions or parties to

a transaction, an investigator will need to examine the items identified

to determine whether they need further analysis.

Much of a fraud investigation still involves combing through records,

either in hardcopy or in digital format, verifying and cross-checking

information. Experienced fraud investigators agree that much can be

done with pen, paper, and a calculator. Spreadsheets and databases can

help the investigator extract and track certain data, and then summarize

and manipulate that data to draw conclusions.

Professional Standards

Depending on an investigator’s professional licensing and membership

in professional organizations, the standards that apply to investigative
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work will vary. It is easy to say that a professional fraud investigator

should be thorough and exercise due professional care. It is another to

know the requirements of your organization and licensing body.

If the fraud investigator is a Certified Public Accountant, the pro-

fessional standards issued by the American Institute of Certified Public

Accountants (AICPA) require that the professional follow Statement on

Standards for Consulting Services No. 1. In general, the CPA must:

� Exhibit professional competence, performing only engagements that

she or he (and the firm) can complete competently.
� Use due professional care in performing the engagement.
� Adequately plan and supervise the engagement.
� Obtain sufficient relevant data that can provide a reasonable basis for

the professional’s conclusions.
� Meet the objectives of the engagement with the client while maintain-

ing integrity and objectivity.
� Have a written or oral understanding with the client about the respon-

sibilities of each party and the scope of the engagement.
� Inform the client when there is a conflict of interest, when the CPA

has reservations about the scope of the engagement, and of significant

findings during the engagement.

It should be clear that, unlike audit engagements, fraud investi-

gation engagements do not require independence on the part of the

accountant. Instead, the fraud investigation requires only objectivity to

be exercised.

If the fraud investigator is a member of the Association of Certified

Fraud Examiners (ACFE), she or he is required to abide by the Standards

of Professional Conduct. The standards require the professional to:

� Conduct the engagement with integrity.
� Disclose potential conflicts of interest to the client.
� Maintain objectivity during the engagement.
� Conduct herself or himself in the best interest of the reputation of the

profession.
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� Not knowingly make false statements when testifying.
� Comply with lawful orders of the court.
� Not commit criminal acts or knowingly induce others to do so.
� Be competent in the engagements accepted.
� Comply with continuing education requirements of the organization.
� Exercise due professional care in performance of the engagement.
� Make conclusions that are supported by sufficient, relevant, and com-

petent evidence.
� Adequately plan the engagement.
� Adequately supervise assistants.
� Reach an agreement with the client about the scope of the engage-

ment.
� Communicate significant findings to the client.
� Not disclose confidential or privileged information obtained during

the course of the investigation, except with proper permission.
� Conduct fraud examinations in a legal, professional, and thorough

manner to obtain complete, reliable, and relevant evidence.
� Establish predication and scope priorities and be efficient in her or his

work.
� Consider potential bias of witnesses, as well as exculpatory and incul-

patory evidence.
� Preserve the integrity of evidence and the chain of custody.
� Gather documentation in accordance with the needs and objectives

of the client.
� Provide a report that is not misleading and contains only opinions that

are based upon sufficient, relevant data within the member’s area of

expertise.
� Not give an opinion on the legal guilt or innocence of any person or

party.

Private investigator licensing rules vary from state to state, so a fraud

investigator who is also a licensed private investigator should follow her

or his state’s rules. There are many other professional organizations for

fraud investigators, so obviously the fraud examiner should follow any

standard put in place by them.
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To some professionals, the number of standards that the fraud in-

vestigator must consider is high. An alternative view is that a fraud

investigator should quite simply be competent in the profession, have

sufficient data and evidence to support the opinions, and be as objective

as possible in performing the engagement. It is really quite that simple.

When to Stop Investigating

How does a fraud investigator know when enough investigation has

been done on a case? If the scope of work was agreed upon with the

client, the investigator should finish that work in order to meet her or

his obligations. However, there could come a point in the investigation

when the cost outweighs the benefit of further investigation. The client

relies on the fraud investigator’s expertise and experience to guide the

work. It is not the investigator’s job to spend as much of the client’s

money as possible or stretch out the engagement as long as possible.

The fraud investigator should alert the client to the issue, and explain

why there may not be much benefit in continuing the investigation. If the

client still decides to continue the work, the fraud examiner should coop-

erate. Ultimately, it is the client’s decision to continue or suspend work.

The client is relying on the experience and expertise of the fraud

investigator to guide them through the process of investigating. A good

fraud investigator makes reasonable recommendations throughout the

work, keeping in mind the best interest of the client and the costs re-

lated to continued investigation. Clients appreciate the investigator who

is willing to advise them that continuing investigation makes no sense,

as well as the investigator who describes the reasons why continued

investigation will likely be beneficial. Be willing to make a reasonable

recommendation to the client, who is relying on your professional judg-

ment about the direction of the investigation.
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CHAPTER 4
Searching for Fraud

If a specific instance of fraud has been identified, that will dictate which

financial statement accounts are examined by the fraud investigation

team in detail. But what if no conclusive evidence of fraud exists, and the

investigator is instead looking for clues that might point to a fraud? The

company has become suspicious, yet has little hard proof that anything

unusual has occurred.

In that case, the investigator must dig through at-risk accounts and

functions to look for suspicious activity. Analysis of the financial state-

ments will provide clues about the potential for fraud. Ratios may look

unusual. Account balances may be out of line with recent history. Key

documentation may be missing. These types of red flags will point the

investigator toward areas that deserve additional investigation.

Those not familiar with beginning an investigation with an analy-

sis of the financial statements may not believe this is truly effective in

pinpointing areas that are vulnerable to fraud. But inevitably, whenever

there is a fraud, something has been overlooked by the fraudster. No

matter how well she or he tries to cover their tracks, telltale signs are

always left behind.

The more clever the fraudster, the smaller and less detectable those

clues will be. But make no mistake, they will be there. That is just the

nature of fraud. Unusual activity creates unusual patterns in the num-

bers and affects key financial ratios. It would be next to impossible
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for a fraudster to anticipate all of these signs and compensate for

them.

Digging into the numbers could be done digitally (with the assis-

tance of software) or manually, depending on the sophistication of the

company’s records and the auditing software available to the investi-

gator. With large volumes of data to analyze, the benefits of software

are obvious. It can quickly analyze thousands of numbers and return

results of a much smaller magnitude for further analysis by the fraud

investigator.

Analytical Review

Ratio analysis and analytical review procedures are very familiar tech-

niques for financial statement auditors. While analytical procedures

may seem elementary, they can be very important in giving clues to

areas of the financial statements that may contain fraud. Analytical

review involves comparing changes in numbers between accounting

periods (horizontal analysis) and the relationships between certain fi-

nancial statement line items (vertical analysis). The numbers for a busi-

ness typically have certain predictable patterns, and when the financial

results fall outside those parameters, it may be cause for concern.

Typical sets of data to be compared during analytical review can

include:

� Current-period figures versus prior-period numbers. Commonly, this

year is compared to last year, and potentially also years before that.
� Actual financial results compared to budgeted or projected figures com-

piled before that accounting period. How do actual results compare

to management’s estimates before the accounting period?
� Company data compared to operational facts. For example, if pro-

duction went up, did revenue and accounts receivable increase by

reasonable amounts?
� Company data compared to industry data. Look for unusual deviations

from similar companies, potentially indicating fraud or manipulation

of financial statements. For example, a company that has much higher
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profitability than similarly situated companies in the industry might be

cause for concern.
� Numerical data compared to notes to the financial statement. Do the

explanations in the notes and the actual numbers make sense?

Vertical analysis should be completed with respect to line items

on the financial statement as a percentage of other line items. One

typically predictable relationship occurs between revenue and cost of

goods sold. A business will have a normal percentage of cost of goods

sold to revenue. Some financial statement line items rise and fall in

relation to revenue, and those patterns should be examined carefully.

Balance sheet items are analyzed in this way as well, often by compar-

ing liabilities and assets, comparing certain assets to total assets, and

so on.

Period-to-period changes should also be examined via a horizontal

analysis, and the dollars should be compared, as well as the percentage

change between periods. Any significant jump in either of these figures

should merit further scrutiny. When doing an analysis like this, the fraud

investigator should turn up a normal level of professional skepticism. She

or he should be specifically looking for things that don’t make sense or

that represent an unusual change or shift. Of course, there are normal

variations in numbers in any business, and that should be considered

when analyzing the financial statements. In this analysis, items that fall

outside normal variances should be emphasized.

Key Financial Ratios

Financial ratios should be examined as a part of the analytical review

procedures. Some of the ratios that are more likely to be affected by a

fraud from within include asset turnover, inventory turnover, accounts

receivable turnover, debt to equity, gross margin, operating margin, and

profit margin. The following are some of the ratios that may aid in

uncovering areas of concern in a company’s financial statement. It is not

meant to be an exhaustive list. Rather, it is a starting point in searching

for fraud.
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Ratios Related to Sales

Ratios related to sales can be some of the most important figures to ana-

lyze. One of the highest-risk areas of the financial statements is revenue,

and it is the most likely to be inflated. If sales are really increasing at a

company, certain other accounts should be moving in relation to that.

If those account balances are not changing in this predictable fashion,

the potential that fraudulent revenue is being booked is higher. Sales

should ideally be compared to cost of goods sold, gross profit, accounts

receivable, sales commissions, returns and allowances, and direct labor

costs.

The gross profit percentage is often predictable in companies. Any

significant changes should be cause for concern. There should also be

concern when evidence indicates that market conditions are changing

in ways that should impact this ratio, yet it remains unchanged.

Gross Profit Percentage = Gross Profit

Net Sales

Fraudulently inflating sales usually requires that the recorded sales

are reversed at some later date. If it is recorded as a return by a customer,

this could throw the sales return percentage out of line with historical

numbers.

Sales Return Percentage = Sales Returns

Total Sales

Ratios Related to Assets

Asset-related ratios can point to fraud problems, sometimes in ways in

which the fraud perpetrator did not expect. One typical problem when

a company is fraudulently inflating revenues and earnings is that the

company’s cash position suffers. There appear to be profits, yet they

never seem to turn into positive cash flow. An analysis of the cash

position of the company might point to this problem.
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With each of the following ratios, the fraud investigator should be

looking for unusual relationships. For example, the current ratio or quick

ratio has spiked up, possibly indicating that management has falsely

inflated the current assets in order to create a base against which the

company can borrow more money from the bank.

Current Ratio = Current Assets

Current Liabilities

Quick Ratio = Current Assets Less Inventory

Current Liabilities

Ratios Related to Accounts Receivable

Falsely inflating revenue often produces unusual results in accounts

receivable, because that is usually the account that is used in conjunction

with false entries to revenue accounts. Potential fraud can be identified

when there is a sudden unusual change in these ratios.

Accounts Receivable Turnover = Sales

Average Accounts Receivable

Days in Receivables = 365

Receivable Turnover

Receivable Percentage = Accounts Receivable

Total Assets

A simple analysis of bad debts can point to fraud problems, as

fraudulently recorded sales usually lead to phony accounts receivable

that need to be removed from the books at some point. Doing so can

create a situation in which bad debt expense shows an unusual spike.

Bad Debt Percentage = Bad Debt Expense

Average Accounts Receivable

Bad Debt Percentage = Bad Debt Expense

Total Sales
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Ratios Related to Inventory

Manipulation of sales numbers and inventory balances can sometimes

be spotted in an analysis of inventory. Booking fraudulent sales often

leads to false entries to inventory accounts as well, because it is usually

necessary to fraudulently manipulate cost of goods sold in conjunction

with the revenue manipulation. At some point, the inventory numbers

may need to be adjusted because of the fraud, and that may be reflected

with unusual ratios.

Inventory schemes and purchasing schemes can also affect the in-

ventory ratios. For example, the inventory turnover ratio could be un-

usually high if there is a theft of inventory (which causes the company

to recognize a higher cost of goods sold). The average days in inven-

tory ratio can give clues about purchasing schemes that create fictitious

inventory and cause an increase in this ratio.

Average Days in Inventory = 365

Inventory Turnover

Inventory Turnover = Cost of Goods Sold

Average Inventory

Inventory Percentage = Inventory

Total Assets

Ratios Related to Liabilities

Schemes to manipulate the financial statements are often aimed at in-

creasing assets while decreasing the liabilities, in order to make the

company’s financial position look stronger. This can sometimes be dis-

covered by analyzing liabilities, which might be lower than expected

because of the fraud.

Debt to Equity = Total Liabilities

Stockholders Equity

Debt Percentage = Total Liabilities

Total Assets
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When analyzing financial statements and ratios in this manner, there

are often simple explanations for the changes between periods or the

failure of the predictable patterns on the financial statements. Maybe

an employee was hired for a new position, skewing expected payroll

numbers. A new marketing initiative can be the catalyst for higher than

normal advertising expenses. A radical increase in the cost of raw ma-

terials might throw expected ratios out of balance. An inventory control

problem might skew the inventory-related ratios.

It is important to rule out obvious explanations for some of the vari-

ances found during the analytical review. That does not mean the fraud

investigator takes all explanations at face value without any follow-up.

Some independent verification of the explanations is often in order.

Ultimately, the purpose of the analytical review is to identify areas

of the financial statements that might be affected by fraud. These line

items are identified as unusual, without an apparent explanation. This

type of work does not prove fraud. It is just a starting point in trying to

find clues about a potential fraud. This work can often reveal interesting

things when the investigator is following up on identified issues and

examining supporting documentation.

The more data can be broken down for the analytical review process,

the better the results of the work. Breaking down numbers by division,

product, geographic location, or other common sense measure will yield

more valuable information. Looking at figures for periods shorter than

one year can help, too, as it may offer insight into seasonality of the

business. Breaking down numbers prior to doing analytical review will

help, because it is not as easy to hide things in these smaller units.

Annual figures can easily hide irregular expenses or other line items.

Significant increases or decreases are not so easily hidden in monthly or

quarterly figures.

Write-offs, Adjustments, and Miscellaneous

In any business, there are certain accounts or areas of the business

that carry more risk for suspicious activity. Sometimes it is because
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the controls are lax, and it is easy for errors and irregularities to flow

through the system undetected. Other times it is because employees

have become so familiar with the processes and controls that they are

able to exploit weaknesses in the system and know that they will likely

not be caught.

Accounts with a high volume of low-dollar transactions can be risky,

because employees know that the entries to these accounts are likely

not examined in detail. There are simply too many individual entries to

the account for someone to go through them and verify their validity.

That makes such accounts an easy place to “dump” fraudulent trans-

actions. Accounts that are used for write-offs, credits, and adjustments

are vulnerable to this risk, because they often contain a large number of

small entries. Management is notorious for not doing a lot to validate the

entries made to these accounts, especially when the individual entries

fall below a particular threshold.

It is not unusual for a company to have a specific dollar figure under

which no supervisor approval is needed for an employee to adjust or

credit an account. Thresholds like this are ripe for abuse by employees,

because they can cover a theft of any reasonable size by breaking it

down into multiple amounts under this limit, and no one may question

the entries.

Management can attempt to head off problems like this by analyzing

data for these types of accounts. It is most efficient to use software to

perform the analysis, as a large number of transactions can be quickly

analyzed. Some of the things that an investigator might be looking for

include:

� A higher number of adjustments or write-offs by a particular employee
� An unusually high number of transactions that fall just below the

threshold for supervisory approval
� Greater number of round dollar amounts entered as adjustments
� Customer or vendor accounts adjusted more frequently than others

The key to preventing fraud with accounts like this is periodic mon-

itoring, at a minimum. Part of the reason why employees utilize these
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accounts to cover fraud is because they believe no one is scrutinizing

them. If a program is put into place to analyze the accounts periodi-

cally or continuously, the risk of employee fraud using these accounts

immediately goes down.

Manual Disbursements

In the course of conducting business, each company has a procedure

(either formally or informally) for disbursing money to vendors. Any

disbursement that falls outside of those procedures could be considered

a manual disbursement. That is, it is initiated manually and issued under

special circumstances.

Probably the most common type of manual disbursement occurs in a

company that has an accounts payable process through which all vendor

payments should flow. Suppose a vendor drops off materials and needs

to be paid immediately for that delivery, and there is not a chance to

get the vendor payment through the regular accounts payable process.

A check will be cut directly to the vendor, and the accounting system is

updated later. This is a classic example of a manual disbursement. It is

easy to see how this could occur at any business from time to time. There

can be cash-only deliveries, an immediate need for office supplies and

an employee willing to go to the store, or a lunch meeting with a food

delivery from a restaurant. In each of these cases, it would probably be

considered normal for a check to be cut outside of the accounts payable

process.

The occurrence of manual disbursements has the potential to create

a problem, however. It is an easy way for an employee with access to

checks, signature stamps, and other company information to steal funds.

The theft could be covered by entering information into the accounting

system indicating a cash-only delivery from a supplier. Paperwork might

not even be required, because the payment is not going through the

accounts payable system. It is only later that someone realizes there is

no supporting documentation.

Because this is potentially an easy way to commit fraud, it is

important to examine the cash disbursements to see how often manual
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disbursements are being made and what circumstances surround those

payments. It might be helpful to sample some of these disbursements

and look for supporting documentation. It is even more important to

examine these when the frequency appears very high or otherwise

unusual.

At one company, the accounting manager was writing checks to

himself but recording manual disbursements to suppliers to balance the

bank account and cover the theft. He knew that the company’s con-

trols over supplies and inventory were poor, so management would be

unable to reconcile amounts on hand to the accounting records. Af-

ter his theft was uncovered entirely by accident, an examination of the

disbursements revealed an unusually high number of manual disburse-

ments. Management knew that cash-only deliveries were rare, so there

should not have been this volume of manually issued payments. Had

someone examined these types of transactions, the theft likely would

have been discovered much sooner.

What about Financial Statement Audits?

Many consumers, investors, professionals, and users of financial state-

ments mistakenly believe that financial statement audits performed by

independent accounting firms are akin to fraud investigations. They

think that if fraud is present, an audit will find it. After all, what else are

they paying for, if not to find fraud?

The financial statement audits done by external auditors are not

designed to detect fraud, plain and simple. Audits of financial statements

really do two things, when you break them down to the most basic

objectives: (1) they double check the math to see whether everything

has been added and subtracted correctly; and (2) they make sure that

Generally Accepted Accounting Principles (GAAP) have been correctly

applied. That may not sound like much, but that is what audits are.

Audits were never designed to detect fraud.

Now, you are wondering why audits are not changed so that they

become more effective at detecting fraud. That is easier said than done.
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The bodies that govern the work of auditors have not done that, and

probably will not do it anytime soon. Audits have a specific purpose,

and that purpose is largely being fulfilled by the work done by today’s

auditors. There is no pressure to change that. Even the Sarbanes-Oxley

Act, which was intended to make audits more effective and therefore

give investors greater confidence in the financial statements of public

companies, really has not done much to decrease fraud.

In conjunction with Sarbanes-Oxley, accounting and auditing bodies

took some steps to address the issue of fraud. Statement on Auditing

Standards No. 99: Consideration of Fraud in a Financial Statement Au-

dit was issued in 2002 by the Auditing Standards Board of the Ameri-

can Institute of Certified Public Accountants (AICPA). It became effec-

tive for audits of financial statements for periods beginning on or after

December 15, 2002. In general, this statement requires auditors to do

a little more work regarding the issue of fraud. It does not, however,

make auditors responsible for detecting fraud. Auditors are required to:

� Consider the risks and potential for fraud prior to the audit.
� Have a brainstorming session to come up with ways that fraud might

be perpetrated and concealed at the company.
� Consider the results of analytical procedures, and determine whether

any of them could be indicative of irregularities or fraud.
� Exercise professional skepticism when considering the potential for

fraud.
� Inquire with management and key employees to determine whether

there have been lapses in internal controls that could lead to fraud.
� Think about the evidence gathered during the audit and decide

whether there may be indications that fraud has occurred.

If these points seem insignificant, that is because they largely are.

These are, quite frankly, things that auditors should do anyway. Audi-

tors should already be planning engagements in a way that addresses

the risk of fraud and misstatements in the financial statements. Infor-

mation developed during audit planning and performance that sug-

gests fraud might have occurred should be examined further. This
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standard does nothing more than repeat the auditor’s responsibility to

do his or her job, yet doesn’t really require the detection of fraud. This

standard essentially says that if an auditor finds something that might be

linked to fraud, it should be dealt with. And if nothing is found, that is

okay, too.

These steps have not really protected the users of financial state-

ments from fraud any more than they were protected before. The new

standards were largely window dressing, meant to give the general pub-

lic greater comfort that something was being done. In reality, little has

changed. So, to suggest that financial statement audits can negate the

need for fraud investigations could not be further from the truth.

Audits have a small place in a company’s management of the ac-

counting and financial statement process. They can have a slight deter-

rent effect when it comes to fraud, because employees who are typically

honest will fear that an audit might catch any wrongdoing that they are

contemplating. But audits do not directly address fraud, and any com-

pany interested in preventing and detecting fraud must do much more

than just have an annual audit. They must take proactive steps to both

prevent fraud and seek out instances of fraud. Companies must not use

audits as their chief fraud prevention and detection effort.

Looking for Fraud in Little Things

What is the difference whether employees are stealing from a com-

pany via expense reports? To many people, that seems like a minor

thing, not worthy of much consideration. Especially in today’s business

world, which includes many billion-dollar companies, the idea of wor-

rying about a few hundred dollars’ worth of fraud seems silly. Yet these

small thefts can be indicators of bigger problems within companies, and

that’s what makes them so important. Cheating on expense reports is a

very typical theft within companies, and it happens with employees at

all levels. When companies choose to not crack down on this behav-

ior, however, they are sending a message that some level of unethical

behavior is condoned.
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In one case, a highly compensated executive systematically cheated

on his expense reports. It was common knowledge that he inflated the

cost of his cab rides, double expensed meals, and claimed bogus cash

expenses like tips. In the grand scheme, he was stealing less than a

couple hundred dollars per month this way.

Why would a highly paid executive need to steal such petty

amounts? It turns out that is just how he did business in general. His

life was built around stealing as much as he could from his employer.

His attitude toward expense reporting matched his attitude toward the

organization’s money in general. He committed a large theft of funds

from the organization, and the expense report theft could have tipped

someone off to his moral code much earlier.

In terms of dollars lost, expense report theft remains an immaterial

item in the financial picture of many companies. But in terms of what

this kind of theft might signify about dishonesty in other areas of the

company, it is very material. Especially when expense report theft is

common knowledge as an accepted practice for a company, it bodes

terribly for fraud prevention efforts throughout the organization. There

is no such thing as a fraud that is too small, especially when it comes

to upper management. Every fraud can be an indicator of big risks and

even bigger frauds in areas of the company that might otherwise have

been considered secure. Fraud investigators and management must take

small frauds seriously.
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CHAPTER 5
Sources of Information

Without information, a fraud investigation goes nowhere. There are

so many sources of information on people and companies, and

as the Internet continues to expand, so does the accessibility of the

information. Doing a thorough fraud investigation often goes beyond just

analyzing documents that are given to you. The best fraud investigators

are able to go beyond those papers and computer files, find additional

sources of information, and get legal access to it. There is plenty of art

to finding information and clues in an investigation, and it all starts with

knowing what to looking for.

Who Acquires Information

It is important to make it clear on the front end of a fraud investiga-

tion who will be responsible for acquiring and providing information.

Obviously, the client is responsible for producing the documents in its

possession, but the fraud investigator needs to determine what the client

should produce. Vague requests for information from the client usually

will not be very effective in getting the best, most relevant informa-

tion. The fraud investigator must put together a fairly specific request

list and guide the client through interpreting and responding to that

request.
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It should be clear that there may be additional requests, and that the

client should not be afraid to volunteer other information. Hopefully,

employees of the client can suggest other items that will aid the inves-

tigator, and the investigator can evaluate whether those will indeed be

helpful.

If documentation is needed from parties that the client does busi-

ness with, it is very important to decide who will be responsible for

requesting that information. Sometimes copies of invoices, purchase or-

ders, shipping documents, or other items from customers, vendors, or

professional service providers can provide very important information to

the investigator. Information that comes from a third party can be partic-

ularly valuable when investigating an internal fraud, because documents

in the possession of outside parties are less likely to be altered or ma-

nipulated. Documents from third parties can confirm information about

transactions and may also give clues to additional things that should be

investigated.

Often, it is easiest for the client to request these items from the third

party and direct the provider to send them to the fraud investigator. It is

more cumbersome for the fraud investigator to try to get the documents,

because the investigator may not know whom to contact or exactly what

to ask for. The third party may require a release from the client before it

will provide the documents. There are often more steps in the process

if the fraud investigator is responsible for getting the documents, which

makes this a less desirable option. However, there are times when it

may be necessary for the investigator to get these documents directly,

especially if there are some suspicions about whether the client might

tamper with what is provided.

If the fraud investigator and client agree that the client will be re-

sponsible for acquiring certain information from third parties, make sure

this agreement is documented clearly. Also make it clear to the client

that if they do not (or cannot) get this information, your ability to fully

investigate the case may be negatively impacted.

Third-party documentation that will be acquired through the legal

process will be the attorney’s responsibility. The attorney may request

help from the fraud investigator in developing lists of documents to
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request, and this often helps increase the quality of the information

provided. The forensic accountant or fraud investigator should also help

inspect documents received to determine whether what was provided is

truly responsive to the attorney’s requests. It may be necessary to make

follow-up document requests.

Information that can be obtained from Internet resources or pub-

lic databases will most often be acquired by the fraud investigator.

After all, that type of detective work is what the client is expecting,

and that is an area of expertise for the forensic accountant or fraud

investigator.

Internal Records

In a corporate fraud investigation, the most abundant source of informa-

tion about the fraud will likely come from internal records. Remember

that the internal records will be not only paper records but digital as

well. The more sophisticated the company, the greater the chance that

the bulk of its records will be computerized. Therefore, you will need

to work proficiently with digital records.

Typical internal records requested by a fraud investigator include

accounting system data, financial statements, tax returns, sales and ac-

counts receivable records, expense documentation, and proof of pay-

ments to vendors. The list of things that a fraud investigator could request

from the client is endless, so it depends on the specifics of the case. A

thorough understanding of accounting is beneficial here, because there

is so much to be learned from the client’s accounting records, if only

the investigator knows what to ask for.

Find contacts within the company who will be able to help you

get the documents you need. Management should be able to provide

a list of responsible parties for the various areas of the company, and

should tell you who will have the greatest familiarity with the docu-

mentation. The client should be willing to provide you with complete

access to any and all employees needed to complete your investiga-

tion. This does not mean that the fraud investigator will monopolize the
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time of employees and put them to work on lengthy tasks related to

the investigation. It does mean that the client must provide reasonable

access to the employees who will need to answer questions and gather

documentation. If more significant assistance from employees is needed,

the client should be willing to work that out with the fraud investigator

so that the investigation goals can be accomplished, but the company’s

normal operations can continue.

The key is to work with the most knowledgeable employees who

can help you access the information you need in the most efficient way.

Sometimes that literally involves sitting together and walking through re-

ports or computer menus to determine what will provide the information

the fraud investigation team needs. Accounting system reports offering

the information the investigator needs may be found on a trial-and-error

basis, as the right reports are not always the ones used by personnel on

a daily basis.

Investigations will not necessarily rely heavily on internal records,

because they may often not be available. Consider an investigation of

a public company by an outside party. The public company will have

certain financial statements and disclosures on file with the Securities

and Exchange Commission (SEC), and those will likely be a starting

point for an investigation. But that is as close as you may ever get

to internal documents until a lawsuit is filed and the company starts

producing documents during discovery.

There may also be legitimate reasons why a company does not

have internal records to aid in your investigation. A fire or flood may

have destroyed the records the forensic accountant is being called in to

reconstruct. A malicious employee may have destroyed paper records

or computerized data. The company may have an archaic or unreliable

system, from which the internal records may be of limited usefulness.

It is clear that internal accounting records and other operational data

may play a major role in a fraud investigation. But these records are by

no means exhaustive of what a fraud investigator may use during the

case. Many more resources are available, as discussed throughout the

rest of this chapter.
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Private Records

Bank Records

Bank records, including bank statements, canceled checks, and deposit

tickets are some of the most useful financial documents in a fraud inves-

tigation. Bank records are so valuable because they constitute proof of

what actually happened with the money, and the documentation is con-

sidered very reliable because it comes from an unaffiliated third party.

Whether in hardcopy or digital format, the bank documentation pro-

vides proof positive of how much was paid or received, and to whom it

was paid or from whom it was received. In cases in which a company’s

accounting records have been compromised, these source documents

are instrumental to reconstructing the finances and determining defini-

tively where the money went.

Bank documents in a case can create mountains of paper very

quickly. The larger the company, the larger the number of bank transac-

tions. Analyzing these documents is obviously time consuming but nec-

essary in cases in which the flow of money is being definitively traced.

In addition to the large volume of documents that can be produced by

banks, the examination of bank records includes some additional chal-

lenges. It may be difficult to identify all active bank accounts, especially

if someone suspected of being involved in the fraud has concealed the

existence of some accounts.

No database tracks all bank accounts in the name of a person or

company, so it is relatively easy to hide a bank account. To get bank

records, you have to know which banks to subpoena, and that informa-

tion is typically developed from clues found in the available documen-

tation or a tip from a party with insider knowledge. It is possible for an

attorney to send subpoenas to random banks, hoping to come across

bank accounts related to an investigation. In reality, however, that is not

very practical, so this strategy is not often used.

Bank documentation can be time consuming to analyze. Multiple

transfers between bank accounts can also muddy the waters when in-

vestigators are attempting to trace the flow of money. It is not uncommon
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for people engaged in fraud schemes to make multiple transfers of funds

between several accounts in order to conceal the true source or use of

funds. Despite the challenges, bank documents are so useful because

they provide proof of who or what company paid or received money.

That proof might include forged signatures or endorsements, or names

of fake companies or people. Even still, a check like that will contain

other clues that may help unravel things.

In late 2004, the Check 21 law took effect in the United States. This

law made it possible for banks to transfer money to and from one an-

other without presenting a physical check. Instead, banks can electroni-

cally transmit an image of the original check (referred to as a “substitute

check”). This law makes the image the legal equivalent of the actual

check, even in court proceedings. Initially, some people thought that this

law would make it more difficult for fraud investigators to do their jobs.

Many banks take images of the checks and destroy the actual checks.

Aren’t those checks integral to the fraud investigation? No. So long as an

image of the check exists, the fraud investigator’s work can still be done.

The widespread use of images over paper checks, however, has

made things a little less convenient for some fraud investigators. A bank

statement with actual canceled checks is easy to examine, as the investi-

gator can quickly page through a stack of checks and examine the backs

of checks as necessary. A bank statement with digital images may not be

so easy to examine. Some banks do not automatically include images of

the backs of checks, which are a critical component to fraud investiga-

tions. In this case, those images may need to be requested from the bank.

While there may be some small inconveniences as a result of not

having the actual checks, those have been outweighed by availability of

documentation from the banks. Companies no longer have to wait for

bank employees to research checks by hand and look for microfiche

copies of the checks, a process that was expensive and time consuming.

The increased use of technology means many banks are able to pro-

duce account documentation with a few clicks of a computer mouse.

That convenience is invaluable, and there is a higher level of accuracy,

because the investigator is not relying on a human to identify the checks

in question.
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Bank documentation can also include paperwork related to loans

and mortgages. The items could include valuable information about a

person’s or company’s financial situation, give clues about accounts at

other financial institutions, and help uncover inconsistencies in represen-

tations made by the party in question. Loan documents usually require

listings of assets and liabilities, with some detail required. This informa-

tion should be compared to financial statements or other documentation

related to assets and liabilities.

Do the numbers agree reasonably? If they do not, should this be

investigated further? Do there appear to be assets or liabilities that have

not been disclosed previously? Does this nondisclosure have any impli-

cations for the case? Does it appear that there has been an attempt to

hide any of this information?

This documentation can be invaluable in identifying real estate,

bank accounts, and investment accounts that might otherwise have gone

undiscovered. People or companies applying for loans usually want to

make their applications look as favorable as possible, and are likely to

include all assets on them. That provides a clear benefit to a fraud inves-

tigator, who often encounters people and companies that want to hide

as many assets as possible.

Investment Accounts

Records of investment account activity can serve many of the same

purposes that bank account records serve. Again, the problem exists

with individuals and companies having multiple accounts, potentially

with different brokers. The fraud investigator is going to rely on clues

developed when analyzing available documentation to find evidence of

other accounts.

Like a bank, an investment company can provide detailed account

records that will support the flow of funds in and out of the accounts.

Inexperienced fraudsters are not always as careful about their use of

investment accounts as they might be about bank accounts. They simply

do not realize sometimes that their investment account records can be

accessed in the same way bank records can.
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Tax Documentation

Tax records can be useful in a variety of different ways, depending

on the type of case you are working. In a case that involves verifying

sales or expenses for a company, the business income tax returns can

help you do so. Sometimes discrepancies are noted between financial

statements and tax returns, which can be troubling. Fraud investigators

often consider the tax returns to be the “official” numbers, as those were

signed and sent to the government as true and correct.

In cases involving the earnings of individuals, such as disability

insurance fraud, the personal income tax returns will help verify earnings

from year to year. They also help identify sources of income, which

could be important information for the investigation as a whole. There

may be clues about other investments or business ownership by the

target. Tax returns could also give an indication of the financial condition

of a person, potentially indicating a motive for fraud.

Sales tax records can be used to help verify monthly, quarterly, or

annual sales in a case in which sales levels are in question. A fraud

investigator may want to confirm a downturn in sales during a particular

period of time, or may be looking for information about sales trends

throughout the years. Sales tax records are very helpful in this regard,

especially if they are available on a monthly basis.

The distinct advantage of tax records is the ability to receive ver-

ification of the records from the taxing authorities. The subject of an

investigation may be responsible for producing tax returns to the in-

vestigator. How will the forensic accountant or fraud investigator know

whether those are authentic? They can verify the information on the

returns by contacting the tax agency directly and requesting verification,

either with the taxpayer’s consent or a court order.

Credit Reports

Consent is needed to obtain an individual’s credit report, but if an inves-

tigator is able to get it, a lot of useful information can be found within the

credit report. It will show current and previous employers, addresses,
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and credit accounts. It will give clues to the financial condition of the per-

son and will also identify related parties, such as a spouse or other per-

son holding a joint credit account. Real estate mortgages and auto loans

will be listed, providing clues about assets owned. Details about credit

cards held and balances over time will be part of the report. Bankrupt-

cies, tax liens, and judgments will also be a part of a credit report.

The reliability of credit reports is notoriously questionable, as the

credit reporting agencies are known for having a high instance of inac-

curacy in their records. Information found via a credit report should be

verified, if possible, from a secondary source of information. Ideally, the

fraud investigator should go directly to the creditor or another source of

records to verify any information on which the investigator will substan-

tially rely. The information on a credit report should not be considered

authoritative. Rather, it should be considered a good starting point for

finding information about a person.

Medical Records

In cases involving individuals and injury or illness, medical records may

be needed to support contentions about injuries or disability. Disability

insurance claims, personal injury lawsuits, and workers’ compensation

cases might all require the medical records of a person. Typically, the

insurance companies and attorneys have procedures in place to get

medical records, and the expert can access them if necessary.

In a financial fraud case, the details of the medical records are often

not relevant to the fraud investigator. The ultimate medical condition of

the subject of the investigation will usually be determined by an expert

in the medical field, and the fraud investigator will rely on that opinion

in conducting her or his work.

Sometimes the medical status is essentially irrelevant to the fraud

investigator. Often, a forensic accountant or fraud investigator is simply

asked to analyze the financial details of a situation. For example, the

investigator may be asked to render an opinion on whether a person’s

income increased or decreased over a particular period of time. The

fact that a decline in income may result from a medical situation is not
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a concern in this type of case. The question to be answered is only

whether the person’s income increased or decreased.

It is important to find out what type of consideration the client

wants the fraud investigator to give the medical records. Unless a fraud

investigator has medical expertise, the use of the medical records in

formulating an opinion on the numbers should likely be limited.

Specialized Records

Depending on the type of case the fraud investigator is working, spe-

cialized records should be obtained. For example, a personal injury case

may include a report by a vocational expert, giving an opinion about

future job opportunities for the injured person. A case of suspected ar-

son on a business property might include a report by an arson expert. A

breakup of business partners might include a valuation report completed

by an independent expert.

It is important to think creatively and ask a lot of questions to

determine whether there are any relevant pieces of information like this

available for inspection by the investigator. It is not the client’s job to

know what the fraud investigator needs to do her or his job. It is the

investigator’s responsibility to proactively seek out relevant information,

resources, and reports to support her or his conclusions.

Public Records

Many public records sources can be invaluable in a fraud investigation.

At first glance, some of them may not seem all that important, but the

investigator must recognize that small nuggets of information can be

pulled from a variety of sources and assembled in a way that signifi-

cantly benefits a case. It has never been easier for a fraud investigator

to tap into the wealth of knowledge contained in public records, espe-

cially as more of them become available online. They can be used to

locate people and property, value property, research the backgrounds

of individuals and companies, and verify information found from other

sources.
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Some government records, like income tax records, are private. Oth-

ers, like marriage records, real estate transfers, and business filings, are

public. It is important to be able to differentiate between public and

private records so that the investigator can actively seek out the records

that are legally publicly available.

Court Records

Civil and criminal court records are widely available on a local, state, and

federal level. More information is becoming accessible online, but most

jurisdictions limit their online information to general case information,

including parties, attorneys, dates of hearings and motions, and results

of the cases. To get the actual filings and documents, unsealed court

records must often be requested in person at courthouses across the

country. The federal court system does offer copies of filings online,

accessed through PACER (Public Access to Electronic Court Records) for

a minimal per-page charge.

It is always a good idea to contact the clerk of courts to see whether

records can be obtained without having to go to the courthouse, es-

pecially if it is in another city or state. Sometimes the clerk can send,

fax, or e-mail documents if proper payment arrangements are made and

the local rules allow for it. In areas in which records can be provided

only in-person, consider contacting a company that contracts out those

services so you are not forced to go there yourself.

Civil court records can help establish relationships between people

and companies, and can provide information on business operations and

financial conditions of individuals and companies. They might provide

clues to a person’s financial situation and potential troubles, such as

divorces, child support, judgments, repossessions, or foreclosures. These

kinds of cases can contain a wealth of personal and financial information

that might help shed light on your investigation. A history of lawsuits

could indicate something about a person’s past business and personal

relationships and patterns that may be material to an investigation.

It is important to search more than just an individual’s name or a

company’s name when researching civil court records. Search for records
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for related parties (relatives, friends, co-workers, known business asso-

ciates) to see whether there is anything found pertinent to your inves-

tigation. The most relevant information will likely be found in court

records tied directly to the person under investigation, but it never hurts

to check related parties.

Probate court records detail the happenings after a person dies and

assets are being divided, sometimes with a will and sometimes without a

will. The records that will be most useful in a fraud investigation concern

the distribution of assets, providing not only information about potential

financial issues, but also potential motives behind disputes between

people. These records may also contain information about relationships

between people and business entities.

Criminal court records are important to show the criminal history

of an individual. Offenses can range from traffic tickets and ordinance

violations to misdemeanors and felonies. It is not a good idea to draw

too many conclusions from the type of charge or even what the charge

was called. Details of situations and people involved can play a big

part in how an offense is charged and whether a plea is offered. It is

important to look at actual court documents to determine the details of

the situation if the information from the criminal records is going to play

a part in your investigation and conclusions.

Imagine how embarrassing it could be to draw a conclusion based

on what the charge was called, only to find out that the situation giving

rise to the charges was quite different from what you assumed. As an

example, there are many situations in which a defendant pleads guilty to

disorderly conduct. This ordinance violation or criminal charge is often

used by law enforcement as a catch-all when other more specific laws

do not address a situation or there are other circumstances that warrant

it. A fraud investigator can’t assume that the situation involved a brawl

or other physical altercation, when the fact remains that the situation

could be anything from a traffic accident to threatening phone calls.

Police reports and court records are critical in determining what actually

happened in a situation.

Bankruptcy court records will show all the creditors of an individual

or business and the amounts owed to them. Assets owned at the time

of the bankruptcy filing will also be listed, and sometimes substantial
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detail is included. These records aid in analyzing the financial status of

a person or company, and may also give clues to relationships between

businesses and people.

Other relevant court records that are increasingly more widely avail-

able on the Internet include tax court, naturalization court, and a variety

of hearing boards. When looking for unusual types of court records, do

not give up easily. There are so many court records available online,

although sometimes they are not easy to find. Search high and low be-

fore giving up. When searching online court records, be sure that you

are aware of what is and is not included in the database you are using.

Sometimes a particular type of case might be excluded from the online

records, and you may need to know that. There may also be a particular

jurisdiction not included in the records, or cases prior to a particular

date may not be available.

Also be careful when relying on court records gathered online.

Many websites have disclaimers about accuracy. Depending on how you

intend to use the records you find, it might be worthwhile to request

copies of the actual records from the court in order to verify what you

have found online. Do not assume just because a search has not turned

up any records that there are not any records for the person or business

in question. Consider the effect of misspellings or name changes, as well

as the possibility that errors in record keeping might prevent you from

finding certain records.

Arrest Records

The information provided in arrest records can be valuable, because it

can point to problems a person is having. It may also give information

about addresses, family, associates, vehicles, or other people, places,

and things involved in a situation. Arrest records are freely available

in person at police stations, but their availability online is very limited.

Many local newspapers publish arrest records, so that can be a secondary

source either in print or online.

It is important to note that law enforcement records like police

reports can contain errors and inaccuracies. A police report is an op-

portunity for a police officer to document what she or he saw, as well
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as what witnesses to a situation saw. That does not mean that the facts

will all be included in the report, or that everything in the report will

be accurate. Use the information in police reports and arrest records

carefully, and when possible, use court records to shed further light on

the facts of a situation.

Incarceration Records

State inmate records are available online in some states. For other states,

the records may be available through other means. The Federal Bureau

of Prisons has a searchable database that gives the status of past and

present inmates and their location, if still incarcerated. Incarceration

records can confirm the whereabouts of people during certain time

periods. It may also be necessary to verify their release from prison, as

compared to the sentence received in a case.

Sex Offender Databases

Most states have at least some sex offender database information online.

These records can help confirm addresses, convictions, and incarcera-

tion histories. Because of the sensitive nature of these situations, it is

advisable to verify details of convictions with actual court records if the

information is going to be relied on in a fraud investigation.

Vital Records

Included in vital records are birth certificates, death certificates, marriage

certificates, and divorce records. Not all states allow these records to

be completely public, so some access is restricted. If an investigator

can get access to them, she or he can find a wealth of information

inside.

Birth records can provide information about parents, their addresses,

their employment, the place of birth, and the delivering doctor. Death

certificates contain the cause of death, place of death, and next of kin,

and can point an investigator to probate filings, which may have a lot
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of financial and other information in them. Death can be confirmed via

the Social Security Death Index, which includes the name, date of birth,

place of issuance of Social Security Number, date of death, and last

residence.

Marriage records offer a bride’s maiden name, addresses of both

spouses, and information on witnesses. Divorce records may be main-

tained with vital records, or may be kept with civil court records. In

either case, they provide much information about the parties, children,

jobs, assets, liabilities, and possibly detailed histories about all of these.

Voter Records

Voter registration records can help you find someone, as voting records

are almost always public. States each have an agency that oversees

voting, and most also have a central point for voter data. Accessibility of

the records varies by state, but it is important to know that it is possible

to get the records in many places.

Corporate Records

States track registrations of corporations, partnerships, and limited lia-

bility companies (LLCs), usually in the Secretary of State’s office. Most

states collect registration information, including the name of the busi-

ness, the registered agent, and the address. Most states do not keep track

of details like owners or board of directors members, although a few

may gather this information and make it available either on paper or

over the Internet.

Businesses that are not organized as corporations, partnerships, or

LLCs may still need to register with a state or local government so that

there is a record of the business and its owners. These records can be

referred to as “doing business as” (DBA), assumed names, or fictitious

names filings.

Like other public records, the amount of information available online

about businesses is increasing, and many states make their databases

searchable by the general public.
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Real Estate Records

Property ownership and tax records can provide a wealth of information

about people, assets, and relationships. The records are typically divided

into two groups: property ownership records found at the recorder’s

office (also called register of deeds) and property tax records found at

the assessor’s office. Information contained in these records will include

ownership (past and present), sales price, legal description, buildings

on the property, value of the property, tax bills, and tax payment infor-

mation. There will also be information on mortgages on properties, as

the holder of a mortgage must file legal documents to protect its interest

in the property for which the mortgage is given.

There are lots of real estate records to be found online, but they are

not always the easiest to search. Often, you are not able to search by the

name of the owner. Rather, you can search only for a particular piece of

property and find the details on that parcel. It certainly does not make

things easy when an investigator is trying to find hidden property.

Uniform Commercial Code (UCC) Filings

UCC filings are recorded when businesses receive financing that is se-

cured by assets such as equipment, inventory, accounts receivable, fur-

niture, or fixtures. A mortgage is filed for financing related to real estate,

and a UCC filing is for financing linked to personal property. UCC fil-

ings are publicly available and are important to determine a company’s

lenders and who has rights to the company’s assets. These filings are

recorded at a county or state level (or possibly both), depending on

the state in which the filing occurred. UCC records are widely available

online.

Tax Liens

Although tax records are generally of a private nature, unpaid state

and federal taxes can become public. More states have been publishing

databases of tax “deadbeats,” often citing the individuals and businesses

who owe the most in overdue taxes.
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Liens against personal property or real estate for unpaid taxes are

public filings, and a lien can be filed for unpaid sales, income, with-

holding, unemployment, or personal property taxes. When a tax lien

is placed on property, the owner generally is not legally able to sell

or refinance the property without first satisfying the lien. Tax liens

provide valuable information about the financial health of a business

or individual. Clearly, significant unpaid taxes are a sign of financial

troubles.

The severity of the troubles may also be judged by the type of taxes

that are unpaid. Sales taxes and withholding taxes represent money

collected from others on behalf of the government, and are required

to be remitted fairly quickly. Nonpayment of those taxes sometimes

signals the most serious financial troubles because they are pursued

very aggressively by the government and carry with them significant

penalties and interest when unpaid.

Driver and Motor Vehicle Records

The availability of driver and motor vehicle records varies by state. Some

limit what can be accessed and who accesses it, and the keepers of the

records are becoming more selective about access. If an investigator is

able to access driver records, she or he will get information like name,

address, date of birth, driving history, license type, and restrictions. Mo-

tor vehicle records will include name, address, vehicle identification

number, and titleholder.

Academic Records

Colleges and universities regularly verify information about degrees

earned, both over the telephone and in writing. Typically, definitive

proof of a degree must be requested in writing.

Alumni directories or websites can provide more information about

an individual, including an address and employer. Some sites even allow

alumni to provide additional biographical data that can be informative

to the investigator. You may be surprised to see how much information

people are willing to provide to their alumni association, because they
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want their schoolmates to be aware of their life changes and career

accomplishments.

Professional Licensing

States require licensing for all kinds of professionals, including doctors,

hairstylists, private detectives, physical therapists, accountants, lawyers,

and many more. From these records, you can find information about a

person’s credentials and certifications, as well as possibly their employ-

ers, address, and disciplinary history.

Stock Ownership

The SEC maintains buy and sell information for stockholders with more

than a 10% interest in public companies. Stock ownership records are

also maintained for officers and directors of public companies. These

records are maintained in searchable databases, which might help the

investigator find out about significant ownership interests in any public

company. This is another tool used to link individuals and businesses to

one another.

Intellectual Property

The U.S. Patent and Trademark Office maintains a wealth of information

on copyrights, patents, and trademarks for which companies apply. This

information can give clues about a business and its operations, and

may also hint to some sort of value that the company has by way of

intellectual property.

Business and Industry Databases

Companies like Hoovers and Dun & Bradstreet have made a business

out of selling information about companies and the industries in which

they operate. Websites like theirs will often offer “teaser” information

about companies in an attempt to get a consumer to buy a full report

on a company.
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The databases can contain information about a company, its owners

and officers, compensation of executives, financial statements, key ratios

and metrics, and creditors. Do not avoid these resources just because

of the cost involved in getting the records. The amount of information

they have about companies is sometimes astounding, and even if there

is a fee involved in accessing the information, it is often well worth

the money. It would take an investigator hours to pull together what

one simple search and a reasonable fee on a site like this provides.

The Internet and Search Engines

The proliferation of online databases and the Internet in general has

had a major impact on the fraud investigator’s work. A person no longer

needs to physically go to a courthouse to get most records, as many

jurisdictions offer lots of information about cases online. Free tools like

simple search engines have made it infinitely easier to find information

on people and companies. Information that was likely thought of as

obscure and difficult to find a couple of decades ago is now right at the

fraud investigator’s fingertips.

For example, it is now easy to search thousands of newspapers

at once. Who would have thought that simple research like this might

give away the whereabouts of a fraudster on a particular date, link a

suspected fraudster with a politician, or document a thief’s participation

in an event?

Social networking sites add to the volume of information available

on the Internet. Users have been known to create detailed profiles,

which include information on friends, vital statistics, work and education

history, and many personal details. It is possible to see whom these

people have “connected” with on the various sites, which might provide

the investigator with valuable information about business and personal

relationships.

While the ability to find all kinds of information on the Internet has

helped fraud investigators, the ease of finding this information has in

some ways given clients greater expectations. The client knows what is

available on the Internet for the person who knows where to look, so

they are expecting more than ever from fraud investigators.
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The increased availability of information has also placed an addi-

tional burden on the fraud investigator: determining the accuracy and

validity of the information. It is important to determine whether informa-

tion is coming from legitimate, reliable sources. There are many sources

of bogus information on the Internet, and these sites often masquerade

as legitimate, reliable sources of information. There is so much propa-

ganda on the Internet, that it can sometimes be difficult to sort through

the information to determine what is legitimate. The job of verifying

information and sources of information should not be taken lightly. The

credibility of an investigator is on the line each time she or he relies on

a source.

Making the best use of records available on the Internet means being

aggressive in searching and seeking out information. Effectively using

search engines is an art unto itself, and a fraud investigator should work

on learning this art in order to find better, more useful search results.

Searches should not be limited to a person or company in question.

Search relatives, friends, neighbors, co-workers, and business associates

who might provide clues about a suspect or witness. Use alternative

spellings of names in the case that information was recorded with a mis-

spelling. Be sure to find out whether a suspect has a maiden name or

has otherwise changed her or his name legally or informally. Determine

whether the person has a nickname or abbreviated name that should

be searched. Look for variations in company names, from changes in

spellings, to use of acronyms, to changes in legal name. Seek out in-

formation on the names of divisions or operating entities related to the

company. Inquire about spin-off companies, separate companies that

exist only to service the company in question, and special-purpose en-

tities that might be important.

An Internet search for information on a business or person should

go beyond conventional search engines, too. Even the most comprehen-

sive search engines have indexed only a small fraction of the websites

available on the World Wide Web. Competent fraud investigators will

utilize lesser-known resources to expand their searches for relevant data

and evidence.
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CHAPTER 6
Investigative Techniques

The examination of physical evidence, such as documents, is of-

ten the heart of a fraud investigation. Paper records, such as bank

statements, canceled checks, written contracts, and real estate closing

documents, are typical examples of documents that will be integral to a

fraud investigation.

We have already discussed the proper way to handle and preserve

evidence (Chapter 3). The fraud investigator may also need to have the

documents authenticated, and experts in forged and counterfeit doc-

uments can help. Handwriting experts can confirm the authenticity of

signatures and determine whether writing has been altered. With the

help of technology, the origins of ink can be discovered, the type of

copy machine can be determined, and alterations or concealments on a

page can be revealed.

If the documents are accepted as authentic (or true and correct

copies of the originals), then the investigator jumps into examining them,

extracting the information necessary to do the investigation. The inves-

tigation is less about the pieces of paper themselves, and more about

the information those pieces of paper provide.

The proliferation of digital data and documents means that most

investigations will go far beyond pieces of paper. Fraud investigators

must be proficient with computerized records as well, and must be able

to work with them as skillfully as they might work with paper evidence.

93
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In this chapter, we will talk about some of the most basic techniques

for gathering and analyzing information in a fraud investigation. The

subsequent four chapters will focus more on specific areas of concern

in a fraud investigation, red flags that might tip off the investigator to a

problem, and techniques used to examine these things.

Corporate Background Checks

Verifying details about a company can go far beyond simply checking

the Secretary of State’s office for registration information. As we saw in

Chapter 5, a lot of information is available via public records and the

Internet. Fraud investigators need to be creative in looking for sources

of information about companies. There is an ever-expanding pool of

information available on the Internet, but it needs to be accessed and

used responsibly by verifying the accuracy and reliability of the sources

and the information.

Public companies usually have more information publicly available,

as the Securities and Exchange Commission (SEC) requires them to dis-

close information about the company, its operations, locations, board of

directors, financial statements, and financing agreements. Private com-

panies do not have nearly as much information available about them,

which is one advantage of being privately held. That does not mean,

however, that private companies cannot be thoroughly investigated.

They can, even when limited information is made available by the com-

pany. Many resources can help piece together information about the

company’s operations, ownership, management, and financial strength.

Individual Background Checks

Any seasoned investigator will tell you that the best background checks

are the ones done before a person is hired. It is often difficult to get

real information about applicants from previous employers because of

the potential for litigation. Even in states in which the laws protect

a former employer who provides truthful information about someone,
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many companies still fear litigation and are reluctant to provide negative

information about an applicant.

But whether or not a background check was done prior to hiring

an employee, a background check can still be a good investigative tool.

They are best performed by licensed private investigators who specialize

in background checks on individuals. They have the most experience

and typically the best access to important databases and other sources

of information.

A simple background check is easy for most fraud investigators

and forensic accountants to do. Just running a person’s name through

a standard database that details previous addresses, properties owned,

spouses, and the like isn’t hard to do. When you need a deeper back-

ground check that involves verifying credentials, examining prior busi-

ness interests, searching for court records, and the like, that is when the

professional background checkers should be called in.

Searching for Friends, Family, and Associates

One key in fraud investigations can be the identification of parties re-

lated to the person being investigated. Relationships such as these that

are kept secret are often undisclosed for special reasons. Take, for ex-

ample, a business owner who is making a claim for disability insurance

benefits. The insurance company looks for evidence that the claimant is

actually disabled, which will include both the medical cause as well as

the inability to perform job functions and earn a living.

Suppose that the business owner represents that since he will never

be able to work again, he has sold his business to someone, which is

proof that he will have no earnings. Under normal circumstances, this

might be completely legitimate. But what if it was later determined that

the business was actually sold to his brother-in-law? This small fact was

never disclosed by the claimant, even when asked about related-party

transactions. The concealment of the family relationship might be an

indicator that the sale of the business was not legitimately an arm’s-

length transaction. It is possible that the original owner sold to a related

party in order to protect his interest and to secretly continue to work
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and earn income, even after representing to the insurance company that

he could not work again.

The situation could potentially be completely legitimate, and the

sale might truly be a full disposition of the claimant’s interest in the

company. Yet the fact that the family relationship was concealed will

certainly raise questions. If there was nothing to hide, why wouldn’t the

claimant disclose the family ties?

There are many other ways that associates of someone under inves-

tigation can provide investigative leads. Consider an investigation of a

shell company scheme, in which it is found that the suspect’s next-door

neighbor is the registered agent of the shell company. That information

could be a vital tidbit that could go a long way toward proving the

fraud.

What about concealed relationships between employees at a com-

pany? There can be fraud risks when spouses, siblings, love interests,

or friends are employed at a company. The potential for collusion is al-

ways there, so these relationships should be eyed closely. They should

be examined even more carefully if the relationships were concealed,

especially if the company has a policy requiring disclosure of such

situations.

Surveillance

Depending on the type of case being investigated, surveillance of people

can be a particularly effective way of gathering information. Many states

require those who are engaging in surveillance to be licensed private

investigators, so it is important to make sure that you are following the

laws before you start watching people.

Surveillance in general means observing people, places, and move-

ments. It is common to videotape almost all surveillance these days,

but that is optional. An investigator could engage in surveillance and

just take notes or rely on her or his memory of the events. Videotaped

evidence is more difficult to refute, which is why it is so common to

capture these things on video.
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Stationary video cameras in the workplace are a common form of

surveillance, but employers have to be careful to also follow state laws

when monitoring employees. Monitoring e-mail, instant messages, and

other computer activities can be done legally as well, but a knowl-

edgeable attorney should be involved to help ensure compliance with

laws.

Digital Data Analysis

While the average consumer may think that the Information Age and

the existence of the Internet have made getting away with fraud easier,

that may not necessarily be the case. In some ways, it may be easier to

initiate a fraud. For example, it previously required someone’s signature

on a check to get money out of a bank account. Now, the proliferation

of electronic transfers may make it easier to get money out of the bank

account, especially if there is a lack of internal controls in a company.

Technology has changed the way fraud is committed, but it has also

created paper trails that often make it easier to detect and investigate a

fraud. Every digital transaction leaves behind a trail of digital evidence,

which a fraudster may not necessarily be able to dissociate herself or

himself from. Commercially available software has made it possible for

companies to analyze a huge amount of data in a very short period

of time, increasing the chances that unusual activity will be detected

quickly.

Software can offer companies two key advantages in monitoring

their systems and detecting fraud. One option is performing tests at

various intervals on data sets from the company’s accounting system

to detect anomalies or indicators of fraud. The software is designed

to detect some of the most common signs of errors and irregularities,

and companies can use the software on some or all of their trans-

actions on a planned or surprise basis. The second option is to use

software to continuously monitor a company’s accounting systems. The

software can help management detect control problems as they are oc-

curring, and also help potential frauds to be identified almost in real

time.
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Some of the things that software might identify as problems include:

� Unusually high number of transactions just below a certain level of

authority for a supervisor
� High number of manual disbursements
� Frequently occurring transactions in large, round-dollar amounts
� Unusual patterns for write-offs or adjustments
� Evidence of payment of duplicate invoices
� Recurring instances of partial payments by customers
� Identification of suspicious addresses when comparing data on em-

ployees, customers, and vendors
� Vendor billings in excess of budgeted amounts due to improper cod-

ing of payments
� Vendor price increases at a rate exceeding the rates of similar

vendors
� Changing purchasing patterns that suggest favoring a particular ven-

dor, which may not be in line with management’s approved purchas-

ing plan

The real advantage to data analysis with computer software is the

ability to examine large data sets in a short period of time. Depending

on the software used, there will be limitations, so analyzing the data

digitally will not be foolproof. There can be cases in which a fraudulent

payment to a vendor does not have any red flags that cause the software

to identify it as irregular. There can also be problems with flagged items,

in which tens of thousands of records are identified as irregular based

on the software’s criteria, and someone has to manually examine each

one.

It should also be clear that analysis of data using commercial soft-

ware is not the only piece of a fraud investigation. Once the software

identifies potential problems, the fraud investigator must fully investi-

gate each issue to determine whether there is evidence of fraud, or

whether the items identified are explained and supported by legitimate

documentation. Digital data analysis is a tool used to enhance fraud

investigations, but not a substitute for good investigative work.
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Computer Forensics

As mentioned in Chapter 3, a computer forensics expert can be of great

assistance during a fraud investigation. It is not uncommon for an em-

ployee who commits fraud to attempt to destroy or cover up computer-

ized data. Sometimes their methods are very crude and amount to noth-

ing more than hitting the delete key, without realizing that the document

is not really deleted. Other methods are more thought-out and effective.

A fraudster might install software designed to “wipe” a computer hard

drive of data, corrupt critical databases, or sabotage certain files if some-

one tries to access them. Those methods are often more effective, but

some can still be thwarted by a competent computer forensics person,

who may be able to salvage some useful data from the computer.

A computer forensics expert is typically well-versed in securing dig-

ital evidence to preserve it for future courtroom activity, as well as

recovering data that may have been accidentally or purposely deleted

or destroyed. Even when someone intends to delete files from a com-

puter, pieces of evidence may remain on that computer for a long time.

Harvesting these bits of data may be critical to a fraud investigation.

Interviewing Witnesses and Suspects

Any book on fraud investigations would not be complete if it did not

discuss the issue of conducting interviews in the course of an investi-

gation. Volumes have been written on this topic, and investigators can

even seek out certifications in interviewing techniques. This section of

the book is intended to be merely a brief look at interviewing. It will

cover some of the high points of interviewing, but not the details of the

techniques that may be used to elicit admissions from suspects.

Fraud investigators are continually in question-and-answer mode

when trying to understand a company, its operations, the players, and

the suspected fraud. Much of this is done informally, with an information

exchange between employees and investigators. A big part of interview-

ing involves having the right demeanor and body language. People who

are uninvolved in the fraud and are giving you information want to feel
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comfortable doing so, and they want to know that the investigator is

listening. That has to be accomplished while directing the discussions

so that time is not wasted on much unnecessary commentary. There

must be a focus on the items that will help solve the case.

The best interviewers are able to connect with those being inter-

viewed in a way that makes them want to help and provide information.

They have a way of guiding the discussion while listening to the person

giving information. They do not interrupt a lot, and even when they

need to focus the interviewee, they do it in a way that does not seem

like an interruption. Excellent interviewers have the ability to put the in-

terviewee at ease. They are professional in their demeanor, yet relaxed

enough that the interviewee feels comfortable sharing information.

Before going into a high-stakes interview, the fraud investigator

must plan the interview. Putting together an outline will help meet the

objectives and ensure that important information and questions are not

missed. The closer the interviewee is to the fraud, the more helpful it

is to have lots of information about the situation gathered before the

interview. So, for instance, if you are interviewing the main suspect,

you want to have the bulk of the investigation done so that you go in

knowing solid facts. It will be much harder for the suspect to fool you

if you have done this, because you already know a lot about the fraud

based on your work.

Do not try to pretend you are part of a television drama in which

you walk into the interview with little knowledge or evidence and trick

the suspect into a full confession. That does not usually happen in the

real world, which is why it is better to be armed with lots of facts before

conducting a critical interview.

If you are interviewing a potential accomplice or someone close

to the suspect because of her or his position in the company (e.g.,

the suspect’s personal assistant), you should have plenty of informa-

tion already uncovered. But you do not necessarily have to be done

(or almost done) with the fraud investigation. You will be looking to

this person to provide some background information to help you with

your investigation, so it makes sense that you still have work to do when

you go into this interview.
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The room in which the interview takes place should be private and

free from distractions. You do not want other employees looking in

windows or otherwise interrupting the interview. You do not want a

ringing phone to interrupt a critical line of questioning.

A few tips for questioning an employee:

� Interview only one person at a time. You do not want the answers of

one person to influence the responses of the other.
� Be cautious with note-taking activities. Some notes usually need to

be taken, especially on very technical issues. However, taking notes

can be a turn-off to the respondent, so the interviewer should limit

note-taking as much as possible.
� Use short, easy-to-understand questions. Avoid complex or compound

questions.
� Try to avoid a lot of “yes” and “no” questions. Open-ended questions

will help you gather more information.
� Allow the interviewee ample time to answer the question and ask her

or him to expound on incomplete answers.
� Encourage interviewees to provide a factual basis for their answers.

For example, you might ask, “Why do you think that’s what hap-

pened?” or “What did you see that led you to that conclusion?”

or “How do you know that he was the one who took the blank

checks?”
� Keep the interview on track and do not let the interviewee talk at

length about unrelated things. (Some do this to be evasive, while

others do this because they are nervous, and still others do it because

it is just their nature to ramble aimlessly.)
� Do not reveal too much evidence during the interview. You are there

to gather information, not provide a lot of information.
� Maintain control of the interview. You are in charge.

An interview can be divided into five parts: (1) introduction, (2)

information gathering, (3) assessment, (4) admission seeking, and (5)

closing. During the introduction, the interviewer tells the respondent

about the purpose of the interview and gets her or him to agree to
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cooperate. Put the person at ease and establish a rapport, which will

help you gather as much information as possible.

Avoid menacing titles like “fraud investigator” and simply say that

you are working to gather some information for an assignment. Remem-

ber that your body language will help set the tone for the interview,

so give the interviewee plenty of space, maintain open body positions

to indicate you are approachable, and use gestures (such as nodding

and leaning forward) that make it clear you are interested in what the

respondent has to say.

The information-gathering portion of the interview is focused on

gathering facts from the respondent. The fraud investigator might need

information about the accounting process, certain documents, employee

responsibilities, or specific workplace situations.

Questions asked could be:

� Closed. Questions of a closed nature require only a yes or no answer.

Examples: Are you responsible for making the bank deposits? Did you

work last week Monday? Do you understand the expense reporting

policies of this company?
� Open. These questions require a narrative response from the respon-

dent. It is preferable to use open questions, because they help gather

the most information and create an atmosphere that is conducive to

conversation. Examples: Could you explain the system for receiving

and recording customer payments on their accounts? Tell me why you

didn’t go straight to the bank on Friday when you left here with the

bank deposit? Can you explain how an employee’s expense report is

processed and approved?
� Leading. In a leading question, the interviewer essentially provides the

answer within the question. Examples: So you were on vacation that

week and did not see what happened to the records storage room? Is

it correct that after punching in yesterday, you went directly to Bill’s

office to get instructions from him on a new project?

One good way to work through the information and questions is to

go from the general to the more specific. Start with questions aimed at
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gathering general information about a department, the employees, and

the operations. Then, when a foundation has been established, begin to

ask more specific questions about who is involved with certain things

or what happened on certain days.

It is also helpful to begin the interview with questions that do not

cause a respondent to become defensive, hostile, or suspicious. The goal

of the interviewer is to put the respondent at ease to facilitate getting

as much information as possible. Even when interviewing the prime

suspect in the fraud, it is still appropriate to put her or him at ease to

create an atmosphere that encourages information exchange.

During the interview, you may utilize assessment questions to help

determine the respondent’s credibility. Many clues about deception can

come out during this line of questioning. The interviewer will want to

be familiar with the speech patterns, body language, and method of

answering questions. Courses or books on interviewing cover this infor-

mation at great length, and should be consulted by the fraud investigator

who wants to advance her or his level of interviewing skill.

Admission-seeking questions are part of advanced interviewing

skills. When you are reasonably certain of a respondent’s involvement in

a fraud, you may use these questions to either clear an innocent person

or get a guilty person to confess. When trying to get a guilty party to

confess, it should be clear that the interviewer already knows she or he

has committed the fraud. If the respondent thinks you are unsure, the

probability of a confession goes down significantly.

The interviewer might accuse the suspect of committing the fraud

and observe the reaction. Questions will arise like, “Why did you do

this?” The suspect may deny the fraud, but the interviewer should in-

terrupt the denials. The interviewer might move to reasoning with the

suspect, possibly showing some key pieces of evidence to prove that the

suspect is guilty. Only a limited amount of evidence should be shared.

Even though you may know that the person is guilty, do not expect

her or him to confess if you are intent on conveying that people who

commit fraud are bad. The admission will be much easier to get if you

help the respondent rationalize the behavior. Rationalization allows the

fraudster to not be a “bad person.” The suspect instead is portrayed
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during the interview as someone who had a logical reason for his or her

behavior.

The interviewer can offer the rationalization to the suspect, helping

to make the fraud acceptable in the respondent’s mind, and make it eas-

ier for the person to admit committing the fraud. Examples of common

rationalizations include financial problems, unfair treatment, inadequate

pay, family problems, on-the-job stress, revenge, a minor moral infrac-

tion, and a genuine need.

In closing the interview, you should confirm the information you

have gathered and clarify any issues that may be confusing. The inter-

viewer may also try to confirm a motive for the fraud, determine who

else was involved, and attempt to secure evidence. For example, you

may try to get the suspect to sign a release authorizing you to access

her or his bank records. Ask the interviewee whether there is any other

important information that she or he would like to share, and whether

there is anyone else you should talk to. Ask whether it is okay to talk

again if you need more information.

A few final tips for effective interviewing:

� Do not promise confidentiality. You cannot be sure in which direction

the investigation will go, and the respondent’s information could be

integral to future work. You cannot be sure what the client will ulti-

mately do with the information gathered during the investigation, so

it would be unfair to promise confidentiality.
� Do not negotiate with the interviewee. You are not in a position to

promise anything in exchange for information.
� Do not attempt to hold the respondent against her or his will. If the

interviewee wants to leave the interview, you can briefly try to talk

her or him out of it, but do not try to detain the person.

Confirmation with Customers and Vendors

Confirming account balances is a typical technique used during tra-

ditional financial statement audits. A similar technique can be used in

fraud investigations to confirm activity with customers and vendors. This
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is particularly useful when an employee is suspected of altering records,

stealing payments, or otherwise attempting to hide a theft.

If a customer or vendor is in collusion with an employee inside

the client’s company, the confirmation of account activity and balances

might not be terribly useful. But unless some evidence indicates collu-

sion, this simple investigative method can yield very useful information.

Data and documents coming from a third party can often be more

reliable than internal documents to which a suspect had access. Those

third-party documents are less likely to be altered or destroyed, making

them a key piece of an investigation.

In coming chapters, we will discuss specific red flags and analytical

procedures that may help an investigator detect suspicious customer

or vendor accounts. The process of confirming account activity will

help verify whether fraud may have occurred with these accounts. For

example, suppose an employee purposely causes a vendor account to

be paid $75,000, when the vendor has actually submitted an invoice

for $60,000 to the company. The employee then asks the vendor to

send the excess funds back to his attention. When the check for $15,000

arrives, the rogue employee steals it and cashes it for himself. He may

have adjusted the company’s records so that the original overpayment

appears instead to be a legitimate payment to the vendor.

If the fraud investigator attempts to confirm account activity with

the vendor, there is a pretty good chance that this fraud can come to

light. The vendor responds to the confirmation request with a printout

of the account activity for the year. The fraud investigator compares

the company’s records (which show a payment of $75,000) to the ven-

dor’s records (which show an invoice of $60,000, a payment received

of $75,000, and a refund of $15,000). The fraud investigator now has

evidence suggesting a fraud has occurred. Without the vendor confir-

mation, this information likely would not have come to light unless

someone else looked at the expense account and suspected the num-

bers were too high. Even then, there might not be any evidence to

support that suspicion, and the fraud could easily go undetected.

Confirmation is an old-fashioned method of investigating fraud, yet

its benefits are undeniable. It is easy to do and comes at a relatively low
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cost. It brings in third-party information, which has a greater level of

reliability, assuming the third parties are not involved in a fraud scheme

with the company’s employees. No special skills are required to carry

out the confirmation, and analysis of the results can be done by less

experienced fraud investigators.

Creativity and the Fraud Investigator

You probably do not normally think of fraud investigators as being cre-

ative, but that is simply not the case. The best investigators are creative.

Looking for ways to verify data or find clues about fraud involves think-

ing outside the normal parameters of business to come up with sources

and ideas.

Occasionally a reformed criminal with the uncanny ability to put

himself in the shoes of the suspect can make an excellent fraud in-

vestigator. He may ask himself, “How would I commit fraud in this

company?” One such fraud investigator is Barry Minkow of ZZZZ Best

Carpet Cleaning. He was one of the youngest people ever to take a

company public in the United States, and ended up being a very young

federal prison inmate because of the massive fraud he perpetrated via

ZZZZ Best.

Several years after his release from prison and successful integra-

tion back into society, he co-founded the Fraud Discovery Institute. The

company investigates fraud, and has literally uncovered hundreds of

millions of dollars of fraud and has assisted law enforcement in shutting

down these illegal investment schemes. Minkow’s success in investigat-

ing fraud is likely a result of his ability to think creatively and look for

unconventional ways to find evidence of fraud.

A look at all the potential sources of information in Chapter 5 makes

it clear that a fraud investigator has plenty of options for investigating a

suspected fraud. It all comes down to persistence in looking for ways to

tie together individuals and companies.
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CHAPTER 7
Investigation of Asset
Misappropriation Schemes

Asset misappropriation schemes are the most common fraud schemes

perpetrated against companies by their employees. The theft of

assets can be divided into three major categories:

1. Cash receipts schemes are designed to steal the money that is

coming into the company.

2. Cash disbursement schemes focus on theft of money that is going

out of the company or on fraudulently causing money to go out

of the company for the fraudster’s benefit.

3. Noncash schemes include the theft of valuables other than money

from the company.

This chapter starts the process of walking through the various fraud

schemes and how they occur, discussing the ways companies can de-

crease their exposure to these frauds, and illustrating fraud investigation

techniques that will uncover the various types of schemes.

107
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Cash Receipts Schemes

Skimming

Schemes that involve the skimming of money are very difficult to detect,

investigate, and ultimately prove. These types of schemes are carried out

before money is recorded in a company’s accounting system. Because

of this “off-book” nature of the crime, little or no trail is created for

investigators to follow.

Skimming happens at the point of entry of money into a business.

The gatekeeper who receives those funds is the most likely person to

steal the money. Typical jobs that might involve access to funds in this

way include bank teller, waitress, store cashier, salesperson, or medical

billing clerk. Hundreds of jobs could afford someone an opportunity to

skim funds from a company, but these common examples illustrate the

ease of theft but the difficulty of investigation.

Imagine a case involving a waiter or waitress who takes an order

from a customer, which includes an appetizer, a meal selection, and a

beverage. The customer receives all the food and pays for all the food,

but the server has not entered the appetizer into the cash register, and

instead pockets that part of the customer’s payment. This is a simple

example of how easy a skimming scheme can be carried out.

It is easy to see how this could happen. Instances like this are proba-

bly less common in restaurants that use computerized systems and have

good controls in place. A restaurant might require that the kitchen not

release any food that is not in the computer, with management actively

supervising employees to be sure that this rule is followed. That can

be a pretty effective control and would go a long way toward prevent-

ing skimming by waiters and waitresses. But what about a restaurant in

which no controls like this are in place? It would probably be fairly easy

for the servers to run a scam like this. How would anyone ever prove

it? Unless the waiter or waitress is caught in the middle of the act, how

could restaurant management later prove a theft of this nature? It would

be very difficult.

In a retail environment, an investigator will look for clues that skim-

ming might be occurring. Telltale signs from cash register data might

include excessive voided transactions or no-sale entries. These can be
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legitimate things that happen during an employee’s shift, or they can be

done to make it appear to the customer that the employee is ringing up

a sale, while she or he is really stealing the money. By comparing the

instance of these void or no-sale transactions between employees and

shifts, you may find one employee has an alarmingly high rate.

In an office setting, the process of skimming is usually a little more

difficult. Suppose a customer goes to the phone company and makes

a cash payment at the window, but does not bother with a receipt.

The cashier could easily take this money without entering anything into

the record-keeping system, thereby accomplishing a theft by skimming.

The customer has no proof of payment, and neither does the phone

company, because a receipt was not generated. However, this creates a

problem. If the customer’s account is not adjusted to reflect the payment

made, the customer will likely complain when the next bill is received

in the mail. So although the cashier was easily able to steal the money

before it was noted in the accounting system, a red flag of fraud will

likely be raised soon unless the customer’s records can be adjusted

soon.

The customer may be out of luck without a receipt, but too many

customer complaints like this would create a red flag that might alert

management to a fraud. Yet imagine how difficult an investigation would

be. There is literally no documentation related to the theft. Unless an

employee is caught in the act, a fraud may be very difficult to prove. This

type of situation emphasizes the need for segregation of duties to prevent

fraud in the workplace. If the processes of receiving payments and

recording payments in the accounting system are separated, the chance

of theft decreases dramatically. The cashier could steal the payment, but

if she or he has no ability to update account records to conceal the theft,

there is less chance the theft will occur.

Skimming schemes can be carried out in numerous ways, and de-

tecting and preventing them varies from industry to industry. No matter

what industry a company is within, it is important to develop surprise

audit procedures that would uncover a skimming scheme. If you were

going to steal money before it enters the accounting system, how would

you do it?
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If you managed a large apartment complex, maybe you would rent

out a couple of the apartments without filing the paperwork in the

office. You would collect the rent from those tenants but pocket it, with

the property owner never being the wiser. As a fraud investigator, it

may be your responsibility to brainstorm how a situation like this could

be prevented. How about a regular audit of the allegedly vacant units?

Someone who is not responsible for the money and doesn’t have a

chance to steal is required to verify vacancies and submit a report on

them. That report is then compared to rent collections and the total rent

expected from the property. The person in charge of collecting rent

could no longer secretly rent out an apartment and keep the proceeds,

because the other employee’s vacancy report would tip off the owner.

Because skimming is so difficult to detect and prove, companies

should rely heavily on preventive controls. If employees think they are

being actively monitored, they are less likely to steal. Effective tools in

the fight against skimming could include:

� Video cameras to monitor employee activities
� Active involvement of managers
� Involvement of customers by alerting them to the company’s policy

to issue a receipt for all transactions
� Segregation of duties to eliminate opportunities to cover theft
� Surprise audits or counts to deter fraud

So how would you investigate a case of alleged skimming if it is so

difficult to investigate things leaving little or no paper trail? Some ideas

include:

� Look for obviously altered or incorrect documentation.
� Examine accounts for irregular entries, especially high-volume, low-

balance accounts like miscellaneous, voids, cash over/short, write-offs,

returns, and the like.
� Look at accounts receivable aging reports to identify irregularities. Un-

usually old balances might be signs of skimming that wasn’t followed

by an adjustment to a customer’s account.
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� Use trend analysis to look for patterns in accounts. Are write-offs

increasing compared to account balances? Are discounts unusually

high? Is a particular employee recording more write-offs, refunds, or

discounts than the other employees?
� Use audit software that can quickly examine thousands of records to

look for irregularities in entries or balances. The irregularities might

include who is making entries, what accounts are used, or suspicious

dollar amounts.

Cash Larceny

In contrast to cash skimming schemes, larceny schemes involve the theft

of funds that are already recorded in a company’s accounting system.

This could include theft from a cash register (after all sales have been

recorded) or theft from a bank deposit. Because the funds have already

been recorded somewhere in the company’s accounting system, in or-

der to carry on a larceny scheme for a period of time, action must be

taken to conceal the theft. This might include something like entering a

false refund into the cash register, voiding a transaction, or booking an

adjustment in the accounting records.

Cases of larceny come to light when cash receipts fall short of what

is reflected in the accounting records. But if a case of larceny is being

covered up, what techniques might be used to find clues to its exis-

tence? Larceny can be detected by using techniques similar to those de-

tailed in the Skimming section. One common additional clue to larceny

is the destruction of business records. In skimming schemes, we saw

that the destruction of records probably is not necessary, because funds

are stolen before a paper trail is created on the company’s books and

records.

Larceny schemes are different, because they deal with theft of assets

that are already recorded in some way, so destruction of records could

be a viable option for covering the theft. Missing records could be a sign

of larceny, so any detection of missing documents should be investigated

further. The examination may conclude that something was misplaced

or inadvertently lost if it is an isolated incident. If the problem of missing

records is more widespread, it should be cause for concern.
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An analysis of a company’s accounting records with auditing soft-

ware could reveal some of the following red flags of larceny:

� High number of cash shortages for a particular employee, especially

when there are many instances of small discrepancies
� Unusually high number of void, credit, or adjusting transactions
� Unusually high instances of employee discounts or returns

Check Kiting

One old fraud scheme is check kiting, which involves writing and de-

positing checks back and forth between two or more bank accounts

owned by the company. The name of the game is “playing the float,”

or using the time between the day a check is deposited and the day it

actually clears the bank.

For example, an employee steals $5,000 from bank account B, but

wants to cover it up. He writes a check for $5,000 from account A, and

deposits it into account B. This covers the original theft, but the fraud

could quickly be discovered due to this unauthorized check written out

of account A, which must be covered up as well. A check for $7,000 is

then written from account B and deposited into account A. This ensures

that the original $5,000 check from account A will not bounce, and

adds $2,000 of phantom money to the scheme. The fraudster then has

to cover that check, so he writes a $10,000 check from account A, to

be deposited into account B. As the scheme goes on, the timing of the

deposits continues to be critical and the amounts of the kited checks

grow. The typical fraudster uses checks of larger amounts to increase

the amount of theft.

As electronic banking has become more widespread, the amount

of time for a deposit to clear has been decreased. This makes kiting

schemes much more difficult to pull off. A thief can no longer be assured

of having a couple of days to cover her or his tracks. It is quite likely

that deposit details will be transmitted electronically overnight, and that

is usually not enough time to allow a check kiting scheme to flourish.
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Check kiting schemes are usually very easily detected by examining

a company’s bank statements. It is clear that several checks going back

and forth between an organization’s bank accounts is cause for concern.

Many fraud investigators have seen kiting schemes that have generated

50 or 100 or more checks per month moving between accounts. These

situations could have been detected with a simple review of the bank

statements and canceled checks.

Disbursement Schemes

Devising and executing a cash disbursement scheme using expense

report theft, check tampering, fake vendors, shell companies, or pay-

and-return schemes is not difficult in a company with holes in its vendor

and accounts payable systems. All of these methods cause the same

end result: The victim company pays money to a party it should not

pay, because of a charge that did not benefit the business, products or

services that were never rendered, or an inflated charge.

Expense Report Theft

A very common asset misappropriation scheme is the theft of funds via

expense reports. Many employees find it is not too difficult to manipulate

the system in a way that inflates their reimbursement. Some employees

are blatant about their theft, double-expensing items or adding phony

tips or cash payments to their expense reports. Others are a bit sneakier

about it, stretching the limits of business-versus-personal expenses or

altering numbers on a receipt to increase a reimbursement.

Many companies do not strictly enforce ethical standards related

to expense report items because of the amount of time and effort it

takes to examine all the details of expense reports. There are two

basic ways to steal via expense reports: (1) misuse of the company

credit card and (2) false reporting of cash expenses on requests for

reimbursement.
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Common expense report theft schemes include:

� Claiming items that do not qualify under the reimbursement policy,

and concealing the true nature of the expenses to ensure they are

approved.
� Reporting multiple expenses just below the threshold requiring re-

ceipts. Many companies have a lower limit of $25 or $50, and all

expenses below these amounts are not required to be supported with

receipts. Employees can take advantage of this by inflating smaller ex-

penses just up to the receipt limit or by claiming completely fictitious

expenses that are also below the limit. Larger expenses may also be

split so as to avoid receipt requirements.
� Double expensing of items, often achieved by charging something

on the company-paid credit card, and then submitting the receipt

separately to obtain a cash reimbursement. Double expensing can

also occur when an employee has a duplicate receipt for a meal, and

submits that one after the original receipt was already reimbursed.
� Expensing personal items as if they were business expenses. This is

easily accomplished with purchases from an office supply store, as

those charges could be legitimate business items. Expensing personal

vacations as business trips is also a risk.
� Creating phony expense items to generate a cash reimbursement.

Expense report theft is often detected only through a detailed ex-

amination of reports, receipts, and other supporting documentation. It

may require access to company calendars to determine whether an em-

ployee worked on certain days or was traveling on company business.

An old-fashioned examination of the reports will require the detailing

of dates, amounts, and payees. It will be important to cross-check cash

reimbursements to any credit card charges paid directly by the company.

Travel charges must be checked to ensure that expenses paid directly

to a travel agency by the company are not expensed a second time. Does

the company have a policy against using a credit card for travel charges,

in favor of booking all accommodations through an approved travel

agency?
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Wide-scale examination of expense reports for many employees or

over extended periods of time is probably not practical. The details of

a specific case will help dictate the appropriate level of examination.

Ideally, an employee or small group of employees can be isolated for

examination of their expense reports. It is appropriate to conduct testing

on only a sample of expense reports. If this is done, it is important that

the particular expense reports or line items that are tested appear to

be representative of the employee’s expense activity. For example, if a

period of five years is under examination, it is going to be important to

make sure some expense reports are selected from each year, and that

the ones selected appear to reflect a “normal” amount of activity (rather

than selecting reports with unusually high or low activity).

If a certain time period is of particular interest, it is best to include

those expense reports as additional testing. For example, if you’re ex-

amining five years of data, but are aware of one three-month period

that is suspicious because of other information gathered in the case, the

investigator should select normal periods for testing from each of the

five years and then examine the expense reports for that three-month

period in addition.

Companies can reduce their exposure to expense report fraud by im-

plementing a system of predetermined expense allowances. They might

provide a set daily per diem for meals, as well as an additional fixed

cash allowance for incidentals. In this case, it is important to verify the

dates of travel and the adherence to the guidelines. Some companies

use computer software to monitor expense reports and look for unusual

activity. Clearly, results from that software should be carefully exam-

ined, and the expense reports in question should be investigated if this

is relevant to the current fraud examination.

Personal Purchases with Company Funds

A variation on expense report theft is directly purchasing goods or ser-

vices for personal use with company funds. Executing the fraud is sim-

ple. The employee just needs to get an invoice into the company’s system

and make it appear as if the goods or services were for the benefit of
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the company (even though they were not). Schemes like this are easier

when the employee uses a vendor that the company regularly uses and

pays. An invoice from a known vendor is likely to receive less scrutiny

than one from a vendor the company has never paid.

If a company has the same person in charge of authorizing purchases

and authorizing payments to vendors, this type of fraud is even easier.

There is no cross-checking of whether goods or services really benefited

the company. In contrast, if a purchasing agent has secured goods for

his personal use, that might be uncovered if another employee is in

charge of authorizing payment of invoices. When others are involved in

examining documentation, it is less likely that an employee will engage

in fraud. If she or he does try to commit a fraud, there is a greater chance

of it being discovered early.

Schemes of this type can be initiated in several different ways, in-

cluding:

� Falsifying purchase orders and signatures
� Exceeding authority in executing purchase orders
� Altering legitimate existing purchase orders

To detect a scheme using company funds for personal purchases,

the investigator should:

� Examine documentation for evidence of an unusual mix of items

purchased from a supplier, which could suggest some personal

purchases.
� Look for anomalies in the address to which products or services were

delivered.
� Be on the lookout for suspicious or altered documentation that might

be intended to conceal a theft.
� Search for unusual instances of missing documentation, which might

be a result of a fraudster destroying the proof of theft.

Register Disbursement Fraud

Employees can commit fraud via the cash register by engaging in

schemes to issue false refunds or by falsely voiding sales. False refunds,
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overstated refunds, or false void transactions are simple attempts at cov-

ering a cash theft from the register. If done successfully, the refund or

void will cover up money missing from the drawer, and at the end of

the shift, the register will balance.

In any case, there should be a well-defined procedure for processing

a refund or void, with proper supporting documentation required. For

example, a voided sale should require a copy of the original invoice

to be taken to prove that there was an actual sale to void. Inventory

on-hand should agree with the records following the void. Manager

approval of voids or refunds may also decrease this type of fraud.

Detecting register disbursement fraud can be done by employing

some of the following procedures:

� Notify customers that receipts should be issued for all transactions,

and that store management should be contacted if a receipt is not

received.
� Examine voids and refunds by employee, looking for unusually high

rates of voids or refunds for certain employees.
� Verify documentation in support of voids or refunds to determine

whether proper approval was secured.

Check Tampering Schemes

Check tampering is a scheme in which an employee alters or forges a

check for her or his own benefit, or intercepts and fraudulently converts

a check from the company to a third party. In both cases, the employee

is committing fraud via a disbursement scheme. A dishonest employee

can carry out a check tampering scheme in one of four ways: authorized

maker, forged maker, forged endorsement, or altered payee.

Authorized maker schemes are the most difficult check tampering

schemes to prevent and detect. In this type of fraud, an employee with

the proper authority to sign checks writes checks for her or his personal

benefit. Obviously, the difficulty lies in that the person creating and

signing checks has authority to do so, and therefore the checks will

likely not look unusual to the casual observer.



P1: OTA/XYZ P2: ABC
c07 JWBT031-Coenen November 23, 2008 13:39 Printer Name: Yet to Come

118 Investigation of Asset Misappropriation Schemes

It is easy to say that the way to prevent an authorized maker from

issuing checks for personal benefit is to restrict her or his access to blank

checks. That may help, but common sense says that the check signer is

a management member who may easily exert control over subordinates.

Those subordinates could be intimidated into making out checks for the

fraudster’s benefit, or into handing over blank checks. This illustrates

the importance of monitoring any controls that are put into place and

giving employees a way to report intimidation or suspicions of fraud.

Override of controls by management is one of the biggest fraud risks a

company can face; therefore, monitoring and enforcing them across the

board is necessary.

A forged maker scheme is carried out by forging the signature of the

person authorized to sign checks, either by signing the person’s name or

by using a signature stamp without approval. There are multiple ways to

forge signatures on a check, and technology has definitely helped with

this process.

Businesses must be aware that banks are not in a position to check

every signature on every check, so the skill of the fraudster does not

have to be high. Remember that it is the company’s responsibility to

examine the bank statements and canceled checks (or check images)

each month and immediately report suspicions of fraud to the bank.

Most of the time, if a check fraud is not reported within 30 to 60 days of

the closing date on the statement, the bank will assume no responsibility

for the fraud.

A forged endorsement occurs when a dishonest employee intercepts

a check to a vendor or other third party and converts the check by

signing the endorsement line. A forged endorsement can also occur if

a third party sends a check to the company, an employee intercepts it,

and the employee forges the company’s name on it. The endorsement

is not difficult to do, but negotiation of the check at a bank may cause a

problem. How does the thief get the bank to cash or deposit the check

in her or his account? It may take only a bank employee who is not

observant. If the bank teller is alert, the thief may need to establish

an account with an appropriate name so that the payee on the check

matches the name on the account.
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Sometimes the employee makes the negotiation of the check easier

by altering the payee. The thief intercepts a check and changes the payee

to her or his own name, or the name of another person or company.

Now there is no need to forge an endorsement, because the check can

be negotiated in the name of the altered payee. Common tricks used to

alter payees include using erasable ink in the original preparation of the

check, with the intent to alter it after management has approved and

signed it, using correction fluid or some other manual means to cover

the original payee and replace it, or having management sign a blank

check and then inserting an unintended payee.

Many check tampering schemes could be prevented with some basic

controls:

� Safeguard blank checks and monitor access to them.
� Restrict the access to signature stamps and check-signing machines,

and carefully monitor any use of them.
� Create rules for the custody of prepared checks that have not yet been

signed.
� Prohibit check signers from handling blank checks.
� Utilize the bank’s positive pay service, which will match checks known

to be written against the bank account each day against those that

were cashed. Discrepancies can be quickly identified.
� Separate the jobs of preparing and signing the checks so that one

employee cannot do both with no oversight.
� Never sign blank checks, which are too easily misappropriated.
� Consider requiring dual signatures for checks over a certain amount.
� Have reconciliation of bank statements done by someone who is not

involved in preparing, signing, or sending checks.

Some common ways to detect check tampering problems include:

� Look for out-of-sequence checks, which might indicate that someone

has accessed check stock and stolen checks out of order in an attempt

to conceal the theft.
� Examine checks payable to cash and manual disbursements.
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� Pay attention to complaints by vendors that they haven’t received

payments for their goods and services, suggesting that a check to

them may have been intercepted.
� Search for what appear to be duplicate payments, as one check could

have been stolen and the second issued to make up for it.
� Regularly examine canceled checks (or digital images of the checks)

to verify payees and endorsements, and compare them to information

recorded in the check register.

Shell Company Schemes

Fake vendor schemes, also called shell company schemes, defraud com-

panies by getting them to issue unearned payments to vendors. The fake

vendors issue invoices to the company for products or services never

delivered or provided, and if the company’s controls over vendors and

accounts payable are weak, it might be quite easy to receive a payment

for those invoices.

It is often easy to get payment in this manner when the company is

involved with a large or lengthy project, one with inadequate controls

over the finances. Imagine a company engaged in a large computer con-

version, which requires several consultants to provide custom program-

ming and data migration services. Might it be easy for a fake company

to be started, invoices to be issued related to the computer project, and

to have them successfully make it through the accounts payable system?

Unfortunately, the answer for some companies is “yes.”

The person in a company who approves invoices for payment is

at risk for approving fraudulent invoices. That is why the company

needs to have additional controls in place to make sure that a fake

vendor is not paid. One basic step is to prohibit payment of invoices

to any company not on the “approved vendor list.” The person actually

approving invoices should not be able to add or delete names from

the approved vendor list. By separating these two functions, the risk of

fraud is reduced. Even if the person approving payment could get an

invoice into the system, payment could not be approved or issued if the

vendor was not on the list.
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A shell company scheme could also insert an intermediary into a

company’s transaction in order to overcharge the company and keep

the profits. Suppose Jones & Co. has an agreement with Vector Corp.

to pay $1.20 for each part it buys. The purchasing manager at Jones

realizes that prices for that part frequently go up and down, and that

management is not diligent in scrutinizing how much was actually paid.

The purchasing manager creates an entity on his own called Smith Inc.,

which will now be the supplier of the part to Jones.

Smith actually pays $1.20 for the part from Vector, but sells it to

Jones for $1.25 each. The purchasing manager and his shell company,

Smith, have added no value to Vector. They have merely caused Vector

to pay $0.05 more than it should for each part it needs. Imagine if

Vector is ordering hundreds of thousands of those parts at a time. The

losses could mount quickly. This is the simplest example of what a shell

company pass-through scheme looks like. In reality, there may often

be several interconnected shell companies all used in conjunction to

defraud another company.

It is easy to see how such a scheme can be successful. Companies are

buying thousands of different materials and parts to make their products

or perform their services. The prices of those inputs might frequently

change, and companies rely on their purchasing managers to provide

honest services and get them the best possible prices for those inputs.

Detecting Billing Schemes

A billing scheme like check tampering or a shell company scheme could

be detected with some of the following techniques:

� Analyze disbursements, looking for many large, round amounts, or

amounts falling just below a threshold that requires additional ap-

proval for payment.
� Look for unusually large expenses, unexplained variances in expenses

between years, or expenses that exceed budgeted amounts. Billing

schemes may inflate expenses enough to cause one or all of these

comparisons to yield questionable results.
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� Examine the financial statements for variances in expenses that should

track predictably with revenue. Cost of goods sold is a popular account

in which to conceal theft via billing schemes because of the high level

of activity in this account. If the account varies significantly from

expected values when compared to revenue, however, this might

indicate a billing scheme.
� Cross-check addresses of employees and vendors, looking for exact

matches or close matches.
� Compare vendor addresses to mail drop address databases to check

for businesses that may not have a legitimate location.
� Examine invoices for suspicious data. Are invoice numbers consec-

utive, such that it looks like the vendor is issuing invoices only to

your company? Is there suspiciously little detail on the invoices? Are

there obvious typos? Is basic company information like phone or fax

number missing?
� Verify ownership of vendors that are suspected shell companies. While

many fraudsters will use fictitious names to disguise the ownership

of the shell companies, sometimes real names are used and can offer

clues in cases of suspected fraud.
� Look for signs of legitimate business for the purported vendor. Are they

in the phone book? Do they have a website? Is there evidence of other

customers? Do they exist as far as anyone else knows?
� Collusion between employees will make such schemes much more dif-

ficult to detect. Normal checks and balances that are carried out by

multiple employees may be thwarted if those employees decide to

team up to commit fraud.

Verification of the validity of a vendor is not terribly difficult. One

of the easiest ways to find out whether a vendor really exists to do

legitimate business is by simply checking the phone book. Legitimate

vendors are typically listed in the white and yellow pages, and this

is made easier by online white- and yellow-page listings. Look for a

business registration with the city, county, or state. Find out whether the

vendor is incorporated, who is listed as the registered agent, or whether
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a DBA filing (“doing business as”) has been made. Check court records

for any evidence of the existence of a real company.

Consider contacting companies in the same industry as the company

for whom you are investigating to find out whether they have knowledge

of the vendor or have done business with the vendor. Simple procedures

like visiting the address on file or using an online service to see a map

of the area, or possibly even zoom in for a street-level view of what is

at the address on file, can provide important information.

Vendors might also be verified through a service like Dun &

Bradstreet (D&B), which maintains business credit history information.

Access to their records is available for a fee, and a history of doing

business with other companies will help verify that the vendor in ques-

tion is a bona fide company. The absence of a credit history with D&B

should not necessarily be considered proof that a vendor is phony, how-

ever. Many small businesses simply have never established an account

with D&B, as their business may not need one. It is important to use

the absence of a credit profile in conjunction with all other available

information to determine the legitimacy of a vendor.

Pay-and-Return Schemes

Establishing a shell company to overbill one’s employer is risky, and

involves some work in order to minimize the chance of discovery. One

alternative to a shell company is a pay-and-return scheme, in which an

employee causes a legitimate vendor to be overpaid for products or

services rendered. The employee might alter the invoice to cause the

company to pay more than is really owed, or create a scheme to double

pay legitimate invoices, or cause a vendor to be paid when an invoice

has not even been submitted by the vendor.

In any case, a legitimate vendor ends up with more money than it

should have. The employee then arranges for the vendor to return the

excess funds to the company. The returned money is intercepted by the

dishonest employee, who keeps the money for her or his own benefit.

You can see how easy it could be to get away with a scheme like this.
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The vendor is legitimate and probably has no reason to suspect that

its returned payments are being intercepted. Personnel at that company

probably accept that mistakes occur occasionally, and they are not trou-

bled by the fact that their company was overpaid. They are all too happy

to correct the error by returning the money.

If the employee committing the fraud is careful enough, the victim

company will probably never suspect that invoices are being altered or

fraudulently entered into the accounting system. As long as the employee

does not get too greedy and cause expenses in certain accounts to get

too far out of a normal range, no one will suspect a fraud.

Although these examples all assume that the vendor is not an ac-

complice to the fraud, this type of scheme can also be carried out with

a vendor who actively participates in the fraud. In this type of case,

the vendor would likely return payment to the employee, who would

agree to split the proceeds with the dishonest vendor. This could be

considered a type of kickback scheme, discussed in more detail in the

next chapter.

Prevention of these schemes can best be accomplished by segre-

gating the functions of purchasing products and services from vendors,

authorizing payments to vendors, and distributing payments. Vendors

should be instructed on the “official” way to return overpayments to

the company, and should be advised to contact management if asked

to return payment in any other way. Incoming mail should never be

delivered directly to an employee involved in accounting functions. A

separate employee (or the mailroom) should receive and inspect all

mail in order that any payments coming in the door can be immediately

recorded.

A pay-and-return scheme could be detected with some of these

techniques:

� Analyze disbursements, looking for unusually high disbursements to

specific vendors.
� Look for duplicate invoice numbers or invoice numbers that occur out

of sequence, which could indicate a manipulation of invoices by an

employee.
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� Search for duplicate dollar amounts, which could suggest the double

payment of an invoice.
� Examine variances in expenses between years and between budget

and actual, which might uncover unusually high disbursements.

Payroll Fraud

Inflating hours worked, benefits earned, or pay rates are some of the

most common and straightforward ways of committing payroll fraud.

Manual timekeeping obviously creates more risks for overstatement of

hours worked. Computerized timekeeping systems make manipulation

more difficult, although not impossible.

Paid leave time is ripe for abuse, because so many companies simply

do not have procedures in place to prevent employees from taking time

off but getting paid regular wages for that time, instead of using their

sick leave or vacation time. It is not uncommon for employees to use

paid leave during a week but then get paid overtime hours later in

the week, even if their actual work hours haven’t exceeded 40 hours.

Controls should be in place to flag these instances and prevent them.

In a properly controlled environment, a supervisor would be re-

quired to sign off manually or electronically on the hours worked by

employees. Failure to verify the hours or weaknesses in the sign-off pro-

cess allows fraud to occur at this point in the payroll function. It is, of

course, possible for a supervisor to collude with an employee to inflate

her or his payroll. It is harder to detect a fraud in which employees

are colluding, especially when a management member is involved. The

parties to the fraud are going to jointly cover up for each other, and

that will make many frauds difficult to find. Random checks by people

outside of the payroll or supervisory function may help cut down on

collusion. If the supervisor knows that auditors are going to periodically

test the records and look for irregularities, she or he may be less likely

to engage in fraud.

Ghost employees are an age-old type of internal fraud, in which a

perpetrator has a nonexistent employee receive a paycheck from the

company. The ghost employee might be a real person who cashes the
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check at her or his bank with no problems, or the ghost employee could

be a fictitious person altogether, requiring a little more work in order to

cash the paycheck.

In theory, it should be difficult to issue a paycheck to someone

who is not an employee. In an environment with good controls, an

employee could not be added to the accounting system without proper

documentation and authorization by one or more levels of management.

These controls are aimed at determining that the company has hired a

real person, for an authorized position, at a proper pay rate, and in the

proper department. However, not all companies follow such procedures

to verify the existence of the employee and the job. In many cases, it

is relatively easy for a payroll processor to add someone to the payroll,

and as long as the amounts do not get too large, it can go undetected

for a long time.

Ghost employees could be detected at the point of payment if a

company had the right procedures in place. Requiring direct deposit of

payroll checks discourages ghost employees, because it creates a veri-

fiable paper trail that is often easier to trace than with paper checks.

If a company is insistent on using paper checks, it is advisable to

make employees receive checks in person, to reduce the risk that

a fake employee could receive a check. Payroll records and person-

nel records should be maintained by different people or departments.

The personnel department should verify any changes to payroll, and

new hires should be verified through reference checks and background

checks.

Commission and bonus schemes are centered around inflating sales

figures so that compensation that is based on company revenue is also

increased. By creating fictitious sales or by causing sales to be recorded

early, an employee can receive higher pay. Commissions are often paid

as a percentage of sales, and bonuses can be calculated in a similar

fashion, although sometimes they are also based on whether a certain

threshold is passed.

The detection of payroll fraud schemes will largely be based on a

detailed examination of records to determine whether hours and pay
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rates are being properly recorded and paid. Other procedures that can

help detect payroll schemes include:

� Examine payroll records in detail to verify the existence of employees.
� Look for missing data in payroll records, such as missing social security

numbers or addresses, which could indicate ghost employees.
� Search for employees with unusually low income tax withholding,

suggesting the potential for a ghost employee with a scheme to make

the net paycheck as high as possible.
� Examine and verify all pay rate changes for the year.
� Look for anomalies in overtime pay, specifically looking for employ-

ees who have unusually high overtime compared to others or as a

percentage of base pay.
� Conduct occasional audits of paychecks, including both leave pay and

overtime pay, looking for instances of improper overtime pay.
� Compare budgeted payroll to actual, looking for unusual variances.
� Examine commissions and bonuses paid as a percentage of revenue,

looking for unusual variations.
� Inspect aged receivables by salesperson or other commissioned em-

ployee, to determine whether old unpaid balances are more frequently

related to one or two employees.
� Review uncollectible accounts receivable to determine whether any

of the sales may have been fictitious and related to a payroll scheme.
� Look for unusual spikes in sales for certain regions, salespeople, or

product lines, which could be related to a payroll fraud scheme.

Payroll Tax Theft

One common way to cover a theft of money from a company is by

stealing payroll tax deposits. A company is expecting money to go out

a couple of times per month for federal and state payroll taxes, so it is

not too hard for a fraudster to cut himself a check for a like amount,

but then not remit funds to the taxing authorities. Sometimes payroll
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tax theft schemes are more elaborate, and they take some sleuthing to

unravel. Likely scenarios include:

� Overpay the regular payroll tax deposits, and at the end of the year,

the fraudster includes that overpayment as payroll taxes withheld on

her or his own W-2, and gets the overpaid amounts refunded to herself

or himself.
� Remit payments to the government, but have them applied to the

fraudster’s personal account as estimated income tax payments. Man-

agement still sees the payments clearing with the IRS or state, but the

business never gets credit for the amounts.

Often, the employee ensures that the payroll tax forms are filed, but

no payments are made. This is risky, however. Once the IRS becomes

aware that payroll taxes are due, notices may be mailed to the business,

and the perpetrator risks discovery. If the employee instead fails to

file the payroll tax return while also not sending in payment, there

is no telling how this will affect the chances of discovery by the IRS.

Sometimes the business immediately receives a notice that the returns

have not been filed. Other times, the company slips through the cracks,

and notices aren’t sent by the IRS for months or years.

The simplest way for a business owner or executive to see whether

payroll taxes are being paid is by examining original bank documents. If

the taxes are paid via electronic funds transfer, then a look at the bank

statement should confirm that the government really got the money.

If payments are made by check, then examining canceled checks or

digital images of checks directly from the bank should help confirm

the payments. When fraud is suspected regarding payroll taxes, it is

imperative to take the next step and contact the Internal Revenue Service

and the state taxing authorities to get official information about what has

been reported and paid.

No matter how the fraud was perpetrated, it is important to get

information from the taxing authorities about payments made, so the

company can quickly determine whether there are amounts outstand-

ing. Interest and penalties mount quickly on unpaid payroll taxes, and
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although the IRS may negotiate in the case of an employee theft, the

company should pay amounts due as quickly as possible to decrease

its financial exposure. The best way for a company to protect its pay-

roll taxes is to use a reputable payroll service to prepare all payroll

and associated taxes. The opportunity for theft of payroll tax deposits is

significantly decreased this way.

Noncash Schemes

Equipment and Inventory Thefts

The theft of physical company property is not necessarily difficult to

get away with, and many people are surprised to learn that schemes

to steal equipment or inventory do not often involve a lot of covering

up. Part of the reason such a theft may be so easy is that equipment

and inventory normally are moved throughout the company’s building

during a workday. Who is going to realize that items are being moved

so they can be stolen?

The other reason it is so easy to steal these items is because man-

agement trusts its employees, and in order to do their jobs, they need

access to these things. Items of greater value are often locked away or

closely monitored, and the employees with access to them are generally

highly trusted. Often no one suspects that they would ever steal. Items

can also be shipped to fake customers so that items appear to be leaving

the company legitimately. Asset transfers between plant and warehouse

locations also offer the opportunity to conceal theft.

The theft of raw materials or finished goods is sometimes not hard

to cover, especially if a company has poor inventory tracking systems.

If management has no idea how much of a particular item is supposed

to be on hand, logically there is no real way to prove theft of that item.

Preventing the theft of equipment or inventory requires good record

keeping and regular verification. Taking regular inventory counts will

help reduce the amount of theft, because would-be thieves know that

someone is watching. Restricting access to areas holding valuable as-

sets is important, and computerized systems (with barcodes or keycard
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access) can track who is accessing these areas. Security cameras and

security guards can also help prevent asset thefts.

The following procedures can detect inventory or equipment thefts:

� Count and reconcile items on hand to the inventory and equipment

records.
� Look for unusually high or low inventory balances, as well as negative

balances, because theft of these items can be the root cause of unusual

balances in the accounting records.
� Carefully scrutinize inventory adjustments, which might be used to

conceal theft.
� Examine unusually high instances of write-offs or adjustments to cus-

tomer balances, which could be related to a theft of outgoing items.
� Determine whether customer complaints related to nonreceipt of

goods allegedly shipped are a result of theft of outgoing items.
� Look for alteration of shipping and receiving documentation that may

be used to cover a theft.
� Examine discrepancies between invoices and receiving documenta-

tion to determine whether there was a theft of items received.
� Review old accounts receivable balances to determine whether they

could be related to a theft of outgoing inventory or equipment.
� Examine records related to restricted area access.

Misuse of Assets

Employees use company resources for their personal benefit on a reg-

ular basis, and some of it is sanctioned by the employer. Things like

using computers and Internet access, “borrowing” office supplies, mak-

ing copies, utilizing long distance telephone service, and using company

equipment are often overlooked. The typical use of these items is minor

and therefore not really worthy of investigating.

The use of company assets is a privilege that can be easily abused

by employees, and companies should create clear guidelines about ac-

ceptable use. When the monetary value of the use of the assets becomes

significant, employers are more likely to crack down. One common way
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to abuse company assets is by using them for an employee’s “side ven-

ture.” This could be relatively minor and include occasional computer

or telephone use, or it could be very serious, to include things like using

company vehicles and equipment.

Maybe the most vulnerable company asset when it comes to an

employee’s independent business venture is the employee’s time. What

happens if the employee is suddenly spending hours on a telephone

or computer solely to conduct business for the side venture? And what

happens if the employee’s business conflicts with the interests of the

employer, whereby they end up competing for business? Companies

can and should have policies in place about these types of conflicts

of interest, but they may still occur. Management should be wary of

sanctioning employee use of company assets, because it can become

difficult to draw a line between acceptable and unacceptable use.

Detecting the misuse of company assets is really dependent on the

active monitoring of employees and the company’s systems. Regular

enforcement of the company’s policies relative to employee use of com-

pany assets will tend to decrease the instance of misuse and, accordingly,

monitoring efforts can probably be reduced as well.
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CHAPTER 8
Investigation of Financial
Statement Fraud

The manipulation of a company’s financial statements does not occur

as often as asset misappropriation schemes like payroll fraud, check

kiting, or inventory theft. However, financial statement fraud schemes

are much more costly than other types of fraud. Some may wonder

what the losses in a financial statement fraud could be. After all, the

employees involved are just manipulating numbers on paper, but there

is really no harm to anyone, right? Wrong.

Financial statement fraud is so expensive because its effects are far-

reaching. Just a few of the many effects of financial statement fraud

include:

� Bank offers a loan that is riskier than it believed.
� Stock price becomes inflated.
� Company pays higher bonuses than it should.
� Executives issued more stock options than they deserve.

Banks can be stuck with bad loans they never would have made

if they knew the true financial situation of the company. Investors buy

stock they might not otherwise have bought. Employees get bonuses

and perks that are higher than they should be, and the company has a

lower ability to pay those bonuses based on the true numbers.

133



P1: OTA/XYZ P2: ABC
c08 JWBT031-Coenen November 23, 2008 13:45 Printer Name: Yet to Come

134 Investigation of Financial Statement Fraud

When a financial statement fraud is finally uncovered, millions or

billions of dollars stand to be lost by interested parties. Investors want

their money back. Banks call loans. Customers stop doing business with

the company. Employees lose jobs because of reduced revenue. The

outlook of the company looks worse, and all of these negative effects

snowball until, many times, the company is put out of business.

Companies that are likely candidates for financial statement fraud,

sometimes referred to as earnings management, are ones that appear

to be doing significantly better than other companies in their industry.

There is always an industry leader, and there is always a possibility

that a particular company has a much more efficient operation than

competitors. But more often, industry conditions affect all the players

in a similar fashion. A company that has jumped ahead of all others

in the industry with a much higher level of profits can be engaged in

financial statement fraud. The better the financial results are compared

to the bulk of the companies in the industry, the more skeptically the

financial statements should be viewed.

This chapter examines the broad categories of financial statement

fraud schemes, red flags that investigators should be looking for, and

investigative techniques to ferret out the fraud.

Revenue Overstatement

The first and most common way that financial statement fraud is carried

out is through revenue overstatement. The easiest way to improve the

apparent financial condition of a company is by fraudulently inflating

revenue. Companies can do this by:

� Booking fictitious sales
� Holding the books open at the end of a period
� Recognizing legitimate sales early
� Shipping items not ordered by customers and booking the sales
� Booking revenue before it has been earned on projects in progress
� Recording sales for items produced but not yet shipped, or only par-

tially shipped
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� Booking sales but delaying shipment to customers (bill-and-hold

schemes)
� Not properly recording allowances for returned goods

Revenue overstatement is detected by examining revenue patterns

and looking for irregularities. Unusual changes in cost of goods sold

might signal a problem, as companies that book fictitious revenue do

not always book corresponding expenses. Revenue overstatement may

also be suspected when a company has consistent cash flow problems,

even in light of apparently increasing sales and profits.

One irregularity that may not often be considered as such is a sus-

piciously constant increase in sales or profits from period to period.

Remember that especially for public companies, there is a high expec-

tation that revenues will grow by a certain percentage, and that profits

will increase accordingly. Executives know the “acceptable” parameters

for their numbers. Anything outside those ranges will raise questions.

So it is not a stretch to believe that revenue and expenses could be

manipulated to conform with those expectations.

For example, I examined the financial statements and related notes

for a public company that sells a specific type of clothing. The financial

statements showed extremely stable gross profits as a percentage of rev-

enue. Yet the notes to the financial statements indicated that the business

was suffering because of significant increases in the cost of materials.

Therefore, it would make sense that the gross profit percentage might

be negatively affected, unless the company could raise the retail pricing

enough to cover the cost increases. Independent evidence suggested

that retail prices were not up, bringing into question the accuracy of

the profit-and-loss statement and raising the possibility that the numbers

were manipulated.

This situation illustrates a common occurrence in cases of financial

statement fraud: The face of the financial statements appears reasonable.

The fraud is discovered only once facts are cross-checked with the num-

bers and outside evidence is compared with management’s assertions.

Other indicators of fraudulent manipulation of revenue include: ex-

istence of unusual ratios related to inventory or accounts receivable,
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rebooking receivables so unpaid amounts related to phony sales do not

look so old, or recording large write-offs shortly after the close of a

period. An internal report (a tip from an employee) of revenue manip-

ulation may be necessary in order for auditors or other professionals to

become aware of the fraud, as schemes to manipulate revenue are often

carefully crafted and covered up.

If a revenue overstatement is suspected, the following procedures

can be used to investigate:

� Examine the books for adjusting entries, especially toward the end of

an accounting period, that increase revenue.
� Look for “on-top” accounting entries that were booked after the

close of the accounting period and changed the financial statement

numbers.
� Examine documentation to determine whether sales toward the end

of an accounting period were legitimate. This is often referred to as

cut-off testing by auditors.
� Search for transactions toward the end of an accounting period that

cause the company’s results to barely meet or exceed budgets, pro-

jections, or Wall Street’s expectations.
� Compare purchase orders to invoices to see whether a customer issued

a purchase order after a sale was booked. The purchase order could

be proof that a sale was booked before the items were even ordered

by the customer.
� Analyze write-offs and returns in later accounting periods to see

whether earlier sales may have been improperly recorded.
� Look for altered documentation that may indicate backdating of sales

documents.
� Check post-closing shipping documentation to determine when goods

were actually delivered to customers.
� Use date-stamped and time-stamped evidence like e-mails, faxes, and

accounting system entries to try to determine when agreements were

made, contracts were signed, and sales were actually made.
� Compare commissions paid to sales booked. Management is not eager

to pay commission on fictitious revenue.
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� Examine payments of invoices to determine whether payment lags

on sales booked toward the end of an accounting period. Delayed

payment may suggest the sale was not really made until later.
� Independently confirm sales dates and amounts with customers.
� Independently confirm accounts receivable balances with customers.
� Examine what appear to be partial payments on accounts, which could

suggest inflated invoices used to manipulate revenues. The customer

clearly would pay only what is legitimately owed, making it appear

as if there has been only partial payment.

Channel Stuffing

Channel stuffing (also known as loading in some industries) is a par-

ticular type of revenue manipulation in which companies offer large

discounts, extended payment terms, liberal return policies, or other un-

usual incentives to encourage customers to buy products earlier than

they otherwise would. This harms the company in two ways: It means

the sales are far less valuable because of the concessions made, and it

also means that sales in future periods will be hurt, because customers

are presumably purchasing now what they would have bought later.

At times, this practice may be a legitimate strategic initiative through

which the company attempts to secure sales that could possibly go to

competitors if they waited. This strategy may also be employed if the

company wants customers to stock up for seasonal needs. It might also

be part of a marketing strategy for the brand or an attempt to make a

big move among competitors. But if the channel stuffing is a legitimate

strategic initiative, the company will disclose it along with the impact it

may have on future sales. There are no rules against offering customers

incentives to buy, but it is necessary for management to disclose these

incentives when they are likely to have a large negative impact on

future periods. When channel stuffing is actively concealed, it is cause

for concern.

Undisclosed channel stuffing is done when management is desper-

ate to boost revenue in a particular period. One common reason is the

inflation of revenue to make the company look more attractive to a
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potential buyer. The risk here is obvious: The buyer purchases the com-

pany based on revenue numbers it probably considers normal, only to

find out after the close of the purchase that not only were the revenues

not normal, but there is going to be a huge drop in revenue in future

periods because of the channel stuffing.

One widely known case involving channel stuffing was Sunbeam

Corp., under the direction of turnaround specialist Al Dunlap (known to

many as Chainsaw Al). The Securities and Exchange Commission (SEC)

charged former officers of Sunbeam with “a fraudulent scheme to create

the illusion of a successful restructuring of Sunbeam and thus facilitate

a sale of the Company at an inflated price.” Part of the scheme was

accelerating sales that would have occurred in later periods, without

disclosing that future sales would suffer as a result of this.1

Signs of channel stuffing include increased revenue and shipments

toward the end of a period or irregularities with inventory storage, bal-

ances, and reserves. Cost of goods sold may rise as a percentage of rev-

enue during the time when channel stuffing is happening. Methods of in-

vestigating channel stuffing are similar to investigating the other types of

revenue manipulation already discussed in this chapter, with a focus on

determining whether special pricing or special terms applied to the sales.

Round-Tripping

Round-tripping is another method of fraudulently inflating revenues.

The concept is pretty simple, although the execution may be complex.

Companies round-trip by recording transactions that have no economic

benefits but help inflate revenue. Quite simply, the company recognizes

revenue and an offsetting expense. The net effect on the profit-and-loss

statement is zero, but the scheme is employed to increase the top line

for a company whose financial statement users demand ever-increasing

revenue.

This practice has been common in energy trading and telecommu-

nications. Companies have resources to sell, and they find buyers who

turn around and sell those resources right back to the original company.
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Each company, in effect, increases its revenues but has an expense of

a similar amount. This results in no net profit to either company, but

each company receives the benefit of a higher top line. This obviously

differs from a normal business transaction, in which each company in-

dependently decides to purchase products or services from the other

without this swapping. There is a clear intent in setting up a round-trip

arrangement, and that intent to fraudulently inflate sales figures is the

problem.

Indicators of round-tripping include an unusually complex structure

for a sale, difficulty in tracing funds that should be received or paid in

conjunction with a transaction, and missing or concealed details about

the true rights and obligations of each party to a transaction. This type

of fraud is investigated using the procedures explained in the revenue

overstatement section of this chapter, with a special focus on examining

documentation related to the revenue and expenses that will confirm

that funds were not exchanged or that the transaction did not include

a normal independent purchase on the part of either party. The most

common round-tripping schemes happen between companies in similar

lines of business, so transactions between these companies should be

scrutinized more closely.

Asset Overstatement

Enhancing the balance sheet is a common financial statement scheme,

and asset overstatement is one part of it. Increased assets make financial

ratios look better and generally make a company look stronger and more

attractive.

Improper valuation of investments can fraudulently inflate a com-

pany’s assets. The risk generally lies in classifying the investments cor-

rectly. They can be classified as trading, held to maturity, or available

for sale. Each of these classifications requires a different value to be

shown on the balance sheet. Management may be unwilling to record

a write-down for unrealized losses, and may therefore try to misclas-

sify an investment to avoid that. The classification may also change if

management is interested in recording a gain.
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It is popular to overstate accounts receivable, especially since bank

lending decisions are often heavily influenced by the strength of a com-

pany’s assets. Inventory is another area of the balance sheet that is

ripe for fraud, because it is so easy to get away with. Inflating inven-

tory also has a positive impact on profits, making it even more de-

sirable. If inventory is overstated, cost of goods sold is understated,

and therefore profit is overstated. Schemes to inflate inventory val-

ues include overstatement of quantities on hand, overstatement of

the value of inventory items, and improper capitalization of costs to

inventory.

Overstatement of the quantity of inventory on hand involves re-

porting more items on hand than are actually there. The false journal

entries may be supported by phony shipping and receiving documents

and invoices, and possibly by empty boxes stored in a warehouse. It

is common knowledge that outside auditors perform a limited number

of tests on inventory, so inflating the value of inventory on hand is

not all that difficult. Auditors typically inspect the inventory at only a

small number of locations, even if a company has many warehouses.

Their inspections are often incomplete. Even if their inspections meet

the professional standards to which auditors must adhere, there is still a

relatively small amount of verification of inventory done.

Sam Antar is the former CFO of Crazy Eddie who pleaded guilty to

federal charges of fraud in the securities case that blossomed out of a

massive fraud and the eventual bankruptcy of the electronics retailer.

His tales of fooling the auditors in charge of verifying inventory are

legendary, and they include “helping” the auditors with test counts,

making changes to audit work papers that were left relatively unsecured

at the Crazy Eddie offices at night, and fabricating paperwork to support

the inventory valuation.

It is easy to see how auditors could be fooled by phony documen-

tation or empty boxes in a warehouse, which cannot all be examined.

Signs that an inventory fraud might be in progress include:

� Inventory at locations at which access is restricted, denied, or other-

wise impossible
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� Increases in inventory at locations company management knows will

not be subject to physical examination by auditors
� Insufficient or nonexistent documentation to prove the existence of

inventory
� Unusual patterns of shipping and receiving, especially ones that re-

sult in large increases of inventory toward the end of the accounting

period
� Excessive movement of inventory between company locations with

insufficient recordkeeping
� Large differences in inventory test counts
� Unusually large quantities of high-value items on the books
� Reversing entries booked to inventory accounts shortly after the close

of an accounting period

Fraudulent inventory counts can happen many different ways, and it

is not necessarily difficult for management to succeed with one of these

schemes. Fraudulent inventory valuations are even harder for auditors

and investigators to find and prove. It is difficult to prove that a company

did not write-off obsolete inventory or did not create a proper reserve

for inventory with a reduced value. Red flags of inventory valuation

schemes include low or nonexistent inventory reserves, few write-offs

of obsolete inventory, and the apparent ownership of similar items of

inventory from year-to-year without any write-offs or allowances.

The more progressive an industry is, the bigger this issue may be.

For example, the technology surrounding personal computers changes

quickly. It stands to reason that a manufacturer of computers might

regularly have write-offs or write-downs due to the quick changes in

the industry. If there were no such adjustments to inventory values, it

would seem suspicious.

Improper capitalization of costs to inventory is a process by which

costs such as sales, administrative, advertising, and other costs are not

expensed but are booked to the inventory cost. This creates two prob-

lems: The inventory balance is overstated on the balance sheet, and ex-

penses are understated on the profit-and-loss statement. It is important

to examine what costs a company is charging to inventory, and make
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sure that they are adding to the inventory balance only the amounts

directly related to producing that inventory.

Recording nonexistent fixed assets can inflate a balance sheet and

is desirable because it increases an asset class that may be borrowed

against. Fixed asset values are also propped up when a company records

less depreciation in a period than it should.

When fraud related to fixed assets is suspected, the investigator

should:

� Examine fixed asset records looking for a legitimate business purpose

for the items.
� Physically inspect fixed assets to verify their existence.
� Look for assets that might need to be written down or written off.
� Verify the cost on the books with purchase documentation.
� Examine depreciation for evidence of using inappropriate lives or

methods.

Assets with impaired values should be written down, and this applies

not only to fixed assets, but also to other assets like goodwill, trademarks,

patents, and other intangible assets. These are undeniably difficult ma-

nipulations to detect, because often the process of valuing such assets

is complex and involves judgment on the part of management.

In general, investigators looking for evidence of asset overstatement

should:

� Examine adjusting entries, especially toward the end of an accounting

period, that increase assets.
� Look at periods following the accounting period in question to see

whether reversing entries are recorded, suggesting that the original

accounting treatment was improper.
� Look for entries of large, round numbers that may suggest manipula-

tion of financial statements, especially when such transactions occur

toward the end of an accounting period.
� Look for trends in asset balances and unusual items that fall outside

normal trends.
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� Trace assets back to supporting documentation to verify their exis-

tence and cost.
� Examine skeptically any capitalization of items other than fixed assets,

looking for a motive to reduce current period expenses. Do not accept

explanations at face value, and instead demand authoritative guidance

that proves such capitalization is acceptable.
� Be suspicious of altered or missing documentation, particularly

when it relates to accounts or transactions that are already deemed

questionable.

Liability and Expense Understatement

Lowering a company’s liabilities and expenses creates an obvious and

immediate improvement to the financial statements. The lower the com-

pany’s debt, the stronger its financial position and the better the financial

ratios look. One simple tactic to reduce the liabilities on the books is to

make an adjusting entry lowering liabilities and increasing equity.

Liability and expense accounts are easily manipulated, and often this

fraud is more difficult to detect than revenue or asset overstatement. An

investigator looking at revenues and assets is examining what is already

there, to determine whether it should have been excluded during the

accounting period. In contrast, an investigator examining liabilities and

expenses is trying to find something that should have been recorded but

is not there. She or he is searching for something that may or may not

exist, and there may be no real proof one way or another.

Imagine asking management to provide supporting documentation

for items like this: The investigator sees a $1 million sale toward the

end of the year that looks suspicious and asks management to pro-

vide documentation related to the sale. Management could refuse to

provide the documentation or say that it does not exist, which would

cause the sale to appear even more suspicious. Alternatively, manage-

ment could provide the documentation and the investigator could inde-

pendently determine whether the sale is legitimate.

In contrast, how does the investigator examine the liabilities and

expenses? Suppose the fraud investigator believes that an additional $2
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million of expenses should have been recorded during the accounting

period. There are indicators that accounts payable are unusually low, so

the investigator asks management to provide documentation of the addi-

tional expenses. Management says, “There are no additional expenses.”

Now what? How does the investigator even begin to look into some-

thing like that when she or he cannot yet prove its existence? The

difficulty in investigating cases of suspected liability or expense under-

statement is clear. It is not impossible, however, and in this chapter we

will talk about some of the ways those suspicions can be confirmed.

Understating accounts payable can occur by not recording invoices

from vendors in the proper period. This could be accomplished by

closing a period early on the payable side, preventing employees from

entering additional accounts payable into the accounting system, even

though items should have been recorded.

In a similar way, management could understate accrued liabilities

like wages, benefits, and property taxes to avoid booking an expense

and to reduce liabilities. To find evidence of understatement of accounts

payable or accruals, the investigator should look for unusual patterns in

recording payables and accruals. Of particular concern is a low level

being recorded at the end of a period, followed by higher than normal

amounts shortly after the close of that period.

One of the key procedures that is most effective in detecting un-

recorded accounts payable or accrued liabilities is the examination of

periods after the one in question. By examining what was paid after an

accounting period closed, the investigator may come upon items that

should have been recorded earlier. Traditional auditors also use this

technique during annual financial statement audits to find unrecorded

expenses or liabilities, and they refer to this as cut-off testing. Be aware,

however, that the volume of testing in this area by traditional auditors

may be low, and a fraud investigator should do sufficient testing to

substantiate liabilities and expenses.

Management may also favor capitalizing expenses instead of prop-

erly expensing them. This means an increased profit, and it also inflates

assets. One option is capitalizing expenses to costs of inventory, dis-

cussed earlier. But in general, it is common to see capitalization of
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expenses to fixed assets. One reason this is done is because it is so easy

to conceal. Fixed asset balances are often large, especially in manufac-

turing companies that own buildings and significant equipment.

There are common arguments used when trying to defend capital-

ization of expenses, namely that these costs are “investments” that are

intended to benefit future periods. In the minds of managers trying to

justify financial statement manipulation, they may argue that it is most

appropriate to match the future revenue that will be realized from these

“investments” with the expenses. Management’s solution is to defer the

expenses to future periods, but this argument does not usually meet the

requirements of the accounting rules.

A company often does not capitalize large amounts all at once,

because large amounts might draw the scrutiny of auditors, and these

flimsy arguments may have to be used. Instead, management will likely

start capitalizing smaller amounts, which have a good chance of going

unnoticed. But if this goes on for any period of time, the capitalized

total can be huge.

This type of fraud was carried out at WorldCom. Management was

purchasing companies rapidly and was quickly increasing its expenses

related to providing telecommunications services. Revenue was not

keeping up with the costs, so executives came up with the idea of capi-

talizing “line costs.” When this practice was detected by internal auditors,

management argued that since the telephone lines were not generating

revenue now, they were an investment. When the lines started generat-

ing revenue in the future, expenses could be charged against them, and

the revenue and expenses would be properly matched. This was clearly

a violation of accounting rules and part of what led to the uncovering of

an $11 billion fraud at WorldCom and the company’s ultimate demise.

Unearned revenue is an important liability account, as it often rep-

resents the fact that a company has received money or value from a

customer but has not performed its obligations to the customer. The

liability is shown on the balance sheet to signify that the company still

has an obligation to someone. Failing to record such a liability is essen-

tially the same thing as recognizing revenue early, which was discussed

earlier in this chapter.
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Moving liabilities between long-term and current liabilities is a tactic

aimed at improving financial ratios and adjusting the financial statements

depending on the configuration of liabilities that is most preferable at the

time. Ordinary consumers might not consider this a true fraud, so long

as the company has recognized all liabilities on the financial statements.

But in fact, intentionally misclassifying those liabilities between current

and long-term is a fraud.

Failure to record liabilities, such as warranty reserves, service obli-

gations, or contingent liabilities (such as the money that likely will be

lost due to a lawsuit), is an obvious risk. Management might suggest that

these items cannot be recorded because there is not a reasonable possi-

bility of loss or the potential loss amount cannot be estimated properly.

Often these are obvious tactics used to avoid recognizing liabilities.

To detect liability and expense understatement:

� Examine payables and debts to look for balances that appear too low.
� Analyze adjusting entries at the end of a period to determine whether

all accruals have been made, or whether there were last-minute ad-

justments that appear to enhance the financial statements.
� Look for unusually low expenses, especially cost of goods sold (as

those often have a predictable relationship to revenue).
� Examine accounts related to purchase discounts, write-offs, or other

adjustments, which could signal an attempt to lower liabilities.
� Analyze expense accounts related to payroll, benefits, rent, property

taxes, interest on loans, and the like to determine whether they are

unusually low, potentially signaling a failure to record all accruals.
� Look for significant assets purchased without corresponding debts

recorded.
� Determine whether lease liabilities have been recorded in accordance

with lease contracts.
� Examine documents in support of revenues, such as contracts or sales

agreements, to determine whether revenues are being recognized be-

fore they have really been earned.
� Analyze warranty and service claims histories to determine whether

current accruals are reasonable compared to historical figures.
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� Look for evidence of warranty or product liability issues that may

require accruals. Such evidence might be found online or in news-

papers, as defects or problems with products are sometimes reported

there.
� Skeptically examine pension liabilities to determine whether proper

amounts have been expensed.
� Examine invoices from outside counsel to identify matters that may

give rise to contingent liabilities.
� Search court records for evidence of legal cases, insurance claims, mat-

ters with the SEC, or issues with auditors that may require recording

contingent liabilities.
� Be on the lookout for documentation that is obviously altered or

curiously missing.
� Analyze entries and account balances after the close of the period

in question, to determine whether there are unusual adjustments or

higher-than-normal expenses that might indicate items that should

have been recorded earlier.

Evidence of understatement of liabilities or expenses is often analyt-

ical in nature. The analysis of such items requires significant judgment,

and documentary evidence of this type of fraud is difficult to obtain.

That should not deter a fraud investigator, however, because the risk of

financial statement fraud using these methods is high.

Reserve Manipulation

Companies are required to book reserves for a variety of things, in-

cluding accounts receivable, sales returns, warranties, inventory obso-

lescence, litigation reserves, and more. Some of the biggest reserves

may be booked when a company is discontinuing a line of business or

otherwise restructuring. Creating a reserve requires a great deal of judg-

ment by management. They must create a proper balance in the reserve

account based on what they think will happen in the future. Auditors

rely on management to calculate reserves fairly, but only time will tell

whether their estimates were correct.
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Manipulation of reserves is a common financial statement fraud, and

often it is not detected. Accountants often refer to reserves as a “cookie

jar,” into which management can occasionally dip. If a reserve is too

low, expenses in the current period will be understated, and earnings

will be inflated. In the future, the company will have to recognize higher

expenses to make up for the inadequate reserves.

The flipside of the reserve problem is booking larger reserves than

are necessary. If the company is having an exceptionally good quarter

or year, the company may be able to afford to book a higher reserve.

Then in later periods, if profits are suffering, it can reverse some of those

reserves to prop up earnings.

Detection of reserve manipulation is extremely difficult. An investi-

gator could look at actual expenses in later periods and compare them

to the original reserves. However, that does not necessarily mean the

original reserves were right or wrong. The reserves could be completely

reasonable on the date they were calculated, but down the road more in-

formation may become available or things may change, and the reserve

will be impacted.

Misrepresentation or Omission of Information

The notes and disclosures included with financial statements can be

misrepresented, inadequate, or nonexistent. This type of fraud impacts

the financial statement user’s ability to fully evaluate the numbers. It

is difficult to detect, however, because these disclosures do not directly

impact the financial statements and cannot be discovered with analytical

procedures performed on the numbers.

Typical misrepresentations or failures to disclose include:

� Pending litigation or government investigation (e.g., an inquiry or

investigation by the SEC or the Food and Drug Administration)
� Potential product liability or significant warranty issues
� Significant events such as changes in product offerings or services,

or downturns in the market demand for a company’s products

or services
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� Obsolescence of technology being used by the company, especially

if the company has historically relied on that technology to drive

revenue
� Decline in the market value of significant investments held by the

company
� Changes in accounting rules or their applications that may mean num-

bers between accounting periods are no longer comparable
� Existence of related party transactions or agreements that may not

have been negotiated at arm’s length
� Events occurring after the close of an accounting period (subsequent

events) that might have a material impact on the opinions of financial

statement users

The best way to identify misleading, inaccurate, or incomplete dis-

closures is to compare the disclosures with the financial statements and

determine whether the story fits. Look for inconsistencies between what

is said in the notes and what is shown in the financial statements. If there

is reason to believe that management is not being candid, or that the ac-

counting rules are not being followed, or your intuition says other things

are not right, a more in-depth examination of the financial statements is

likely warranted.

Improper Recording of Mergers and Acquisitions

Improperly recording the amounts attributable to mergers or acquisitions

or improperly classifying amounts from these transactions is yet another

way to manipulate a company’s financial statements. Such manipulations

may be made in an attempt to inflate asset values (e.g., record market

value instead of book value) or lower periodic expenses related to the

transaction (e.g., assign an asset class that offers a longer depreciation

period).

Reserves created during the acquisition process can be manipulated

as well. The issue of reserve manipulation was discussed earlier in this

chapter, and the application here is the same. Companies may set up

reserves at the time of acquisition to account for some costs that will
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be incurred during the process of integrating the two companies. There

could be anticipated losses related to discontinuing a particular product,

selling off a certain unwanted segment of the business, or elimination

of redundant jobs.

If an insufficient reserve is booked, future periods could be neg-

atively affected when expenses are incurred. Management could also

purposely book a reserve that is too large, with the intent of using

the excess reserves to smooth earnings in future periods. Users of the

financial statements might not object to large reserves, because they are

often accepting of the fact that costs come along with acquisitions. Man-

agement knows this and might use the opportunity to book a little extra

and save it for later when profits from regular operations fall short.

Off-Balance-Sheet Items

Companies might attempt to use off-balance-sheet financing to avoid

recognizing certain items on their financial statements. Special-purpose

entities can be used to legitimately meet an economic objective or trans-

fer risk from the company to the outside entity. They cannot be used

just to hide things that otherwise would be required to be reported on

a company’s financial statements.

The best example of the abuse of special-purpose entities is the

case of Enron. These vehicles can be used legitimately, but the area is

ripe for abuse if management insists on covering up a poor financial

position or enhancing a good financial position. That is exactly what

Enron executives did. They hid liabilities in the special-purpose entities

and used them to make large, undisclosed payments to related parties.

These acts eventually contributed to the downfall of Enron.

How is fraud via off-balance-sheet items to be detected by a fraud

investigator? It is very difficult. Management often goes to great pains to

hide the existence of these entities when they are being used to facilitate

financial statement fraud. An investigator will likely have to rely on an

insider tip about such entities, or may otherwise come across a tiny clue

about their existence.
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A fraud investigator should stay on the lookout for changing busi-

ness relationships or disappearing debt. Why has one of the company’s

major customers appeared to have changed the way they do business

with the company? Why has there been a significant change in the

amount of business they do with the company? Why have certain lia-

bilities been wiped off the balance sheet? Why are debts disappearing,

even though increasing operations would normally mean that additional

debt is required?

Accounting Involves Judgment and Estimates

One of the most challenging parts of putting together accurate financial

statements involves the use of estimates. So many variables go into these

estimates, and the process is not one-dimensional. Complex calculations

involving estimates far into the future are involved, and it is often difficult

to challenge the validity of the calculations or assumptions.

Take, for example, an account like warranty reserves. This balance

sheet line item is only an estimate of what management thinks will have

to be paid out in the future for warranty claims. Because it involves the

future, it stands to reason that the number is only an estimate. Many

variables could affect the estimate, and who is to say how heavily each

variable should be weighted? It could involve current sales volume,

past rates of warranty claims, changes in products that may increase

or decrease future claim rates, the legal environment of the company’s

industry, changing government regulations, and more.

Complicating the process of estimating financial statement line items

is the fact that these items almost never stop moving. As business is con-

tinuously moving and changing, the financial statement estimates are

changing as well. Because these items involve the judgment of manage-

ment and seem to be a moving target, how can an investigator deter-

mine whether a line item was fraudulently manipulated? This is a difficult

question to answer, and the answer involves judgment as well.

One measure of the reasonableness of an estimate may be the actual

financial results long after the financial statement date. A comparison will
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show how well management estimated the item. Yet even if the estimate

and the actual result are far apart, that does not necessarily mean a fraud

occurred. The estimate has to be analyzed in light of the information

that was known at the time the estimate was made. An examination of

the financial statements, then, must focus on whether the numbers were

objectively reported. Earnings management—the act of manipulating the

numbers to present financial statements that conform to management’s

desired numbers—is ultimately difficult to prove.

Earnings Management

Financial statement fraud sometimes is referred to by the less-menacing

phrase of earnings management. Apparently, if we use nicer-sounding

words, the crime is not as bad. And in the minds of many, earnings

management really is not fraud, anyway. But that is not true. When

management is trying to “manage” earnings, it means they are manip-

ulating the financial statements to achieve some predetermined result.

There is no denying that this is financial statement fraud.

Investigators should not let a renaming of financial statement fraud

deter them in their work. It appears that public company investors and

government regulators will tolerate a certain level of earnings manage-

ment before action is taken. That is not the concern of the fraud inves-

tigator. If you are asked to investigate an instance of fraud, and your

analysis reveals financial statement fraud, it is your job to report it. No

“acceptable” level of financial statement fraud really exists in the world

of fraud examiners. Either fraud has occurred or it has not. The job of

the fraud investigator is to report those facts objectively.

Note

1. SEC Press Release 2001-49, May 15, 2001, www.sec.gov/news/press/
2001-49.txt.
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CHAPTER 9
Investigation of Corruption
Schemes

In general, corruption schemes include bribery, kickbacks, extortion,

and conflicts of interest. These types of schemes involve a payoff in

return for some sort of advantage or preferential treatment, an undis-

closed relationship that nets a party a financial or operational advan-

tage or favor, or an attempt to force certain preferential action to be

taken.

Corruption schemes deprive companies, their owners, and employ-

ees of honest services and make it impossible for companies to compete

fairly in the bid process or earn all of the profits to which they are en-

titled. When an employee or associate is taking money off the top of

a transaction or compromising a company’s process, the harm is more

far-reaching than she or he probably realizes.

Fraud involving corruption is extremely difficult to detect, because

most, if not all, of the actions related to these crimes occurs “off books.”

There is no paper trail to be discovered when someone is handed bribe

money in a dark alley somewhere. A receipt is certainly not given, and

the person accepting the bribe is not going to report that money to the

employer.

153
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Bribes

The detection of bribes is difficult because they occur outside the ac-

counting system, and they are related to legitimate business transactions.

Consumers often think of government scandals related to bribery, but

plenty of bribes take place in the private sector as well, and very likely

these crimes occur far more often in private businesses.

Bid-rigging is a type of bribery scheme in which a vendor is given

some sort of advantage in what is supposed to be a competitive bidding

process. One vendor may be given insider information to help win the

bid, or a vendor may have already been secretly selected, with a phony

bidding process set up to ensure that this vendor “wins” the bid. An

employee may also rig the process of bidding for a contract by crafting

the specifications for bids so narrowly that only one vendor will “qualify”

to bid.

There could also be a scheme to get a company to buy more from

a bidding vendor than necessary, with internal employees fraudulently

affirming things the vendor says the company needs, when it really

does not. Vendors might also collude in the bidding process, making

agreements between themselves that essentially control who bids and

inflate the bid prices.

Bid-rigging can be detected by recognizing an unusually high con-

tract price. If there are a low number of bidders in conjunction with this,

suspicion should be even higher. Look for unusual bidding patterns

or an apparent collusion, based on the similarity of information in the

bids. A vendor with a track record of winning contracts with bids sub-

mitted at the last minute and by very slim margins might indicate that

an employee is supplying that vendor with information about the other

submitted bids.

Instances of bid-rigging might not be detected until well into the

project. Excessive change orders that increase payments to the contractor

should be examined skeptically. This could indicate that the bidder

purposely bid very low to win the contract, with a promise from an

employee to get changes to the contract approved, thereby increasing

the vendor’s compensation.
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When bidders who were not awarded a contract later appear as

subcontractors on the project, it might indicate collusion in the bid-

ding process. It is possible that the bidders agreed to divide the pro-

ceeds of the contract in exchange for each doing certain portions of the

work.

Kickbacks

A kickback occurs when a company overpays for goods and services,

and a vendor gives part or all of that overpayment to the perpetrator.

It is often not difficult for a purchasing employee within a company

to engage in a kickback scheme, which is why it is so important for a

company to put good controls in place. Anyone who has the authority

to award contracts or purchase products or services on behalf of the

company is at risk for engaging in a kickback scheme. Other employees

involved in the process of approving a contract, such as production

managers, engineers, or quality control supervisors, are also at risk for

receiving kickbacks.

One of the best ways to detect a potential kickback scheme is

through data analysis. Software can hunt down irregularities in pric-

ing or quantities, and can analyze the frequency of purchasing from

vendors. A higher than normal cost of raw materials from one or more

vendors or an unusually high volume of purchases from one vendor can

signal a problem.

The quality of raw materials or merchandise should be monitored

closely. It is not uncommon for a supplier to substitute inferior goods

in order to make a greater profit from the transactions. The supplier

has a lower cost for the inferior goods, but is charging the price of the

higher-quality goods to the customer. There is an instant profit, and this

is one type of fraud involved in kickback schemes. If quality issues are

discovered, look into the potential for a corruption scheme.

It is important to analyze trends in spending and look for expla-

nations for increases and decreases. Look for irregularities in inventory

accounts, including excessive write-offs, which may be used to cover

up for overpayments.
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Contracts with vendors should include a right to audit clause, be-

cause their records could be an important part of an investigation of

bribery or kickbacks. Under such a clause, the company would have

a right to look at the accounting records of the vendor to determine

whether there was a fraud or misrepresentation.

Extortion and Conflict of Interest

Extortion is not nearly as common as bribery or kickbacks, but it still

happens with some regularity. Whereas in a bribe, something of value is

given in order to get an advantage in a transaction, extortion is a scheme

in which someone demands money or assets in order to do business

together. For example, when someone at the company requesting bids

demands that bidders pay a sum of money to be considered for the

project, extortion has occurred.

A conflict of interest exists when an employee, executive, or owner

of a company has an undisclosed economic or personal interest in a

situation or transaction, which then negatively affects the company. The

scheme involves some influence that the employee, executive, or owner

is able to exert over a transaction. The result is harm to the company,

with benefit to the employee, a friend, a family member, or some other

party. In order for a scheme to be a true conflict of interest, the relation-

ship or interest must be undisclosed.

Related-Party Transactions

People don’t always think about business transactions with related par-

ties as being part of a fraud scheme. They recognize that it may be

common to do buy or sell transactions with family members, friends,

related companies, the companies of family or friends, or other entities

that have a special relationship with a company or its management or

owners.

So long as related-party transactions are conducted on an arm’s-

length basis, there probably is no fraud. Arm’s-length transactions are

carried out in the same manner in which you would do business with
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an unrelated party. The same pricing, payment terms, delivery specifi-

cations, bidding process, and awarding of contracts that would apply to

outsiders is used with these related parties.

The problems arise when the related parties have a special ad-

vantage in doing business with the company, especially when that

advantage harms the company through reduced revenue, increased ex-

penses, or other concessions. Related-party transactions can be difficult

to uncover, especially if management is actively concealing the fact that

the parties to a transaction are related. If the relationship is being cov-

ered up, there is probably some questionable aspect to the business

being done.

Questionable transactions with related parties could include some

of the following:

� Giving related bidders information that has not been disclosed to other

bidders
� Paying more than market rates for products or services
� Buying or selling real estate at prices much higher or lower than

available on the market, to the detriment of the company
� Extending credit to customers who would otherwise not be worthy of

credit under the company’s normal guidelines
� Writing off accounts receivable from related parties with no legitimate

business reason
� Lending money at rates significantly below market rates, or interest-

free
� Forgiving loans without a legitimate business reason, or giving “loans”

without any intent of being paid back
� “Doing business” with a company that is little more than an entity

created to make payments to a related party appear as if they were

legitimate business expenses
� Paying for goods and services that are never rendered to the company
� Engaging in “consulting agreements” in which parties are paid sums

of money but do not provide any real services to the company
� Failing to disclose related-party transactions in accordance with appli-

cable accounting rules
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� Actively concealing the existence of relationships that might cause

others to question whether a transaction is being conducted with a

related party

Uncovering related-party transactions is difficult, especially when

there is active concealment of the relationship. Investigators should be

looking for:

� Unusually high prices for products or services.
� Write-offs of account balances that are abnormal.
� Unusual consulting payments to vendors.
� Loans or other transactions that do not have any apparent business

purpose.
� Evidence that the company is funding another business entity.
� Details of transactions that appear abnormal, such as an unusually low

price paid by a customer.
� Complex transactions that do not need to be complex; sometimes the

complexity is used to hide the true nature of the transaction and/or

the parties.
� Public record providing information on large customers, vendors, or

consultants, looking for undisclosed relationships. (See Chapter 5 for

more information on searching and using public records.)

Doing business with related parties is not necessarily wrong. In fact,

doing business in a way that benefits a related party (to the detriment

of the company) is not always wrong, either. It depends on the dis-

closure of the relationship and the nature of the transactions with the

related party. Disclosure of all relevant details may cause the related-

party transaction to be legitimate. Active concealment of the situation

tends to suggest the opposite.

Money Laundering

Money laundering is not a fraud scheme. It is a crime that is committed

to cover up other crimes, but it is not the same thing as fraud. The
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primary purpose of money laundering is to take money that has been

received from criminal activities (dirty money) and make it appear le-

gitimate (clean money). Dirty money can come from illegal activities

such as drug dealing, prostitution, robbery, bribery, illegal political con-

tributions, tax evasion, or fraud. The laundering process hides the real

origin of the money and makes it look like it came from a legitimate

source.

Money laundering has three key stages:

1. Placement is the stage in which the criminal introduces the

money into the financial system. This is the riskiest part of the

scheme, because controls have been put in place to detect money

laundering activities.

For example, banks that receive large cash deposits are re-

quired to report them to the federal government. That restricts

the criminal’s ability to deposit the illegal proceeds. Criminals are

therefore forced to find other ways to get their money into the

financial system.

One way to legitimize dirty money is through a legitimate

business, introducing the dirty money into the business as “rev-

enue.” Cash-intensive businesses like restaurants and nightclubs

are popular options for this scheme. Cash obtained illegally is

added to deposits from the legitimate business, and upon be-

ing deposited to the bank, all of the money now appears to be

legitimate.

2. Layering is the part of the process by which the criminal obscures

the origin of funds and reduces the possibility of detection of that

origin. Moving funds between accounts, banks, financial institu-

tions, and countries can easily obscure the origin of funds. The

more transfers are made, the harder it is to trace money back to

its source.

3. Integration is the removal of the now-legitimate money from the

financial system so that it can be used by the criminal. It could be

used for legitimate purchases and expenses, or it could be used

to fund additional criminal activity.
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Money laundering can be detected by looking for:

� Unexplained increases in cash deposits
� Increased deposits for which no customer is identified
� Unusual transfers out of a bank account, rather than typical use of

funds to pay business expenses
� Frequent cash bank transactions just under the $10,000 limit for bank

reporting on the Currency Transaction Report (CTR)

Foreign Corrupt Practices Act (FCPA)

The Foreign Corrupt Practices Act (FCPA) has once again become a

major concern of companies doing business internationally. The Act

applies to all companies based in the United States, whether they are

privately held or publicly traded. The purpose is to stop companies from

using corporate funds to bribe foreign officials to secure business.

While bribery is not an acceptable and legitimate way to do business

in the United States, it does have its place in some foreign countries.

There are cultures around the world in which bribery is a normal way

of doing business and would never be considered improper. In some

countries, even though bribery is frowned upon, it is a known fact that

it is necessary to get business done.

The FCPA makes it illegal for any officer, director, employee, agent,

or stockholder of any company to pay money, give a gift, or promise to

give anything of value to a foreign official to influence any act or deci-

sion, induce him to commit a violation of law, or secure any improper

advantage.1 Yet the interpretation of this law is not so simple.

One exception to FCPA is a situation in which a payment to a

government official or political party is made to expedite or secure the

performance of routine governmental action. It may also be okay to give

a gift or something of value if it is considered lawful in the area in which

it was done. Obviously, a problem arises in an area in which a bribe

or payment may not be permitted under the law, but is nonetheless

common practice there.

Management must be aware of schemes to get around the FCPA.

Games can be played with invoices (such as adding on extra charges)
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or with vendors (such as a fake vendor submitting an invoice) to con-

ceal the true nature of bribes. In some areas, they may call payments

“gifts,” but they are what we would commonly refer to as bribes. It is

the company’s responsibility to determine whether bribes are actually

occurring and whether they might be violations of FCPA.

Prevention and Detection

Because the detection of bribes, kickbacks, and other forms of corrup-

tion is so difficult, companies often find that preventing the crime is

easier than detecting it after the fact. As already mentioned, off-books

frauds like these are difficult to recognize, because they do not leave

a paper trail within the company. They are often detected only when

someone gets suspicious about rising costs without any explanation or

some obscure clue arises.

Good internal controls can prevent corruption schemes from gaining

traction, but only if those controls are monitored and enforced. For

example, there may be a policy against a purchasing agent receiving

gifts from vendors. However, if no one monitors compliance with that

rule, then it is completely meaningless. Monitoring of the controls cannot

be done only from the inside. Will a purchasing agent voluntarily report

that he has received a large, prohibited gift? Probably not. That is why

it is important to remain in close contact with vendors to communicate

the company’s policy to them and inquire about things of value they

may have recently given to business partners.

An anonymous reporting mechanism (like a hotline) is essential

for any company that is intent on preventing and detecting corruption

schemes. Bribery and kickback schemes are difficult to conceal when

several people are involved in the transaction. Management should make

it as easy as possible for co-workers or company outsiders to report

suspicions of corruption. The anonymous nature of a hotline may also

encourage reporting, because it allows people to maintain anonymity if

they fear reprisal.

Maybe most important in preventing these well-concealed schemes

is the top-down intolerance of unethical behavior. A bribery or
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corruption scheme will thrive in a company and culture that generally

tolerates a certain level of dishonesty. The company that is committed

to taking action against dishonesty of any size has a much better chance

of preventing such behavior all together.

Note

1. www.usdoj.gov/criminal/fraud/docs/statute.html.
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CHAPTER 10
Investigation of External
Fraud Schemes

External fraud schemes for purposes of this book include any type

of fraud that is not part of an occupational fraud, also referred to as

employee theft, embezzlement, internal fraud, or employee fraud. We

have already discussed internal fraud schemes in the chapters on asset

misappropriation, financial statement fraud, and corruption schemes.

The external fraud schemes are perpetrated by or against parties outside

of a company, such as vendors, customers, competitors, or other parties

unknown to a company and its management.

Obviously, many different schemes have developed over the years,

and there is only limited space to discuss them. This book attempts to

highlight some of the most common schemes and the methods a fraud

investigator can use to uncover them. This chapter is not intended to be

all-inclusive of the schemes or the investigative techniques. Rather, it is

a starting point and a guide for a fraud examiner who is interested in

some common business fraud schemes.

Corporate Espionage

Theft of or infringement upon the intellectual property or secret in-

formation of a company is the goal of corporate espionage. This type

163
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of scheme can include the theft of client lists, strategic plans, pricing

plans, marketing data, confidential financial information, development

information on future patents, personnel data, or other secret data that

contributes to the success of an operation.

Information like this can be compromised by computer hackers who

get into a company’s system and steal information directly or set up

nefarious software that will regularly send information to unauthorized

third parties. Dishonest employees can also be responsible for leaking

confidential data, taking hard copies of secret documents, or e-mailing

(or otherwise transmitting over the Internet) digital copies.

Companies can become victims of corporate espionage in the most

ordinary of ways:

� Social engineering. A thief could convince an employee that he is

supposed to be let in the building, or could gather information over

the phone or via e-mail by convincing someone that he’s supposed

to receive the information.
� Dumpster diving. Employees who aren’t careful when throwing away

papers with sensitive information might allow secret data to be avail-

able and intact for those willing to go through the company’s trash.
� False pretenses. Someone intent on stealing corporate information

could get a job with a cleaning company or other legitimate vendor

specifically to gain legitimate access to the office building.
� Viruses and Trojan horses. With every click on the Internet, a company

risks having its system infected with nefarious software that is set up

to harvest information from the company servers. Without proper

computer security, this would be easy for an experienced criminal.
� Corporate identity theft. Use of a company’s credit, business informa-

tion, or reputation without management’s knowledge.

Detecting corporate espionage may require assistance from people

with specific expertise. Computer-based risks require the assistance of

a computer security person who can help a company monitor systems

for unauthorized access and track what employees are doing with data.

Physical security experts may be needed to help address risks from
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apparently legitimate vendors who do nefarious things. Management

needs to actively monitor a company’s credit accounts and government

registrations for any unauthorized activity.

In general, a company needs to aggressively monitor its intellectual

property and other assets that are susceptible to infringement and theft.

It is in management’s best interest to make sure the company is asserting

its rights and taking action against internal and external actors who will

compromise the integrity of the assets.

Investment Schemes

Despite the proliferation of information available about phony invest-

ment schemes and the dire warnings given regularly by news reporters,

consumers continue to become victims of these scams in no small num-

ber. The perpetrators of investment schemes dream up stories explaining

their unusually high rates of return on money, and get people to invest

with them.

These high investment returns typically amount to guarantees in

excess of 10% per year. Often they are to the point of ridiculous, offering

a 30% or 40% annual return. As a fraud investigator, it is clear to me

that these offerings are bogus, because any investment that legitimately

generated such returns would not be much of a secret to the rest of the

world. But consumers, who are often eager to protect and grow their

nest eggs, are all-too-willing to believe that this investment is the answer

to their money problems.

These investment schemes are not usually terribly elaborate, but the

stories about them are. In typical investment schemes, there is abso-

lutely nothing legitimate about what they are offering. There is often a

story about a wonderful investment vehicle, often with ground-breaking

technology, a secret recipe, access to a niche market, or some other

unusual-sounding detail. This cryptic detail allows the investment vehi-

cle to create such high returns for investors, or so the story goes.

The unique characteristic that will supposedly earn the investors so

much money is either nonexistent or does not have the significance that

those selling the investment want you to believe. The people making
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the offering simply want to steal the investors’ money and hope that

they will buy into the scheme before they discover the hook is all a lie.

An affinity fraud is an investment scam in which the perpetrator

gets involved with a close-knit group of people, often with a similar

ethnic or religious affiliation. These groups of people often have a great

deal of trust in one another. If the perpetrator can convince the group

that she or he is one of them, or if the perpetrator can get a few key

people to buy into the scheme, many members of the group are likely

to invest their money.

Investment schemes can be identified by considering the following

questions:

� Does the business of the company make sense in light of market

conditions and your general business knowledge?
� Does the company exist because of some secret, revolutionary new

process or product? If so, what proof is there that the technology or

process is legitimate?
� Does the company rely on some rare gem, piece of real estate, an-

tique, or other hard-to-find item? If so, is the investment scheme really

scalable to the extent that the promoters suggest?
� Does the company’s performance make sense when compared to

other companies in the industry?
� What do objective third parties have to say about the company and its

business? Are those things in line with what you are being told? Or are

third parties suspiciously quiet about the company and its offerings?
� Is the business of the company so complicated that an ordinary person

cannot really understand what it is selling or how it is operating?
� Are unusually high rates of return on the investments being marketed?

Are such returns possible or probable? If such high rates of return are

so easily obtainable, couldn’t other companies do the same?
� Is the company guaranteeing rates of return on investments with them?

Can their promises be verified in any way?
� Is the company’s success dependent on exploiting a tax loophole

or other government regulation? If it were possible and legitimate,

couldn’t more companies do so?
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� Are certain parts of the business unusually secret? Is there a general

reluctance to disclose key facts?
� Who really works in this operation? Does it appear to be just the

owner and a few other people? Does that level of staffing make sense

in light of the operations or results touted by the company?
� What is the background and experience of the principals? Do they

have industry expertise?
� Have any of the principals been involved in scandals or bankruptcies?

Do they have criminal records? Have they been accused of running

any scams?
� Does the company have a board of directors, auditors, lawyers, and

other advisors typical of a company of its size?
� Is the apparent success of the company related to a recent announce-

ment, rather than historical financial results? Can the facts of the an-

nouncement be verified?

Pyramid or Ponzi Schemes

One particular type of investment scheme is referred to as a pyramid

scheme or a Ponzi scheme. It is named after Charles Ponzi, who was

believed to have developed the first pyramid scheme. In a pyramid

scheme, investors are recruited with promises of extraordinary invest-

ment returns (interest) on their money. The promoters secretly have no

investment strategy.

In order to pay the “returns” to the original investors, new investors

must be lured into the scheme. The money from the new investors pays

the “returns” to the first tier of investors, who happily tell friends and

family about the wonderful investment vehicle they have discovered.

Soon it is time for another “interest” payment, but this time both the first

and second tiers need to be paid. A third, much larger tier must be lured

into the scheme, and their money is used to pay the first and second tiers.

As you can see, this can go on only for a limited amount of time

until the recruiting requirements are so huge that the scheme falls apart.

Typically, the promoters of the scheme make their money by skimming

money off the top from all investments that come in the door.
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Multi-level marketing companies (MLMs) have become an accepted

and legally sanctioned form of pyramid scheme in the United States.

Their perceived legitimacy comes largely as a result of the products

they purport to sell. Rather than just getting someone to invest in some

intangible scheme, an MLM recruits an investor who puts her or his

money into tangible products or seemingly legitimate services.

The products are theoretically supposed to be retailed to family and

friends. In reality, the products are little more than a cover for an endless

chain recruiting scheme. Well-known multi-level marketing companies

like Amway, Herbalife, Mary Kay, and Shaklee give the impression that

their real business is retailing products, and so consumers have little

reason to be skeptical of them. The con is extended further, when it is

suggested that those who like the products will naturally want to become

a part of the company and do their own retailing and recruiting.

The reality is that little retailing to actual customers goes on, and

the vast majority of product purchases are really “investments” made

by members. The MLM companies cleverly institute minimum purchase

requirements for each distributor or member who wishes to receive

commission payments related to those they recruited into the scheme.

With such a requirement, distributors end up purchasing products they

do not need and cannot sell, just to become commission qualified.

Why is so little retailing of products happening in these MLM com-

panies? It is generally believed to be a function of two things: pricing

of the products and other choices available to customers. In order to

pay commissions to multiple levels of the scheme, the pricing of the

products must be high. The MLM tries to explain this pricing structure

to the general public by claiming that its product is of better quality

than other products on the market. That is often not really the case.

In addition, today’s consumers have many choices when it comes to

purchasing products. Retail stores are abundant, and online shopping

sites offer many choices and pricing options. Consumers often choose

alternatives to the MLM products.

The real business in MLM companies is recruiting new distributors

into the scheme. Without new distributors, the pyramid would collapse.

These new distributors pay sign-up fees, purchase products and samples
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in significant quantities, and are often responsible for much of the fi-

nancial growth of MLM companies. Once they become a part of the

company, they see that the real way to make money is to recruit new

members, and the recruiting scheme is perpetuated.

Yet studies of these schemes indicate that a high percentage of

participants, often on the order of 99%,1 spend more money than they

will ever make through the MLM. Although these schemes are promoted

as a way for an individual to own her or his own business and generate

additional income for her or his family, that is most often not the case.

The members typically spend far more money on minimum purchases,

sales aids, samples, meetings, conventions, and the like than they will

ever earn in commissions or overrides.

The turnover of participants in these schemes is high. The pyramid

is in a constant state of collapse, and needs to be rebuilt by recruiting

new members into the scheme. New members enter, make their invest-

ments in products, and hope to recruit people below them who will do

the same.

Like the pure investment schemes discussed in the previous section,

this system is not sustainable and eventually collapses. How can MLM

companies stay in business for decades if there is constant collapse?

New recruits readily replenish those who have tried and failed. An ever-

expanding world population offers a constant stream of new participants

ready to build their own pyramids, which will also soon collapse.

Securities Fraud

Securities fraud, or stock manipulation, is a scheme in which someone

purposely (and falsely) influences the market price of a publicly traded

stock. In a “pump and dump” scheme, a promoter who holds a com-

pany’s stock may release false information that is intended to artificially

inflate the price of the stock. The market responds to the news put out

by the promoter, the stock price rises (at least temporarily), and the

promoter quickly sells the stock for a profit.

The flipside of this scheme is the “short and distort” scam, in which

the perpetrator stands to benefit when the price of a company’s stock
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goes down. The investor who benefits this way holds a short position

in the stock and releases false negative information about the company.

The market price of the stock drops, and the short position is closed out

with cheap stock, which creates a profit for the perpetrator.

There is constant debate about which side is wrongly influencing

the price of a stock. Owners and executives of companies are accused of

touting their companies and making things seem unfairly optimistic. Crit-

ics of the company are accused of publicizing false negative information

and opinions on companies in an effort to harm the stock price.

Cases of securities fraud are generally investigated by the Securities

and Exchange Commission (SEC), although a fraud investigator in the

private sector might be called upon to aid in the defense of a person or

group of executives who have been implicated in such schemes. Both

sides of the securities fraud debate often suggest that the SEC does not

do enough to investigate instances of fraud and does not take action

often enough against those who violate securities laws.

There are probably many instances of people and companies break-

ing securities law, but the sad fact is that the SEC does not have enough

people, time, or resources to fully investigate every allegation of fraud.

They must choose which battles to fight, and that means some instances

of securities fraud are never pursued or prosecuted.

Hidden Income or Assets

Divorce cases, child support matters, and tax cases often involve alle-

gations of hidden income or assets. It is not uncommon for someone

under investigation to “suddenly” become poor. A business that was

once offering the owner a healthy living is suddenly supposedly losing

money. A high-earning attorney suddenly receives minimal paychecks.

A retail business is no longer transacted using credit cards or checks,

but using cash only, and the cash mysteriously disappears.

In cases like these, it can be very difficult to prove that someone has

income or assets. They often purposely do business in a way that leaves

no verifiable paper trail. How can an investigator prove that there is, in

fact, income being generated and spent?
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A fraud investigator can do a lifestyle analysis to prove, through

circumstantial evidence, that the target is in fact generating income from

somewhere. This type of analysis requires the investigator to estimate

the known living expenses of the target, such as mortgage payment,

groceries, insurance, health-care costs, automobile fuel, and the like.

Some of these items will be easy to determine and may have sub-

stantial documentation in support of them. One such item may be the

monthly mortgage payment, which is easily verified with mortgage com-

pany documents. Other items will have to be estimated based on any

historical figures that are available, regional averages for items, or an

educated estimate. For example, it is possible to estimate a reasonable

level of monthly grocery expenses based on the size of a household

and its geographic location. It is important to include in the known ex-

penses things like vacations, vehicle purchases, and any other known

large, one-time items.

The investigator must also total all known sources of funding. This

includes the reported income (even if it is suspected of being under-

rerported), any known loans or inheritances, tax refunds, or gifts. The

estimated monthly or yearly total of expenditures is then compared to

known sources of cash. Any gap between the cash and expenses indi-

cates the possibility of hidden income sources. This method does not

give definitive proof of hidden income, but it appeals to the common

sense argument that if an individual is spending this much money, it has

to come from somewhere.

Another type of analysis that is very similar to the lifestyle analysis

is the net worth method. Both rely on very similar sets of numbers

but approach them from different directions. The net worth method

is another way to connect the dots of someone’s lifestyle to make a

circumstantial determination of hidden income. This method focuses on

the known assets and liabilities of a person and the changes in these

assets and liabilities over time.

From public records or legitimately obtained private records, the

fraud investigator assembles known purchases of real estate, automo-

biles, personal possessions, and other assets. Liabilities are tabulated as

well, taking into account mortgages, personal loans, credit cards, and
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trade credit. The difference between the two is the net worth of the

person. Net worth calculations are often done for multiple years, so that

the changes in net worth can be tracked. In addition to the changes

in net worth, the investigator must compile the living expenses of the

person for the period. This is done in essentially the same way as the

lifestyle analysis.

A person’s change in net worth plus the living expenses for the

period equal the funds required for the period. If this number is larger

than the known sources of money, then a hidden source of income

probably exists. Again, this is very similar to the lifestyle analysis, but

some believe presenting findings in accordance with the lifestyle method

is more understandable for lay people.

An expense analysis for a business may also give clues to the pos-

sibility of unreported income. Companies may try to conceal revenue

when they (or their owners) are involved in litigation or tax matters

in which reduced revenue helps their case. An expense analysis can

be helpful, because often, when management is not reporting all sales,

they fail to adjust the company’s expenses accordingly. They often still

want the tax benefit of as many expenses as possible, so they continue

to report all expenses.

Most times, certain expenses in companies relate closely to sales.

As revenue rises and falls, these particular expenses will also move in a

predictable fashion. In a manufacturing environment, for example, com-

missions expense and cost of goods sold often track closely with sales.

In a dental practice, lab expenses often move in relation to revenue.

At a retail store, credit card processing fees are often closely related to

revenue.

Suppose that the cost of goods sold at a manufacturer is usually 30%

to 33% of revenue. If that number suddenly becomes 45% or 50% with

no real explanation for the variance, it may signal unreported sales. The

company has still reported all expenses related to the sales, and as a

percentage of revenue, the expenses jump dramatically because revenue

figures are artificially low.

This is not a foolproof method, but it can provide some clues

about the information being reported and might help force the hand of
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someone who has been concealing financial information. Other expense

items that should be examined because they might track well with rev-

enue include hourly payroll, advertising expenses, travel expenses (for

a service-based business), or supplies.

Asset searches may be necessary to find ownership of real estate,

vehicles, boats, or airplanes that are undisclosed. Some private investi-

gators specialize in these types of searches and have access to the most

comprehensive databases. Seek out someone with this expertise to aid

in the search.

Insurance Fraud

Falsified insurance claims cost the insurance industry many billions of

dollars per year. Insurance companies run the risk of being defrauded

through such schemes as arson for profit, false or inflated claims, or

claims that disguise the true cause of the loss. Claims for loss of revenue

or profits run the risk of fraud through inflation of pre-claim revenues

or profits, and underreporting of revenues or profits post-incident.

Probably the most interesting type of case a fraud investigator may

work on in the area of insurance fraud is a case of arson for profit.

While fire experts will attempt to determine the cause of a fire, the fraud

investigator will search for a financial motive for arson. A company deep

in debt and facing closure may prompt management to decide that arson

is the way to close the business and get some money out of it, too.

A fraud investigator should look for:

� Signs of a deteriorating financial condition, which is sometimes steady,

but other times very quick
� Evidence of liens or judgments against the business or its owner
� Tax problems, especially if the unpaid taxes are sales taxes or

payroll taxes, which are often more serious than other tax delin-

quencies
� Pending foreclosure actions or severe mortgage delinquency
� Repossession of equipment or vehicles by asset leasing companies or

financing companies
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� Significant downturns in revenue, especially unexpected sharp

declines
� Unusually high payouts of salary, bonuses, or benefits to owners

and/or executives shortly before the fire
� Failure to complete a key transaction that would have saved the com-

pany from financial troubles, such as major financing or a buyout

Often, business records will be purposely destroyed during the ar-

son, with the business owner assuming that, without them, a fraud

investigation cannot be initiated. What it really means is that the fraud

investigator will have to be more aggressive and creative.

Records can and should be acquired directly from their original

sources, including records from banks, credit card companies, taxing

authorities, payroll service, vendors, and customers. The insurance com-

pany can require the insured to authorize the third parties to release

information as part of the claims process. Cooperation (or lack thereof)

on the part of the business owner may provide additional clues in de-

termining a motive for arson.

Bankruptcy Fraud

In the United States, bankruptcy is a process by which individuals or

businesses can either be relieved of their debts or be given time and

opportunity to reorganize and eventually pay their debts. Bankruptcy

court relies on full disclosure from the person or business involved

in the filing. They must honestly report their assets and liabilities, or

allegations of fraud may arise.

Some of the ways debtors may commit bankruptcy fraud include:

� Making false statements about the property, debt, or income of the

person or business
� Hiding assets to intentionally conceal and shield them from the

creditors
� Making a false claim against the debtor
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� Receiving a material payment or asset from a debtor after a filing in

an attempt to defeat the provisions of the bankruptcy code
� Transferring or concealing property in contemplation of a bankruptcy

filing (hiding your assets before filing)
� Concealing, falsifying, or destroying records related to the debtor’s

financial affairs either before or during a bankruptcy filing
� Withholding information and records related to the debtor’s financial

affairs from a custodian, trustee, or officer of the court

People and corporations are also prohibited from using a bankruptcy

filing to carry out or cover up a fraud scheme. If fraud in a bankruptcy

proceeding is discovered after the bankruptcy matter is closed, debt

forgiveness or discharge can be revoked, and the person or corporation

can be ordered to pay the debt(s). It is not easy to prove fraud in a

bankruptcy case, because often a lengthy period of time has passed,

and the person committing the fraud has had ample time to conceal the

fraud.

Note

1. Robert FitzPatrick, “The Myth of ‘Income Opportunity’ in Multi-Level
Marketing,” June 2008. Available at pyramidschemealert.org/PSAMain/
news/MythofIncomeReport.html.
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CHAPTER 11
Reporting and Litigation

Reporting the findings of a fraud investigation will require varying

levels of detail and precision, depending on the specifics of the

engagement. Yet it is fairly easy to develop a standard reporting process

that can be followed by staff.

One option in some cases is providing an oral report to the client

and counsel. This is not the most common way to report on the findings

of a fraud investigation. However, it is appropriate in certain cases, such

as ones in which legal counsel does not yet want a discoverable1 report

in the file.

The results of a fraud investigation are usually detailed in a written

report. When writing a report, the fraud investigator must remember

who will be reading the report. It is important to consider that even

though today the report may be only for a company’s internal purposes,

somewhere down the road the report may be used by law enforcement

or in court proceedings. So it is important to know the current audience

for an investigation report, but it is also imperative to consider who

might need the report in the future.

For example, your investigative results may initially be used by le-

gal counsel to determine appropriate internal discipline for a fraudster.

However, if your findings are serious enough, there may eventually be

a criminal trial on the matter, and your report may surface there. Alter-

natively, the employee could file a lawsuit related to the termination of

177
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her or his employment, and the fraud investigator’s report may be used

to justify the termination.

Would you write a report differently if it were strictly for use by

attorneys versus if it were to be used by a jury of lay people? I suspect

you might, and that is an important thing to keep in mind when writing

the report. Do your best to make that report understood by all parties

who might read it in the future. The best way to craft a report on a fraud

investigation is by keeping three key points in mind: First, the fraud

investigator should stick to the facts when reporting findings. Second,

the report should be easy to understand by anyone, even if the person

is not highly skilled in the areas of accounting and finance. Third, think

of the report on your investigation as a build-up of facts leading to your

ultimate conclusion about losses.

Stick to the Facts

It is important that a fraud investigator be as objective as possible in

carrying out her or his work, and that objectivity should show in the

report. No one cares whether you liked the people involved in the

case or what you thought about someone’s appearance. They might

care whether the suspect appeared nervous, but your personal biases or

critiques are not really important.

Even when doing something as basic as reciting the background of

the case, it is important that you demonstrate your objectivity. There is

no need to debate parts of the case in the recitation of the background.

That’s for the attorneys to debate. If the recitation of the facts requires

that allegations or disputed items are mentioned, the fraud investigator

should make it clear that those items are disputed.

Keep It Simple

Making complex transactions easy to understand is no small task, but it

is part of the job of any good fraud investigator. You can find the most

earth-shattering proof of fraud, but if you cannot articulate your findings
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in a report that others can understand, your investigation results are not

worth much.

Use graphs, charts, and tables to help illustrate your points. Even

though you may not need a graph or chart to demonstrate your findings,

consider that the reader of your report might benefit from it. Remember

that people learn and comprehend in different ways, and that fact could

be very important if your case ever goes in front of a jury. One juror

might understand your written word best, so it is important to make the

report very reader-friendly with short, well-organized paragraphs. Other

jurors might understand the most by listening to your court testimony,

which should support and reiterate the written report. Other jurors might

be most receptive to pictures or charts that demonstrate what you have

found.

It is important to create a logical flow to the report, either by working

through the case chronologically or by using some other logical ordering,

such as walking through it by entity or person involved. The narrative

of the work completed, the conclusions of the investigators, and the

evidence to support it should be presented in a fashion that builds up

to the conclusion.

It is very effective to work through all the points that suggest a fraud

was committed. Many times a “smoking gun” is not necessarily found.

Rather, there are many small pieces to the puzzle that in their totality

point to fraud. That build-up can be very important in supporting your

opinions and conclusions.

Background Information

Everyone likes to develop her or his own convention to report writ-

ing, but you may find this methodology useful when wrapping up your

investigation. This method has proven to be helpful in educating out-

siders about the facts of the case, the evidence you found, and your

opinions about financial losses.

Identify the client who retained your services, and identify the parties

to the case. Give a brief description of the task to which the investigation
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team was assigned. Opinions vary on how detailed the background

of the case should be in the body of the report. One rule of thumb

is to offer just enough information so that the reader is aware of what

prompted the investigation, what fraud is alleged to have occurred, and

what (if anything) is being disputed in the case.

Often, the description of the fraud investigator’s assignment does

not need to be terribly detailed. It may be enough to say that the firm

was engaged to examine financial documentation and render opinions

about financial losses to the client. Other times, it may be important to

offer a more detailed explanation of the assignment, especially if the

investigator’s work was limited in scope to certain issues, accounts, or

parts of a company. In either case, it should be clear to the reader

whether the assignment was broad or narrow in scope. Too many de-

tails can create something for the other side of a case to argue about,

so it is best not to get bogged down in a lot of disputed facts and

allegations.

Identify the period of time that is covered by the fraud investigator’s

analysis and any limitations on the fraud investigation team. For exam-

ple, if certain documents were not produced or you were not granted

access to key personnel, it is important to note that here. If you were

asked to make certain assumptions, but were not allowed to test them,

that is important to note as well.

The fraud investigator must be clear about what constitutes an opin-

ion versus what was an assumption that she or he was asked to make.

For example, in a disability insurance fraud case, the investigator may

be asked to analyze the numbers assuming the insured can never work

again. As another example, a fraud investigator may be asked to assume

that a company is unable to produce a certain product going forward

and analyze the numbers in light of that.

In both of these situations, the investigator is not asked to determine

the truthfulness or reasonableness of the assumptions. Rather, she or he

has been asked only to perform an investigation in accordance with the

assumptions. That may be a very important fact as the case progresses, so

the forensic accountant or fraud investigator must be sure to document

that fact up front.
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Investigation Procedures

Once a proper foundation is laid for the fraud investigation, the report

should move into the investigative procedures and the investigator’s

findings. This is the portion in which there may be a detailed discussion

of the documents examined, witnesses interviewed, and investigative

techniques performed. The description of these things varies consider-

ably from case to case. In general, you will likely describe the account-

ing system and the transactions you examined. The fraud investigator

will describe the work of examining the evidence and tabulating or

cross-checking numbers. Use good judgment about the level of detail

included in your work. It is not necessary to list every document that

was cross-checked. Rather, it is important to give a general overview of

the procedures performed.

It is important to carefully explain calculations that were used to ar-

rive at conclusions. This should be done in the simplest manner possible,

because the report may ultimately be used by people with little or no ac-

counting experience. Any estimates that were used during the investiga-

tion should be carefully explained and supported. What was the method-

ology? Why was that selected? Why is it reasonable? Where did you get

the numbers for your estimates? Why are they reliable, in your opinion?

How might a change in your estimate affect your final conclusions?

As you are working through your detailed explanation of your

work and conclusions, remember that visual aids can help support your

methodology and can assist readers in understanding your conclusions.

For example, consider a case in which a company is claiming it lost

revenue because of your client’s actions. You have looked at detailed

sales records and see that sales actually went up during the time they

have claimed there was a decrease. In addition to writing a paragraph

about this increase, you may also want to provide a table showing a

summary of the numbers. You may further clarify the issue by adding

a graph that clearly demonstrates the sales increase. By explaining this

conclusion with three different tools (narrative, table, chart), you have

increased the chances that a wide variety of readers of your report will

understand and accept your conclusion.
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Avoid industry jargon in a report unless it is absolutely necessary

in order to understand some of the work or evidence. If you have to

use technical terms or jargon, be sure that you have explained exactly

what those terms mean in the context of this case. For example, it may

be necessary to discuss accrual basis accounting versus cash basis ac-

counting, and how these affect your opinions. These are not commonly

understood terms, so it will be necessary to clearly define them and

differentiate between them.

Always think ahead to the potential for a case to end up in the

hands of a jury. The jurors may have no experience with accounting

issues or with fraud issues. How will you get them to understand what

you have done and what your conclusions are? For this very reason,

your report should be written as simply as is practical. Never assume

that the readers of your report have a working knowledge of accounting,

finance, or fraud.

Opinions

The opinion section of a fraud investigator’s report is the place in which

the findings are summarized. The body of the report has already alluded

to or stated outright the evidence that has been uncovered in the per-

formance of the fraud investigation. In this section, the results should

be summarized. It is best to walk through a summary of the proof, line

by line, in an organized and simple fashion. A fraud investigator should

not give an opinion that a person or entity is guilty or not guilty of a

crime. Rather, the evidence should speak for itself.

For example, it is generally enough to say that a check was is-

sued to an unapproved third-party vendor without proper authorization,

demonstrate who was involved with that unauthorized check, explain

the details of the third-party vendor (especially if it is a case of a shell

company scheme), and provide copies of documents that support these

facts. The reader of the report should have enough information to con-

clude whether this activity was improper, and then can decide whether

this is indeed fraud.
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If you can ascribe a degree of certainty to your opinions, you should

do so. For example, a forensic accountant might state: “These opinions

are stated to a reasonable degree of accounting certainty.” Such state-

ments are standard in expert witness reports, because it is necessary to

indicate the basis on which you are giving your opinion.

The opinions in your report could be followed by a listing of the

documentation examined in a case. This is not always necessary but can

be helpful to a reader of the report. If a case is very small, this is easy.

There will likely be a short bulleted list, which outlines certain financial

documents used to come to your conclusions.

This might be more difficult in a larger case, and fraud investigators

sometimes opt instead to use a printout of their document management

database as an attachment to the report. Remember that in most instances

of litigation, the opposing attorney will have a right to know on what

documents the fraud examiner relied in forming an opinion. A listing

of documents examined included with the report can help facilitate this

process.

Attachments

Exhibits and attachments are often included with a report on a fraud

investigation. Attaching some of the most important or incriminating

documents can help a reader understand the report and offers the reader

a chance to confirm what has been stated in the body of the report.

Well-organized attachments are a must, and it is especially desirable

for the fraud investigator to reference these attachments in the body of

the report. The attachments are often numbered (1, 2, 3, etc.) or lettered

(A, B, C, etc.) to make referencing them easier. If documents have

already been Bates labeled as part of the litigation process, the fraud

investigator could instead use those identifying numbers or letters when

referencing attachments. Remember that substance rules over form in a

fraud investigation. However, even though the actual substance of the

attachments is most important, presenting these items neatly will add

credibility to the report.
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Try to limit the attachments to only the most important pieces of

documentation. Hundreds of pages of evidence might be relevant to the

report, but not all of them need to be attached or cited as exhibits. Those

can be examined separately by an interested party. The attachments to

the report should be the most compelling items and the ones that are

most critical for the reader of the report to see right away.

Draft Reports

One particularly contentious issue related to the report of a fraud in-

vestigator is that of draft reports. Many forensic accountants and fraud

investigators prepare drafts of their reports, which are used to present

preliminary findings to legal counsel or otherwise begin the process of

sorting out the investigative findings. Unfortunately, draft reports create

a problem when it comes to the discovery process in litigation. Although

the issue is hotly debated, I believe many professionals agree that drafts

of the report (especially ones that were shared outside the investigation

firm) should be turned over to opposing counsel if requested.

What happens when opposing counsel sees significant differences

between the drafts and the final report? Of course, this is a perfect line of

questioning for deposition and trial testimony. Instead of just defending

the final report, the expert is put in a position of defending the final

report and explaining the changes between the draft and the final.

If small changes in wording were made between the draft and the

final report, there is not much of an issue. If a final report was created

simply because additional information was produced after the draft was

created, this is usually not problematic, either. The problem arises when

the final report includes or excludes substantial information compared

to the draft report. It is not enough to simply say that the investigator

changed her or his mind. A rationale must be presented, and there are

more issues for opposing counsel to attack.

For example, suppose that some small bit of information might sug-

gest that someone other than the accused was involved in a fraud. The

fraud investigator notes this in the draft report, but later determines it
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is an insignificant point and does not include it in the final report. Op-

posing counsel might suggest that the fraud investigator excluded this

from the final report only in an attempt to cast the defendant in a more

negative light. Even if the fraud investigator truly believed the detail was

insignificant, her or his objectivity may come into question.

What is the solution to this problem? One solution is to not discard

any drafts of a report that were shared with parties outside of the fraud

investigation firm. If the drafts were completely internal and never shared

with an outside party (like the client or the attorney), a good case can

probably be made for discarding them as working copies that were used

simply to facilitate editing.

To prevent having to retain drafts of reports and ultimately turn

them over to opposing counsel, the fraud investigation firm could simply

never produce a draft report that is shared outside the firm. As much as

the attorney representing your client may want a chance to look at your

opinions and ask you to change them, you can refuse to produce a draft.

A preferable option to producing a draft report is a face-to-face

meeting with the attorney to discuss what you anticipate including in

your final report. This meeting does not include a draft report. Rather, it

includes only a verbal discussion of what is likely to be in the report. If

no draft is created and shared with counsel, there is nothing to produce

during discovery other than that one final version of the report.

Unfavorable Opinions

What happens if a fraud investigator completes her or his work in a case

and decides that the opinions she or he has on the case are damaging

or detrimental to the party that hired the investigator? For example, sup-

pose a company executive is being accused of defrauding the company

of $10 million. The attorney for the executive hires a fraud investiga-

tor to analyze all available documentation and determine whether the

executive really was responsible for a $10 million theft.

The fraud investigator completes all work and determines that the

executive was actually responsible for the theft of $12 million from the



P1: OTA/XYZ P2: ABC
c11 JWBT031-Coenen November 23, 2008 13:58 Printer Name: Yet to Come

186 Reporting and Litigation

company. What happens? It is not unusual to give legal counsel the

option to terminate the engagement prior to the issuance of an expert

report. The expert is bound by a confidentiality agreement to not reveal

her or his findings to any parties, and walks away from the case.

What if the fraud investigator finds that the executive committed a

$4 million fraud against the company? Before writing a report, she or he

should speak to the attorney to determine how things will be handled.

On the one hand, $4 million is less than the $10 million the execu-

tive is being accused of stealing. On the other hand, the attorney may

have been hoping for complete exoneration of the client. The attorney

should be given the opportunity to decide whether an expert report will

be issued.

The fraud investigator should not feel bad if her or his services

are terminated before writing a report. Common sense says that the

investigator is being hired to help one side with a case, and if the

investigator’s work doesn’t aid that party, there is no reason to write

a report. The worst thing an investigator could do is alter her or his

opinion to make it more favorable to the client. That is unethical and

very risky. Imagine being on the witness stand and having the revised

opinion ripped apart with the real facts in the case.

Follow-up to the Fraud Investigator’s Work

After the issuance of the expert report, company management and re-

tained attorneys must decide what to do with the information the fraud

investigator has presented. If the case is already in litigation, the use of

the report is obvious. If the company has not yet taken action, a few

options should be considered.

Internal Discipline

It is natural to want to dismiss an employee as soon as it is apparent

that the person has committed a fraud. It is often safer for the company

to have the suspect off-site, so that no more fraud can occur, but it is
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important to realize that this may also hamper the gathering of infor-

mation. For this reason, some companies decide not to immediately

terminate the employee. If the employee is still actively employed by

the company when the fraud investigator’s report is issued, a decision

must be made about her or his future. The company could decide to do

nothing if sufficient evidence is not available or if the evidence exoner-

ates the employee.

The next possibility is discipline, while maintaining the person’s em-

ployment with the company. This might include a warning, suspension,

demotion, change of duties, probationary period, or pay cut. Labor and

employment attorneys must be involved in this process to ensure that

no laws are broken in the process of punishing the employee.

Terminating the employee may be a viable option as well. In com-

panies with strong zero-tolerance policies, this might be the standard

reaction to most fraud cases. It is easy to see why management may not

want the employee at the company, especially if the company is very

small. Trust has been broken, and management may not believe that it

can be mended, so the employee is better off terminated.

It is important for management to remember that swiftly disciplin-

ing an employee who has engaged in fraud or unethical behavior can

have a deterrent effect. Employees may think twice in the future be-

fore committing fraud if they know that management takes action in

these cases.

Insurance Claims

It is always advisable for a company to check its business insurance

policy for coverage related to employee theft. This should be done as

soon as a potential fraud is identified. Insurance companies often have

clauses that require a fraud to be reported soon after it is suspected, so

it is best to contact them immediately. Unfortunately, many companies

have no coverage or inadequate coverage for cases of employee dishon-

esty. An assessment of risk goes with the purchase of every insurance

policy, and lower coverage (or no coverage) for internal fraud is a risk

that management may be willing to take.



P1: OTA/XYZ P2: ABC
c11 JWBT031-Coenen November 23, 2008 13:58 Printer Name: Yet to Come

188 Reporting and Litigation

The fraud investigator’s report should be sufficient to substantiate an

insurance claim by the company. The claims process can often be made

easier if the company puts insurance company claims personnel directly

into contact with the fraud investigator. In this way, any questions or

concerns can be resolved quickly.

Civil Legal Action

Upon gathering evidence to support an opinion on allegations of fraud,

a company may decide that pursuing a civil suit against the perpetrator is

the best course of action. If this happens, a fraud investigator’s assistance

may be needed to help gather the right documents. During the process

of discovery, each side of a case is trying to find out as much as they can

about the situation, requesting documents and demanding that certain

questions are answered.

A fraud investigator can be a big help in putting together a request

for production of documents. Because the investigator has familiarity

with the case, she or he is in a good position to know what docu-

ments could bolster the case and fill in any holes discovered during the

investigation.

It is important that document requests are specific enough that they

clearly identify the information that is being asked for, yet not so specific

that the company or person responding can avoid providing the doc-

uments. For example, certain ledgers or accounting records may have

common names, yet be called by a company-specific identifier. It is im-

portant to identify those records by both the common name and the

company-specific name (if known), so that the opposition cannot say

they don’t know what is being requested.

Criminal Charges

A defrauded person or company can refer a case to law enforcement

and can help increase the chances of the case being prosecuted but

ultimately does not make the decision to prosecute. That decision lies

solely in the hands of law enforcement. The larger the fraud or the more

egregious the case, the more likely that law enforcement may seriously
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look at it. Local law enforcement is often reluctant to get involved with

white-collar crime cases because of lack of resources, lack of expertise,

and a focus on violent crimes.

It is more common for the FBI or a state law enforcement agency to

give serious consideration to a white-collar case. However, they often

do not have a lot of time or resources to devote to an investigation. If the

company comes to them with a report from an independent fraud ex-

aminer, complete with supporting documentation, it is sometimes easier

to get law enforcement to consider the case. Simply put, law enforce-

ment resources are stretched thin at all levels, and the more work the

company can do for law enforcement, the easier it might be to have

them consider criminal charges.

Being an Expert Witness

Fraud investigators generally get involved in fraud investigations with

the knowledge that they may very well end up in court, testifying as

an expert witness. Unlike a traditional auditor, who looks at the num-

bers, issues a report, and is essentially done until next year, the fraud

investigator knows that there may be court activity in her or his future.

For this reason, it is important that all work be completed and doc-

umented with the potential for litigation in mind. At some point, the

expert witness will be required to produce her or his file for the mat-

ter, and it is important that it include only the things that should be in

there. I’m not suggesting that anything in a fraud investigator’s file be

discarded. Rather, I am in favor of carefully adding items to the file. As

explained in earlier chapters, there are best practices related to organiz-

ing documents, taking notes on meetings, and creating worksheets to

help with your financial analysis.

Preparing for Testimony

When a fraud case goes to court, either civilly or criminally, the fraud

investigator has to be ready to testify at deposition, trial, or both. If

you have a chance to prepare for deposition or trial testimony with the



P1: OTA/XYZ P2: ABC
c11 JWBT031-Coenen November 23, 2008 13:58 Printer Name: Yet to Come

190 Reporting and Litigation

attorney with whom you are working, you should take it. It is never a

bad idea to walk through possible lines of questioning and practice your

answers, especially if you have never testified before or if you are still

relatively new at it.

One of the challenges when you are investigating a fraud as a team

is making sure that the person giving the testimony is familiar enough

with the documents, the findings, and the report. The person who will

testify is most often the lead investigator, but naturally, she or he has

had help from others and has not seen all of the documents in the case.

The testifying expert must trust that the team has fully investigated the

important issues in the case and has not missed anything critical. A level

of confidence in the team is developed over time, and good evidence

handling and document management procedures will help support the

expert’s testimony.

Preparing for testimony does not mean that you are letting the at-

torney tell you want to say. You will testify truthfully regardless of what

happens during your preparation. But it is helpful if the attorney shares

her or his strategy with you and helps you focus your testimony ac-

cordingly. If you are new at testimony, you will want to practice letting

the attorney ask a question and not answering until the attorney is fin-

ished with the question. It is human nature to begin answering partway

through the question, but the court reporter can take down the words

of only one person at a time. It sounds easy to wait your turn to speak,

but it does take a bit of practice.

It is also a good time to consider things that opposing counsel might

bring up to diminish your credibility, as well as problems in your report

that might be brought up during testimony. Consider what you would

criticize if you worked for the other side. If you are aware of weaknesses

in your opinions or your analysis, it makes sense to talk it through and

be prepared for the criticism.

If a case ends up making it to trial, it is a good idea to go through

your testimony again with the attorney. You will know what opposing

counsel is zeroing in on, based on your deposition. You can again walk

through the strategy, address the weaknesses in your report and depo-

sition testimony, and generally prepare for the courtroom experience.
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Deposition Testimony

A deposition is a chance for opposing counsel to ask questions about

your work and your report. There are not a lot of limits to what can be

asked in a deposition. Opposing counsel’s goal in the deposition is to

get the expert to state exactly what her or his opinions are. Any changes

between those opinions and what is said during the trial can cause big

problems.

All parties should agree on who is paying the expert for the deposi-

tion before the day of deposition. In most cases, the party asking for the

deposition will have to pay for it. Experts often bill hourly for deposition

time, but some experts also use minimum charges or charge in blocks

of time (four-hour blocks or eight-hour blocks are common).

It is common knowledge that experts do not always get paid for

depositions, especially when the opposition is responsible for the fees.

Collecting payment from the opposite side is not always easy. It is not

a bad idea to request prepayment, especially in extremely contentious

matters. The request has a fair chance of being rejected, but it is still

okay to ask. In some jurisdictions, there will be a time limit on your

deposition, sometimes two or four hours. In other jurisdictions, there

will be no limit on your time, so long as someone is willing to pay for

your time.

A deposition is similar to court testimony, but there is no judge

present. In a traditional deposition, there will be the expert, a court

reporter, opposing counsel, and the attorney on your side of the case.

Occasionally, opposing counsel will have an expert present to assist with

developing questions for you. Sometimes the plaintiff or defendant will

be there to observe, but that is not common. Making video recordings

of depositions is becoming more common, so a videographer may be

present, too. If the deposition is going on video, the witness must be

more careful about appearance, gestures, and demeanor.

The deposition typically starts out with the attorney questioning the

fraud investigator about her or his background and credentials. Some-

times the attorney is trying to build a case that you should be disqualified

as an expert because you do not know enough or do not have the right
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experience. If you are confident that you are qualified to render the

opinion you’re giving, don’t be frightened or offended by this line of

questioning. Remember that it is the opposing attorney’s job to rattle

you and get you to doubt yourself so you do not testify well. Do not fall

into that trap.

The rest of the deposition will focus on the expert’s analysis and

report. Some attorneys work methodically through the report, asking

questions about each opinion and the work that happened prior to

forming that opinion. Others are not so methodical and do not plan

their time well. They may spend hours belaboring certain small points

in the expert’s work, and you may leave the deposition wondering why

you were not questioned about the parts of your work that you thought

were most important.

It is not necessary to try to outsmart an attorney or try to predict

what questions are coming. Answer the current question carefully and

truthfully. Yes, attorneys do try to set traps for experts, but even if you

accidentally fall into one of them, there is a way out of it. If you have

answered truthfully, the attorney on your side of the case can find a

chance to clarify your answers.

Take your time in answering questions to be sure that you are

offering a precise answer to exactly what was asked. There is nothing

wrong with pausing to formulate your answer in your mind before you

speak. Unless there is a video camera present, no one will know how

long you paused when they are later reading the transcript. Use that fact

to your advantage and think carefully before you answer.

Do not be too quick to agree with a hypothetical situation or a

paraphrase of your testimony. You are not required to agree to anything

in the deposition, and if you believe a paraphrase mischaracterizes the

precise answer you gave, then do not agree to the paraphrase. It may

be difficult to stand your ground when an attorney is trying to bully

you into agreeing that one phrase means the same thing as another

phrase. If it does not mean the same thing, do not allow yourself to

be coerced into saying that it does. You have a right to have your

testimony on the record exactly as you spoke it, not as opposing counsel

rewords it.
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The witness can answer hypothetical questions, but should be sure

to indicate that it is a hypothetical situation and not the situation that

you investigated. Often, opposing counsel will change some facts of

the case and ask whether that would change the investigator’s opinion.

Many times the answer is a truthful “yes.” Of course the opinion could

change if the facts change. Do not be quick to agree to hypotheticals, but

do not be horrified if you ultimately end up agreeing with the attorney’s

conclusion to the hypothetical.

If you are asked to consider other numbers in your analysis and to

recalculate things, do not be afraid to ask for a break to do that. It is

not always easy to work with your calculator with all eyes on you, so

a break might be appropriate to do the calculations. Also, if the new

calculations require a spreadsheet or a detailed calculation, you should

say that. You cannot be forced to do a sloppy or incomplete calculation

at that moment, and you can refuse to do so.

Sometimes the attorney questioning you in the deposition is making

a mistake when formulating questions, is referring to the wrong piece of

paper, or is missing a key piece of information that would help her or

him. You are under no obligation to volunteer information or otherwise

help opposing counsel. There are times when it makes sense to clarify

a point so the deposition can move forward. Many times, however,

the deponent should not volunteer information. The burden is on the

attorney to ask the right questions. If she or he does not, that is not the

deponent’s responsibility.

And what happens if opposing counsel finds a mistake in your work

and points it out during the deposition? If there is in fact a mistake, you

will have to admit it, but we all make mistakes, and you just need to

figure out how to deal with it. Hopefully it is a minor clerical error or

an instance of a small number being accidentally excluded from your

analysis. Whether the error is big or small, you will have to recalculate

things and determine whether your opinion should change. It sounds

horrible, and it may be embarrassing, but it would be even worse to

carry on some charade that suggests you did not make an error. Admit

the error gracefully and explain what the impact is on your numbers

and conclusions.
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Following your deposition, you should be given a copy of the tran-

script so you can review it for accuracy. Court reporters do make mis-

takes in taking down the testimony, and it is important for you to correct

them, especially if the mistakes have a real impact on the numbers or

opinions. Imagine how a transposed number in a transcript might cause

problems at trial. It is important to get something like that corrected right

away.

Trial Testimony

The vast majority of cases are settled before trial, so the opportunity to

testify at trial does not come along often. The expert must examine the

transcript from the deposition so that she or he is sure of the answers that

were given to questions. It is important that trial testimony not conflict

with what was said during the deposition. If you later find that you

made an error in your deposition testimony, you should immediately

bring this to the attention of the attorney with whom you are working.

The attorney will need to figure out how to deal with this issue and

does not want to be surprised by this information when you are on the

witness stand at trial.

Your demeanor and attitude on the witness stand will be very im-

portant during trial testimony. A good expert has an air of confidence,

without arrogance. She or he is professional at all times, not casual

or sarcastic. The best experts are not evasive in their answers. They

get their points across clearly and succinctly. A good expert answers

just the question asked, and pauses before answering questions in case

the attorney she or he is working with needs to object to a question.

Judges and juries respond well to answers that sound conversational,

not scripted. They appreciate honesty and are generally willing to learn

if your testimony is broken down into lay terms.

There are differing opinions on whether the expert should look at

the jury during testimony. Some expert witnesses never look at the jury,

while others suggest that all testimony should be directed toward the

jury. I suggest a more middle-of-the-road approach. The expert should
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look toward the jury when it feels comfortable, and alternately direct

answers toward the attorney asking the questions or the judge, as ap-

propriate. It is more important to act relaxed and natural than it is to

rigidly look at a particular person in the courtroom.

Do not get flustered if you make a mistake during testimony or you

feel that opposing counsel “got you” on any points. The attorney on your

side of the case should be alert and should offer you an opportunity to

correct or explain any answers you gave. Again, so long as you do your

best to tell the truth in your testimony, you will likely do well on the

stand.

Following deposition and trial testimony, it is a good idea to debrief

with the attorney with whom you worked during the case. There is

always something to be learned, and you should ask the attorney where

you excelled and what you might have done differently.

Note

1. Relating to the legal process of discovery, in which parties to the case
are required to turn over certain documentation and evidence relative to
the case. An attorney may wish to delay the writing of a report in order
that the findings of the investigation not yet be turned over to the other
side.
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CHAPTER 12
Other Issues

There are some practical matters related to investigating fraud that

do not really fit into a discussion of how to perform a fraud inves-

tigation but are important to examine anyway. Consider this chapter a

catch-all part of the book, designed to address some of the issues fraud

investigators will experience in the performance of their work.

Moving Forward as a Company

After a fraud is discovered and fully investigated, a company and its

employees must move forward. That might seem like a simple thing

to do, but it is not always quite that easy. The financial blow of an

internal fraud can be devastating. Employees have long-term memories

that may not allow them to forget about the violation of their trust by

someone who worked side-by-side with them or by someone who was

responsible for their future.

The most obvious potential long-term effect from an employee theft

is financial devastation. Experts on corporate fraud estimate that the

average company loses 7% of its revenue to internal fraud each year.1

Imagine how many companies could be put out of business with a

fraud of that size. The first step to moving beyond an internal fraud,

especially a significant fraud, is repairing the financial damage. Often,

cash reserves have been depleted and debts have mounted while the

197
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dishonest employee was filling her or his pockets. A plan to repair the

company’s finances should be established quickly.

One prime financial consideration is the effect the fraud may have

on the company’s relationship with its bank. Loan covenants are often

violated when a substantial fraud has been committed and it is important

that a realistic and well-thought-out financial recovery plan is presented

to the bank. The company needs a commitment from the bank regard-

ing future financing, and a plan will be required to proceed with this

commitment.

The financial plan should include an analysis of the company’s cur-

rent cash, receivables, and debts. Information on the theft should be

compiled and presented in conjunction with the historical financial state-

ments, highlighting what the financial statements would have looked

like without the theft. A thorough analysis of projected sales, profits,

and cash flow should be done to determine whether the company can

survive the loss.

When making projections following a fraud loss, there is a tempta-

tion to be aggressive in estimating future sales and profits. While that

might be helpful in securing a financing commitment from the bank

initially, it will cause problems down the road if the company falls short

of those numbers. The better option is to make realistic projections that

the company has a good chance of achieving.

The next step in recovering from a fraud loss is determining the im-

pact the loss has had on employees. One of the most devastating effects

of an internal theft can be the negative impact on employee morale.

Employees feel betrayed by the thief, especially those who worked very

closely with her or him. A perpetrator of internal fraud does not just

steal from a company. She or he steals from every honest employee

who works there. Employees may think about the raises that were too

small or the bonuses that were not given and believe that the thief had

a lot to do with that. (And they are probably right.)

Employees should be given some information about the theft, so

they are not left wondering what happened. It is important not to

jeopardize an investigation or court case, but some basic information

can be provided without damaging the case. At the same time that the
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information is provided, management should affirm their commitment to

emerging from the crisis and playing as a team. Management should also

communicate the efforts to develop better controls and prevent future

frauds.

Preventing Future Frauds

Moving forward after an internal fraud requires that management actually

make good on those promises to prevent future frauds. It is sometimes

difficult to get management to make changes, because they view changes

as another cost on top of the cost of the fraud and the investigation. But

shoring up internal controls is necessary if the company really wants to

improve after a fraud.

The wise members of company management are interested in re-

mediation after an internal fraud is discovered, and often they look

to the fraud investigator for guidance in this area. It makes sense to

have someone well versed in fraud schemes help management make

improvements for the future.

Naturally, the vulnerabilities in the company’s system revealed after

the theft should be addressed first, and any holes in the system should

be closed. Job duties should be analyzed, and some tasks may need

to be reassigned to prevent any single employee from having too much

control over a function. Segregating duties is one of the most basic fraud

prevention controls that all companies should implement, and in reality

this is a very cheap method of fraud prevention if it is done correctly.

Management should strongly consider establishing a fraud hotline.

It is an inexpensive way to offer employees an anonymous, confidential

method to report suspected fraud. Statistics show that an employee tip

is one of the most common ways internal fraud is discovered, and a

hotline helps facilitate the reporting of fraud.

More extensive fraud prevention measures include creating stronger

internal controls and completing regular audits of vulnerable areas of

the company. If done correctly and thoroughly, this process can be

time-consuming, but it is typically a worthwhile investment, because

bad internal controls are nearly useless.
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Managing the fraud risk when there has been an executive-directed

fraud is often more difficult. It involves the employees who have the

most control over everyone and everything at the company. If the CEO

wants something done, most times it is going to get done whether out

of employees’ fear or obedience. Upper management fraud often can be

stopped only through stronger corporate governance. This deals more

with independent oversight of management and operations, rather than

managing detailed transactions and interactions.

Improved corporate governance means better oversight of manage-

ment via a board of directors with independent members who have no

employment or other material relationship with the company. If these

board members are truly independent, they are more likely to take action

when suspicions of fraud or unethical behavior are raised. The board

must be committed to ethical behavior from all employees at all times.

They must exhibit the type of behavior they expect, thereby setting the

tone at the top. The board must be willing to investigate allegations of

fraud or inappropriate behavior. They must not be thwarted by man-

agement, exercising their own judgment in determining what must be

investigated.

In addition to independent directors, good corporate governance

requires an audit committee with financially literate members and at least

one financial expert. The audit committee must also have the authority

to initiate investigations and seek legal counsel and advice as it deems

necessary.

The nominating and compensation committees of the board of di-

rectors also must be comprised of independent directors who have no

vested interest in their decisions. When compensation is tied to the

company’s financial performance, there may be an incentive of sorts

for management to cheat on the financial statements. The compensation

committee must balance that risk with the benefit of giving manage-

ment incentives to grow the company. Boards of directors and commit-

tees must meet regularly, and must do so without management being

present. This ensures that management does not exert undue influence

over the board or the committees.
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It is easy to see why management may shy away from the process

of fraud prevention, even after being taken advantage of by a dishonest

employee. It can become a huge project, and it can cost a lot, depending

on how thorough management wants to be with its fraud prevention

efforts. But common sense should tell management that they must make

an effort to create stronger controls to prevent internal fraud. The next

fraud could put the company out of business. It should take only one

major fraud for management to have a vested interest in improving fraud

prevention within the company.

Marketing a Fraud Investigation Practice

A book on fraud investigations would not be complete without a discus-

sion of how to actually find investigations to do. Those working in-house

for a corporation are not going to have that problem. They already have

a captive audience. But those who are working as consultants are going

to need a client base if they want to investigate anything. Many fraud

investigators have the luxury of working for a firm with a wide client

base. But plenty of firms are just branching out into fraud investigation

and could use some tips on developing a client list.

One of the keys to developing a client base lies in defining the

services of the fraud investigation practice. It is easier to market the firm

and secure new business when the range of services is narrowed down.

Too often, firms generically promote fraud investigation services. As we

have already learned, many types of fraud investigations can be done,

including financial statement fraud, corporate embezzlement, bribery

cases, insurance fraud, and investment scams. Corporate disputes like

arguments over contracts or shareholder disagreements can quickly lead

to fraud allegations as well.

Some fraud investigators specialize within certain industries, such

as healthcare or financial services. Those industries may require spe-

cialized knowledge to effectively investigate allegations of fraud, so it

makes sense that some fraud investigators concentrate on one or two
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industries. It is important to be sure that you are clear on where your

firm’s capabilities lie. What work does your staff and management enjoy

doing and at what are they most competent? Where can you build your

niche and establish a reputation? What connections do you already have

that can assist your business-building efforts in a particular area?

The market for fraud investigation services can be further divided

into a variety of clients who might contract with your firm. Clients could

include attorneys, corporations, government agencies, nonprofit orga-

nizations, or individuals. For example, you may work primarily with

attorneys who are litigators at medium-to-large firms. Their work is typ-

ically done for corporations that have suspicions of fraud, and they will

identify and retain an expert to investigate those allegations.

Other fraud investigators may choose to work closely with govern-

ment agencies, either in regulatory matters or criminal prosecutions. Still

other fraud experts may choose to work with individuals on consumer

fraud issues or family law cases. You can see that the choices are almost

endless, and it would be difficult to effectively market a firm’s services

without narrowing down the list of potential clients. It is much easier to

craft and deliver a marketing message to only one or two key audiences.

I have found that directing my marketing and advertising efforts to-

ward a narrow audience has been the most effective. I have tried broad

marketing initiatives and did not get a whole lot of results from them.

When I have narrowed my focus and advertised in industry-specific pub-

lications, I have had better results. The results can be attributed to adver-

tisements that spoke more directly to the audience, mentioning specific

types of cases or situations with which they might need assistance.

Competing with Other Firms

One of the universal truths in competing with other businesses is that

those who focus on what they do best are more likely to succeed. As

a small practitioner, I found that I could compete with larger firms by

focusing on particular strengths that set my firm apart from run-of-the-

mill forensic accounting or fraud investigation firms.
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Smaller firms can compete by developing a niche and performing

at a very high level within that niche. A smaller fraud investigation firm

will have to emphasize and sell the quality behind its services if it wants

to compete with mid-sized (and larger) firms. For example, a smaller

firm can often provide more direct contact with highly experienced

professionals. It is no secret that larger firms often send younger, less

experienced staff members to a client site to perform the bulk of the

work on an investigation. That business model has worked for the large

firms for a long time, but it is not necessarily the best for the client.

Therefore, in my sales pitch, I emphasize to the client that I will

be personally involved in all investigative work. Would a client rather

have someone more experienced or less experienced working on their

case? It is not hard to believe that most clients would prefer a more

experienced investigator if given the choice.

The actual marketing of the small firm’s niche services will probably

rely heavily on the direct involvement of the head of the practice. The

lead investigator should probably be featured prominently in advertising

and during marketing events. The firm should want potential clients to

identify directly with the most experienced investigators—the ones who

will be providing that high-quality investigation that will be the key

selling point.

Larger firms tend to do a better job with long-term investigations and

with investigations that have a global component to them. They have

great depth in terms of employees and specialties, and they have a wide

geographic presence. Larger firms are much better equipped to deal

with massive investigations for very large companies. A very large firm

with offices around the world can almost always round up an expert on

any issue or in any industry.

Conducting a Global Investigation

As discussed in Chapter 9, the Foreign Corrupt Practices Act (FCPA)

is a major concern for American companies. The instance of global

investigations has been increasing, and the number is likely to continue



P1: OTA/XYZ P2: ABC
c12 JWBT031-Coenen December 3, 2008 10:15 Printer Name: Yet to Come

204 Other Issues

to grow in the long-term. Probably the most important part of a global

investigation is assigning employees who have familiarity with local

issues. The lead investigator should be able to quickly send investigators

to global locations and should have the ability to secure local resources

to aid in the investigation.

Basic fraud investigation skills do not change from country to coun-

try. Many of the most common fraud risks cross all borders, but there

will always be local customs or business practices that could add special

fraud risks. Language and cultural barriers should not be underestimated,

and the fraud investigator should be aware of any special challenges in

securing documentation and evidence in a foreign country.

One of the worst things a fraud investigator can do is insult another

culture or make faulty assumptions about the way another culture does

business. Larger fraud investigation firms are often better equipped to

execute international investigations, because they have a diverse staff,

which has a greater chance of being familiar with cultural issues.

An international engagement needs one central coordinator for all

work, who will assign regional or local coordinators who will report

to her or him. Local or regional coordinators will be responsible for

mobilizing local staff or requesting that experienced staff be sent to

the location. The best international investigators use a mix of staff that

includes local people plus employees stationed in the country in which

the client is headquartered. Larger auditing or forensic accounting firms

have more experience in international engagements and are likely going

to be better prepared to carry out the project. Do not underestimate the

depth of experience it takes to manage and execute an engagement that

involves multiple countries.

Professional Liability Issues

Any professional engagement always runs the risk of developing mal-

practice and liability issues. The best way to prevent these types of

things from coming up is through a combination of three key points:

(1) communication with the client, (2) an engagement letter, and (3)
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professional competence. All three points may seem to be strongly based

in a common sense approach to doing business, but that is not always

the case.

Communication with the client is important in order to match your

services with their expectations. The professional has to have sufficient

communication with the client to determine exactly what the client wants

out of the engagement. There are times when the client has unreasonable

expectations, and the fraud investigator is obligated to address them

before beginning the engagement.

Maybe the client wants the fraud investigator to engage in illegal acts

or wants a certain level of proof gathered that is not possible. Sometimes

clients want a level of detail examined that does not make sense in light

of the cost to do so. At times, clients just do not understand enough

about fraud investigations to formulate reasonable expectations.

No matter what the expectations, the fraud investigator has to fully

understand them and be willing to say no. Clients do appreciate it when

the professional redirects the efforts or suggests a more feasible and cost-

effective option. The investigator cannot be afraid to say, “Are you asking

me to do X?” And that may be followed by, “I could do that for you, but

here is an approach that I think is better, and let me explain why. . . .”

Once the client and the professional have a proper understanding of

the needs and desires in regard to the fraud investigation, the next step

is creating an engagement letter. The engagement letter protects both

the client and the fraud investigator and should be viewed as a win-win

in that regard.

The level of detail in an engagement letter will likely be determined

by the amount of information available at the time it is drafted and

the comfort level of the fraud investigator. Some engagement letters

explain the work to be completed simply in terms of an analysis of

certain documents and creation of a report on the findings. Others will

be far more detailed, outlining exactly which documents are going to be

examined and specific issues on which the investigator will be giving

an opinion.

No matter how detailed the actual work is in the letter, the engage-

ment letter must outline the rights and responsibilities of the parties.
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This was covered in Chapter 2, but it bears repeating that the fraud in-

vestigator should outline what responsibilities each party has and what

will happen if either fails. The professional should have the right to

terminate the engagement in the case of nonpayment of fees, noncoop-

eration by the client, or certain other situations. Outlining such things in

the engagement letter will protect the professional if the case ultimately

cannot be completed.

A seemingly common sense approach to performing a professional

engagement is having the proper level of experience and competence

in the matters being investigated. This may seem to be self-evident, but

there are still instances in which a professional accepts a case for which

she or he is not qualified.

The problem is more often seen with small fraud investigation prac-

tices. Sometimes the professionals are so eager to secure work that they

are willing to go outside of their area of experience to provide what the

client needs. This is a disservice to the client, who should expect that

the professional accepting an engagement is properly experienced and

qualified to do the work.

One way for smaller firms to gain experiences with new types of

cases or unfamiliar industries is by contracting with other small firms

to work jointly on projects. This ensures that the client has a properly

experienced investigator on the case, while the other professional gets

firsthand experience that can be leveraged in future engagements.

Reducing Fraud with Investigations

When consumers think about investigating fraud, they do not usually

think of the investigation as part of an overall plan to reduce fraud in a

company. An investigation is typically seen as a reactive process that is

engaged in only when a major problem is identified. Fraud investigations

are representative of something completely negative, and they should

be avoided at all costs, because if we do not have fraud investigations,

then we do not have fraud.

The reality is not quite so fatalistic. Fraud investigations can and

should be a routine part of a proactive fraud prevention program.
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Anti-fraud education and proactive fraud prevention procedures are es-

sential to reducing corporate fraud, but fraud investigations are a third

and equally important part of the equation. Even in companies with the

most comprehensive fraud prevention policies, procedures, and con-

trols, there will still be some level of fraud. Investigations are needed to

thoroughly examine allegations and suspicions of fraud. They also play

a deterrent role, as employees are less likely to engage in fraud if they

know that periodic checks occur throughout the company.

It would be nice if fraud investigations were to become completely

unnecessary, but that is not realistic. In companies with increasingly

better anti-fraud controls, the need for reactive investigations should de-

crease. But fraud investigations should never be completely eliminated,

because even the companies with the most effective fraud prevention

programs will still have some instances of fraud to investigate. The hope

is that incidents requiring a full-blown investigation will be decreased

and that management can focus their best efforts on turning a profit

instead of examining cases of fraud.

Note

1. 2008 Report to the Nation on Occupational Fraud & Abuse, Association
of Certified Fraud Examiners, Austin, TX.
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Appendix

Carter Company Investigation

Document Request List

� Profit and loss statements—5 years

� Balance sheets—3 years

� Income tax returns—5 years

� Sales by month—3 years

� Monthly sales tax returns—3 years

� Current aged accounts receivable by customer

� Bank statements, canceled checks, and deposit slips—2 years

� Check registers—2 years

� Year-to-date financial statements

The sample presented here is for illustrative purposes only. It is

not intended to be used in any actual fraud investigation or forensic

accounting matter.

209
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Water Under the Bridge Inc.

Expense Report Examination

Which employees will be examined?

What time period is being examined?

Is there an expense reporting policy?

What does the company’s ethics policy say regarding company

expenses?

Document Request List

� Credit card statements

� Expense reports (digital or paper)

� Receipts and supporting documentation

� Calendars or schedules for employees

� Documentation from travel agency

� Proof of reimbursement to employee

The sample presented here is for illustrative purposes only. It is

not intended to be used in any actual fraud investigation or forensic

accounting matter.
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Round Wheels, LLC

Company Background Examination

� Incorporation or partnership/LLC filing

� Registered agent

� Officers, directors, members, shareholders

� SEC filings—3 years (public company only)

� Fictitious names, Doing Business As (DBA), trade names

� Parent company, subsidiaries, divisions, affiliates, and related

companies

� Headquarters and other locations

� Dun & Bradstreet information

� Equifax business report

� Court records

� Lien and judgment search

� Real estate and mortgage search

� Personal property search and UCC filings

� Patent and trademark ownership

� Competitor search

� Media search—newspapers, Internet search engines

The sample presented here is for illustrative purposes only. It is

not intended to be used in an actual fraud investigation or forensic

accounting matter.
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David Martins

Personal Income Investigation

� Tax Returns and W-2s

� Bank statements and check registers

� Investment account statements

� Retirement plan statements

� Employee stock ownership plan documents

� 1099s related to any freelancing or consulting income

� Credit card statements

� Home mortgage documentation

� Automobile lease/purchase documentation

� Closing statements for any real estate purchases, sales, or

transfers

The sample presented here is for illustrative purposes only. It is

not intended to be used in an actual fraud investigation or forensic

accounting matter.
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Angela Adams Case

Document Inventory

Bates Date Rec’d Rec’d From Document Description

None 05/31/08 Atty Edwards Complaint
None 05/31/08 Atty Edwards Defendant’s

response
AA001-002 05/31/08 Atty Edwards Closing Statement 813 N. Hanford
AA003 05/31/08 Atty Edwards Check National Bank

payable to
Angela Adams

AA004 05/31/08 Atty Edwards Real estate listing 813 N. Hanford
AA005-012 05/31/08 Atty Edwards Bank statements Personal account

Jan–June 2007
AA013-018 05/31/08 Atty Edwards Johnson contract Johnson’s services

and terms
AA019 05/31/08 Atty Edwards Johnson

advertisement
From yellow

pages

JS1-5 04/19/08 Atty Edwards Listing documents 813 N. Hanford
JS6-17 04/19/08 Atty Edwards Closing documents 813 N. Hanford
JS18-29 04/19/08 Atty Edwards Misc correspondence Emails between

Adams and
Johnson

JS30 04/19/08 Atty Edwards Check Angela Adams
payable to
Johnson

The sample presented here is for illustrative purposes only. It is

not intended to be used in an actual fraud investigation or forensic

accounting matter.
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Index

Access, 119
Accountant, 40–41
Accounting firm, 40–41
Accounting system, 5, 76
Accounts payable, 67–68, 144
Accounts receivable, 17, 75, 135–136,

140, 157
turnover, 61, 63

Accrued liabilities, 144
Accuracy, 92
Acquisition, 149–150
Addiction, 8, 10
Adjustment, 65–66, 98, 110, 111–112,

130, 136, 142,146
Affinity fraud, 166
American Institute of Certified Public

Accountants, 69
Amway, 168
Analytical:

procedures, 69
review, 60–61, 147

Antar, Sam 140
Arm’s length, 149, 156–157
Arrest records. See Records, arrest.
Arson, 173–174
Asset:

misappropriation, 106–131
overstatement, 139–143
search, 173
turnover, 61

Association of Certified Fraud
Examiners, 13, 55

Attachment, 183–184
Attorney, 44
Audit, 16–19, 21–22, 68–70, 110

clause, 156
committee, 200

Auditing firm, 40–41
Auditing Standards Board, 69
Auditor, 25, 40–41, 43, 47, 68–70
Authorization, 25, 112, 116

Backdating, 136
Background, 179–180

check, 44, 94–95
Bad debt percentage, 63
Bankruptcy, 81, 84–85, 174–175
Bates stamp, 49–50
Behavior, 8
Bid-rigging, 154–155
Billing, 35–36, 121–123
Board of directors, 43, 200
Bonus, 126–127
Brainstorming, 69
Bribe, 154–155, 160–161
Budget, 28–30, 60, 121, 127, 136

Calculation, 151, 172, 181, 193
Capitalization, 141–145
Cash:

deposit, 159–160
flow, 62, 135
disbursements, 107, 113–129
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Cash (Continued )
receipts, 107–113
shortage, 112

Certified Fraud Examiner, 45
Certified Public Accountant, 45, 55
Chain of custody, 49
Channel stuffing, 137–138
Check 21, 78
Check tampering, 117–120
Checklist, 17, 47–48
Civil, 83–84, 188
Collusion, 96, 105, 122
Commission, 126–127, 136
Compensation, 33, 81, 91, 126, 154,

200
Competence, 206
Competition, 31, 202–203
Computer forensics, 44, 51, 99
Confession, 100, 103
Conflict of interest, 44, 55, 156
Confidentiality, 104, 186
Confirmation, 104–106, 137
Confronting suspects, 13–14
Consulting, 157
Contingency:

fee, 35
plan, 30

Contingent liability. See Liability,
contingent.

Controller, 2
Controls, 4–6, 199
Cookie jar, 148
Cooper, Cynthia, 2
Corporate:

records. See Records, corporate.
espionage. See Espionage, corporate.

Corruption, 153–162
Cost-benefit analysis, 27
Cost control, 28–30
Cost of goods sold, 64, 140, 146
Court, 41
Court records. See Records, court.
Crazy Eddie, 140
Creativity, 15, 106
Credentials, 41, 43, 45

Credit, 65–66, 80–81
Criminal, 83–84, 188–189
Currency Transaction Report, 160
Current ratio, 63
Curriculum vitae, 15
Cut-off testing, 136, 144

Database, 75, 77, 87, 90–91, 122
Days in inventory, 64
Days in receivables, 63
Deadline, 37
Debt to equity, 61, 64
Debt percentage, 64
Deception, 6–7
Deposit, 35, 159–160
Deposition, 15, 191–194
Depreciation, 142
Detection, fraud, 7, 11, 19, 45, 68–70,

97, 108–131, 135, 142–148,
153–162, 164

Digital data, 25, 50–51, 93, 97–98
Direct deposit, 126
Discipline, 44, 186–187
Disclosure, 137, 148–149, 157–158
Discount, 31, 112, 137, 146
Discovery, 23
Document log, 49
Document management, 48–50
Document request, 73–75
Documentation, 24–25, 37, 48–50,

51–52, 73–75
Draft, 184–185
Dumpster diving, 164
Dun & Bradstreet, 90, 123
Dunlap, Al, 138

Earnings management, 134, 152
Education, 14, 207
Employees, 23–24
Engagement letter, 36–38, 204–206
Enron, 150–151
Equipment theft, 129–130
Error, 16
Espionage, corporate, 163–165
Evidence, 23, 44, 50–52, 56, 69, 93, 99
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Expense:
analysis, 172–173
report, 26–27, 70–71
understatement, 143–147

Expert:
report, 52, 113–115
witness, 41, 52, 189

External audit. See Audit
External auditor. See Auditor.
Extortion, 156

False pretenses, 164
Fee, 28–35, 38
File maintenance, 52–54
Financial need, 10
Financial statement, 75

analysis, 59
fraud, 4, 133–152

Fixed assets, 142
Fixed fee, 32–35
Float, 112
Foreclosure, 173
Foreign Corrupt Practices Act, 160–161,

203
Foreign investigation, 203–204
Forensic accountant, 43
Forensic auditor, 43
Forgery, 117–118
Fraud audit, 18–19
Fraud auditor, 43
Fraud detection, See Detection, fraud.
Fraud examiner, 43
Fraud investigation, 43

Gain, 139
Generally Accepted Accounting

Principles, 68
Ghost employee, 125–127

Global investigation, 203–204
Governance, 200
Gross profit, 3, 61–62

Herbalife, 168
Hidden income. See Income,

hidden.

Hoovers, 90
Horizontal analysis, 60
Hotline, anonymous, 11, 161, 199
Hourly fee, 30–32
Hypothetical, 192–193

Incarceration records. See Records,
incarceration.

Income, hidden, 170–173
Identity theft, 164
Independence, 40, 55, 200
Insurance, 24–25

coverage, 13,
claim, 44, 147, 173, 187–188
fraud, 7, 80, 95–96, 173–174, 180

Intellectual property, 90, 165
Integration, 159
Internal:

audit, 2–3
auditor, 43
controls, 161, 199
records. See Records, internal.

International investigation, 32, 160,
203–204

Internet, 75, 91–92
Interview, 14, 99–104
Intuition, 9
Inventory, 17, 140

test count, 140–141
turnover, 61, 64
percentage, 64
scheme, 64, 129–130

Investment, 139, 145, 149
account, 79
scheme, 165–167

Irregularity, 2–4, 18, 66, 69, 97, 110,
135, 138, 155

Insider, 41–43

Key documents file, 50
Kickback, 124, 155–156
Kiting, check, 112–113

Larceny, 111–112
Layering, 159
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Law enforcement, 44, 84, 85, 106, 177,
188–189

Liability:
contingent, 146
professional, 204–206
understatement, 143–147

Licensing, 90
Lifestyle, 8–9

Analysis, 171
Line costs, 145
Loading, 137–138
Loan, 79

forgiveness, 157
Long-term, 146

Management, 42–43, 46–47, 69
Manual disbursement, 67–68, 98,

119
Marketing, 201–202
Mary Kay, 168
Materiality, 17–18, 71
Medical record, 81
Merger, 149–150
Minkow, Barry, 106
Misrepresentation, 148–149
Misstatement, 69
Money laundering, 158–160
Monitor, 5, 46, 66, 97, 110, 115, 118,

119, 129, 131, 155, 161, 165
Mortgage, 79, 88
Motivator, 10
Multi-level marketing, 168–169

Negative assurance, 18
Net worth method, 171–172
Networking, social, 91
Noncash scheme, 107, 129–131
Note-taking, 52–53, 101

Objectivity, 40, 41–42, 55, 178
Off-balance sheet, 150–151
Off-book, 107, 153, 161
Omission, 148–149
On top entries, 2–3, 136
Operating margin, 61

Opinion, 18, 182–183, 185–186
Outside audit. See Audit.
Overpayment, 123–125
Overstatement, 134–143
Override, 4

Payroll, 125–129
Pay-and-return, 123–125
Payment:

partial, 137
terms, 38, 137

Phase, 34–35
Placement, 159
Police report, 85–86
Ponzi scheme, 167–169
Positive:

assurance, 18
pay, 119

Prevention, 25, 110, 199–201, 207
Private investigator, 43, 44, 45, 56,

96–97
Private records. See Records, private.
Proactive investigation, 39–40
Probate, 84
Professional skepticism, 16, 69
Professional standards, 54–57
Profit margin, 61
Projection, 198
Property, 88
Proposal, 28
Public company, 27, 90
Public records. See Records, public.
Pump and dump, 169
Purchase:

order, 116
personal, 115–116

Purchasing:
manager, 121
scheme, 64

Pyramid scheme, 167–169

Qualifications, 41
Question, 102–103
Quick ratio, 63
Quote, 28–29
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Ratio, 59, 61–65, 135
Raw materials, 155
Reactive investigation, 39–40
Real estate, 79, 81

records. See Records, real estate.
Receivable percentage, 63
Recommendation, 26–28
Reconciliation:

account, 2, 5, 130
bank, 4, 119

Records:
academic, 89–90
arrest, 85–86
bank, 77–79
birth, 86–87
corporate, 87
court, 83–85, 147
death ,86–87
driver, 89
incarceration, 86
internal, 75–76
motor vehicle, 89
online, 85
private, 77–82
public, 82–91
real estate, 88
vital, 86–87
voter, 87

Red flag(s), 1, 3–4
Refund, 117
Register disbursement, 116–117
Related party, 84, 95–96,

156–157
Remediation, 25
Report, 177–186
Repossession, 173
Reserve, 147–149
Responsibility, 37
Restatement, 13
Retainer, 35
Return, 112, 136, 137
Revenue:

overstatement, 134–137
unearned, 145

Round-tripping, 138–139

Sales return percentage, 62
Sales tax. See Tax, sales.
Sample, 17, 115
Sarbanes-Oxley Act, 69
Scope, 25, 26, 37, 56
Search engine, 91–92
Secrecy, 24
Securities and Exchange Commission,

3, 18, 76, 94, 138, 147, 148, 170
Securities fraud, 169–170
Segregation of duties, 4, 110, 124, 199
Sex offender, 86
Shaklee, 168
Shell company, 96, 120–121, 122
Short and distort, 169–170
Short-term, 146
Sick leave, 125
Situational fraudster, 10
Skimming, 108–111
Social engineering, 164
Software, 54, 60, 97, 111, 112, 155
Special investigator, 43
Statement on Auditing Standards No.

99, 69
Stock, 90
Subpoena, 77
Subsequent event, 149
Sunbeam, 138
Supervision, 22, 39, 46–47
Surprise, 109–110
Surveillance, 44, 45, 96–97
Suspect, 23
Suspension, 23

Tax:
court, 85
lien, 81, 88–89
return, 75, 80
payroll, 127–129
sales, 80, 89
withholding, 89, 127–128

Technical skills, 41
Termination, 23, 38, 187
Testifying, 15, 41, 56, 189–195
Testimony, 52, 179, 184, 189–195
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Third party, 74, 77, 105
Tips, 1, 7–8, 11–12
Transcript, 192, 194
Transfer:

asset, 129
funds, 77–78, 160

Travel, 114
Trend analysis, 111
Trojan horse, 164
Turnover, 61–64, 169

Uniform Commercial Code,
88

Unrealized loss, 139
Unreconciled accounts, 2
Up front fee, 36

Vacation, 125
Valuation, 139, 141

Variance, 121–121
Vendor:

fake, 120–121
list, 120
payment, 4, 67–68

Vertical analysis, 60–61
Virus, 164
Vital records. See Records, vital.
Void, 108, 110, 111–112, 117

Warranty, 146–147, 151
Witness, 42, 56
Work history, 14
Work papers, 21
Work program, 17, 43, 47–48
WorldCom, 2, 145
Write-down, 139
Write-off, 65–66, 98, 110, 130, 136, 141,

146, 155, 157




